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Abstract— This paper intr oducesa new packet marking algo-
rithm that can be usedin the context of AssuredForwarding (AF)
in the Dif ferentiatedServices(DiffServ) framework [1], [2]. The
new marking algorithm is called Equation-BasedMarking (EBM)
and is basedon the TCP model in [3]. EBM is to handle the prob-
lems found in other marking schemesregarding fair nessamong
heterogeneousTCP �o ws thr ougha tight feedback-loopoperation
and adaptation of the packet marking probability to network con-
ditions. Wedesigna packet marker that usesEBM asthe marking
algorithm, and evaluate its performance using in-depth simula-
tion. We alsoprove analytically the correctnessof the marking al-
gorithm and compare it with other marking schemesfor differ ent
network scenarios.Our evaluation resultsdemonstratethe effec-
tivenessof EBM in providing the required fair nessamonghetero-
geneous�o wsand ensuringprotectionagainstnon-assuredtraf�c.

I . INTRODUCTION

DIFFSERV is one of the recent proposals to provide
Quality-of-Service(QoS) to IP networks, especiallythe

Internet[1]. TheDiffServframework providesa small,yet ef-
fective, numberof serviceswhich canbeusedto build end-to-
endQoSfor differentapplicationson the Internet. Due to its
simplicity andscalability, DiffServhasbeenreceiving consid-
erableattention.

Basically, theDiffServframework introducestwo1 additional
packet-handlingschemesbasedonPer-HopBehaviors(PHBs),
besidesthe basicbest-effort delivery mechanismusedin the
currentInternet[2]. The two basicPHBsde�ned for DiffServ
aretheExpeditedForwarding(EF)andtheAssuredForwarding
(AF) [4] PHBs. TheEF PHB is usedto build servicesthat re-
quirelow delay, low jitter, low loss,andassuredbandwidthlike
the Virtual LeasedLine (VLL) services,while theAF PHB is
usedto build more“elastic” servicesthat imposerequirements
only on throughputwithout any delayor jitter restrictions.

The ideabehindthe AF PHB is to differentiatepacketsby
marking them,basedon conformanceto their target through-
puts.Non-conformantpacketsarecalledout-of-pro�le (OUT),
while conformantpacketsarecalled in-pro�le (IN). Then,by
usinga differentiatedRandomDrop Gateway like RIO [5] or
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In fact, thereareothers,e.g.,ClassSelectorPer-Hop Behavior group,but
notasimportantasthesetwo.

a moregeneralform thereof,at the time of congestion,OUT
packetsaremorelikely to bedroppedthanIN packets.This, in
effect,protectsIN packetsfrom OUT ones,giving applications
their requiredbandwidths.For three-colorAF, IN packetsare
labeledGreen, andOUT packetsaredivided into Yellow and
Redin orderto exert morecontrol on theavailablebandwidth
of thenetwork. Thesethreecolorscorrespondto theAF's three
dropprecedences,AFx1, AFx2, andAFx3, respectively.

Recently, signi�cant efforts have beeninvestedinto theper-
formanceevaluationof TCP congestioncontrol for a random
dropgateway like RED [6], or generalizationthereoflike RIO
[5]. Someof theseefforts placedanemphasison AF services.
The authorsof [7], [8] found unfairness— in sharingthe ex-
tra bandwidthin under-subscribednetworks,or degradingper-
formancein over-subscribednetworks — amongthe TCP ag-
gregatesthat have different round-trip times (RTTs), average
packet sizes,targetrates,or numbersof micro-�ows in theag-
gregate. They also considereddifferent modelsfor the drop
gateway con�guration, such as RIO-C, WRED, overlapped,
non-overlapped,singleandmultiple averages.Similar results
have beenreportedin [9] and[10], thelatterof which hasalso
evaluatedthedifferencein usingtokenbucket andaveragerate
estimatorpolicing (marking).

On the other hand, packet marking algorithmshave been
proposedto work with AF, suchastheTwo RateThree-Color
Marker (TCM) in [11], which is basedon token bucket me-
tering, and the Time Sliding Window Three Color Marker
(TSWTCM) in [12], [13] which is basedon the averagerate
estimatoralgorithmin [5]. In thesemarkingschemes,two tar-
get ratesarede�ned: CommittedInformationRate(CIR) and
PeakInformationRate(PIR). The former is the minimum re-
quirementto beachieved,andthelatteris for asurplusof band-
width whenthenetwork is lightly-loaded.An enhancedversion
of TimeSlidingWindow (TSW),calledEnhancedTimeSliding
Window(ETSW),wasproposedin [14] to handletheTCPdy-
namicsandover-markingin theoriginalTSWmarker.

An excellentanalyticalstudyof theachievableperformance
for TCPusingtokenbucket markingis reportedin [15] where
theauthorsprove that tokenbucket markerscannotachieve all
valuesof assuredratesandtheachievedrateis notproportional
to theassuredrate.They alsointroduceda methodof choosing
thecorrectpro�le to achievea givenservicelevel.



Unfortunately, thesetypesof markingalgorithmsdonothan-
dle, nor have beenevaluatedwith respectto the unfairnessis-
suesmentionedabove. The authorsof [7], [8], aswell asour
extensivesimulation,�nd thatall thesemarkingalgorithmssuf-
fer the following fact: TCP �o ws with differentRTTs cannot
achieve throughputproportionalto their targetrates.Thesame
phenomenonoccursfor TCP �o ws with different target rates,
differentmeanpacket sizes,or aggregateswith differentnum-
bersof micro-�ows. This is not acceptablein theoperationof
AF.

Severalremedieshavebeenproposedto overcomethesefair-
nessproblems,suchasthe TCP-Friendly marker [16] andthe
Fair Marker [17], but they suffer from their inherentcomplex-
ity, nor hastheir performancebeenevaluated. Two adaptive
marking algorithmshave beenproposedin [18] and [19] as
AdaptivePacket Marking (APM) and Intelligent Traf�c Con-
ditioners (rtt-aware and target-aware), respectively. APM is
found to perform well in tracking the dynamicsof TCP and
preservingthetargetrate,but it is basedon aninaccuratefeed-
backmodelwhich causesperformance�uctuations. Moreover,
APM hasto be implementedinside the TCP code itself, re-
quiring modi�cation of all TCP agentsto be able to usethis
markingalgorithm. TheIntelligentTraf�c Conditionertriesto
usethesimpleTCPmodelin [20] to handletheunfairnessas-
sociatedwith differentRTTs anddifferenttarget rates.This is
somewhatsimilarto theapproachproposedin thispaper, except
that theseconditionersrequireexternalinputsandcooperation
amongmarkersfor differenttraf�c aggregates,which tendsto
beverycomplex in implementationanddeployment.

Weproposein thispaperanew AF packetmarkingalgorithm
that solvesmostof theunfairnessandprotectionproblemsas-
sociatedwith theothermarkingschemes.First, we de�ne the
fairnesstermasfollows: “In an under-subscribednetwork,all
�ows shouldgeta shareof theexcessbandwidthproportionalto
their target rates(an equalshare for equaltarget rates).In an
over-subscribednetwork,all �ows shouldexperiencethrough-
putdegradationproportionalto their target rates(equaldegra-
dationfor equaltarget rates)”.

Our marking algorithm is called Equation-BasedMarking
(EBM), andworkssimilarly to TCP, but on thepacket-marking
level. It sensesthe currentnetwork conditionsandadaptsthe
packetmarkingprobabilities(IN andOUT for two-colormark-
ing; Green,Yellow, andRedfor three-colormarking)accord-
ingly. This adaptationadjuststhe lossprobabilitiesof hetero-
geneousTCP �o ws, thus providing an equalor proportional
shareof extra bandwidthin under-subscribednetworks,andan
equalor proportionaldegreeof throughputdegradationin over-
subscribednetworks. Thenew markingalgorithmpredictsthe
behavior of theTCPsenderandadjuststhemarkingprobabili-
tiesaccordingly, distinguishingitself from theotherapproaches
to AF marking.Thisbehavior givesacloseinteractionbetween
themarkerandtheTCPsender.

Thepaperis organizedasfollows. In SectionII, we discuss
themainideabehindEBM andgiveabrief overview of theop-
erationof EBM. Designof the EBM is detailedin SectionIII
with a brief reasoningof how it worksagainstunfairness.We
presentananalysisfor theoperationof EBM in SectionIV and
outline theproof of its correctness.SectionV presentsthe re-

sultsof EBM performanceevaluationunderdifferentparame-
tersand comparingEBM with the other markingalgorithms.
We endthepaperwith concludingremarksin SectionVI.

I I . EQUATION-BASED MARKING

EBM solves the unfairnessproblemsassociatedwith the
otherAF markingschemesby usinga compactfeedbackcon-
trol modelbasedon the TCP modelwhich was introducedin
[3] and is summarizedin AppendixA for completeness.The
model encodesall the previously-mentionedfactorsaffecting
performance,in a singleequation,Eq.(5).

Source Gateway
TCPTCP DropMarker

Link Link Link

Implicit feedback through dropping

Implicit feedback through dropping

TCP feedback through ACK

Receiver

Fig. 1. Feedbackloop operationof EBM

The marker works in the feedbackloop shown in Figure1
by sensingthelossesthattheTCPconnectionexperiences,and
tries to estimatethe currentnetwork conditionsandadjustthe
markingprobabilitiesaccordingly.

EBM works just like TCPwhich adjuststhesendingrateby
sensingthe level of congestionin thenetwork via observation
of packet losses. So, EBM, throughthe innermostfeedback
loop in Figure1, controlstheTCPcongestioncontrolfeedback
loopsandprovidesappropriatemarkingto achievetherequired
target rate. This, in effect, provides fairnessamongdifferent
TCP �o ws aseach�o w hasits packetsmarked,dependingon
whetherit receivedits shareof bandwidthor not.

EBM usesestimatedlossprobabilities,insteadof estimated
averagethroughput,in calculatingtherequiredmarkingproba-
bilities, andusesthedualitybetweenthroughputandlossprob-
ability asshown in Figure2.
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Fig. 2. Duality betweenthroughputandlossprobability

In this �gure, we identify the target lossprobabilities,�������

and ���	�
� , correspondingto target throughputrates,CIR and
PIR,respectively. EBM usesthesetwo parametersin its opera-
tion, andcalculatesthemfrom theTCPmodelin Eq. (5) using



thecurrentnetwork conditionslikeRTT, meanpacketsize,and
maximumTCP window size. Then,asdescribedlater, it uses
the currentlossprobability seenby this TCP �o w as well as
thesetarget lossprobabilitiesto calculatethe packet-marking
probabilities.

Severalresearchersattemptedto modelTCPcongestioncon-
trol [3], [20], [21] using model-basedrate control [22], and
equation-basedcongestioncontrol[23]. However, EBM is dif-
ferent from these,as it works in the context of AF Services
which employ packet marking to provide QoS differentiation
basedonTCP's reactionto packet losses.

I I I . THE DESIGN OF EBM

The EBM is structuredasshown in Figure3. The marking
enginemakesuseof two othermodules,onefor currentRTT
estimation(SectionIII-B), andtheotherfor currentlossproba-
bility estimation(SectionIII-C). It takestheupdatedvaluesof
RTT andcurrentlossrateandputstheminto theinverseof the
TCPequation,�����

�����
	���


���

�

���

�����������

2, to getthetargetloss
probabilitiesfrom thetargetthroughputrates.This calculation
is thekey, asit adaptsto thecurrentvaluesof lossprobability,
RTT, andtheotherderivedparameters,re�ecting differentval-
uesfor differentTCP�o ws/aggregates.The target lossproba-
bilities areusedthroughanappropriatemarkingfunctionto get
the packet marking probabilitiesfor the threecolors: Green,
Yellow, andRed.

Figure 4 illustratesthe main stepsin the EBM operation.
Thesestepsareexecutedperiodically, andtheexecutionperiod
is tunableto achievethebestperformance.

In the following sectionswe detail each of the building
blocksof theEBM andthestepsof thealgorithm.

Marked
Packet

Unmarked
Packet

Loss
Estimate Estimate

CIR
PIR

RTT

Marking

TCP Equation Wmax

Fig. 3. Main blocksof theEBM

A. Calculationof thetarget lossprobability

Eq. (5) indicatesa one-to-onerelationshipbetweenthrough-
put,

�
	

, and loss probability, � , for given maximum win-
dow size, RTT, and meanpacket size. EBM usesthis re-
lationship to derive the loss probabilities correspondingto
the target throughputrates,CIR and PIR. As mentionedear-
lier, theseloss probability valuesare called target loss prob-
abilities, �
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. This calculationrequiresthein-
verseof the TCP equationwith respectto lossprobability, � ,
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13. Mark packets

Fig. 4. EBM algorithm

but, unfortunately, theredoesnot exist a closedform for this
inverse. So, EBM numericallycalculatesthe requiredvalues.
The calculationprocessis tunedby changingthe rate and/or
accuracy of calculation.

Oneimportantstepto be taken by theEBM algorithmis to
ensurethat the numericaliterationswill converge to a correct
value; otherwise,thereis no needto iteratein the �rst place.
This is the role of Steps4-10, wherethe algorithmcalculates
themaximumachievableTCPthroughput,

�
�����

, with thecur-
rent valuesof
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by putting �
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3 when
evaluating � . Then, it comparesthe target throughputrates,
CIR andPIR, to this maximumvalue,andif it is smallerthan
any of thetargetrates,thenthis targetratecannot beachieved
underthecurrentcircumstance.Accordingly, thenumericalit-
erationwill not convergeto a correctvalue. The proof to this
convergencecriterionis givenin SectionIV-C.

B. Estimationof RTTand �
�

This moduleusesa methodsimilar to theoneusedin TCP's
estimationof RTT with two differences.First, the estimation
procedureusesthe timestampoption in theTCP headerin or-
der to estimateRTT and ��� with a high resolution. Second,
the moduleis locatedoutsidethe senderTCP, so it readsand
modi�es the packets' TCP headersin order to usethe times-
tampoption. Theestimationprocedureis depictedin Figure5,
wheresrtt is theestimatedRTT and �F� theestimatedretransmit
time-out.

C. Estimationof thecurrentlossprobability

Using the averageloss interval methodin [23], EBM esti-
matesthe currentlossprobability of the network seenby this
�o w in particular.

i

In fact,thereis no valuefor ( at ,kj�l , but we usea very smallvaluelike
m
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, instead.



At each estimation interval

Record and timestamp a packet of the TCP flow

Upon receiving an acknowledgment

/*Check if it is for the previously-recorded packet*/

if (seqno of the ack � recorded seqno)

current rtt := now
�

recorded timestamp

/*Calculate the WMAof the measured RTT values*/

srtt = w � rtt + (1 - w) � srtt

delta = |rtt - srtt|
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Fig. 5. Estimationof RTT

For convenience,we describethe methodhereandgive the
detailsof detectinglossevents4 from themarkerside,which is
locatedoutsidetheTCPsource.Thelossinterval, �

� , is de�ned
asthenumberof packetstransmittedcorrectlybetweentwo loss
events( � , ����� ). Theestimatedlossinterval ��
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For the reasonsmentionedin [23], EBM uses#
�;: , giving

weightsof 1, 1, 1, 1, 0.8, 0.6, 0.4 and0.2 for
'
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through
'
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,
respectively. The reportedlossprobability will be loss rate =
1/ �� .

Detectinglosseventsfrom the marker sideandoutsidethe
TCPsenderrequiressomeknowledgeof packet losses.In TCP,
a packet lossis detectedwhenthesenderreceivesthreedupli-
cateACKs,or whentheretransmittime-outexpires,whichever
occurs�rst. In bothcases,andaccordingto theTCPReno'sfast
retransmitprocedure[24], thelost packet is retransmitted.De-
tectingthreeduplicateACKs at themarker is nota problemby
usingsimilar statevariablesusedin TCP, but detectingpacket
lossthatcausesa time-outis a little bit harder, especiallywhen
a time-outtimer is not used. Also, we ignoreany losswithin
oneRTT from a previousone,asmentionedin [23]. After tak-
ing severaltuningprocedures,areasonablebehavior of theloss
estimatorhasbeenreached.

D. MarkingFunction

Basedon the target loss probabilities,EBM usesa linear
function to calculatethe marking probabilities,
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for thethree-colormarkingcase,proportionalto �
����� and

��� ��� as shown in Figure 6. This marking function is similar
G

A loss event is different from packet loss, as the former may consistof
severalpacket losseswithin a round-triptime.

to the one usedin the TSWTCM marking scheme,but with
throughputreplacedby lossrate,andCIR andPIR replacedby

� ����� and� �	�
� . TheYScaleandRScalearedesignparametersthat
takevalueswhichdependon thecurrentnetwork conditions.
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Fig. 6. Marking function

To show how the marking function works, we presentthe
caseof four similar TCP �o ws but with differentRTTs. We
plot their � ���
� and � �	��� in Figure7 andthe resultingmarking
probabilitiesfor the three-colorcasein Figure8. We identify
herethat themarkingfunction tries to adjustthepacket mark-
ing probabilitiesto equalizethe lossprobabilitiesfor the four
different�o ws, andhenceequalizingthroughput(asthereis a
one-to-onerelationshipbetweenthroughputandlossprobabil-
ity); the�o w with a higherpercentageof Yellow, andRedwill
havemorelosses,andhencelessthroughput.

Oneshouldseethesamebehavior for theotherfactors,or for
a combinationthereofaswell. This validatestheoperationof
EBM in providing the requiredfairnessamongheterogeneous
TCP�o wsor aggregates.

IV. ANALYSIS OF EBM OPERATION

In thissection,weanalyzetheoperationof EBM to show the
correctnessof theoperationandexaminetheconvergenceof the
numericaliterationstakento calculatethetarget lossprobabil-
ities. Herewe chosea steady-stateanalysis,andwill consider
the dynamicsof EBM in our future work. First, we presenta
correctnessproof basedon the feedbackmodelof the marker
with both TCP and the drop gateway. The approachto this
proof hasbeeninspiredby the study in [25]. We presentthe
proof herefor thecaseof �o ws with differentRTTs only. Us-
ing a similar procedure,theothercasesof differenttargetrates
or differentpacketsizescanalsobeproved.

A. Assumptions

In orderto make theproof tractableandsimplify themathe-
maticsinvolved,we makethefollowing assumptions.

A1. Weconsiderasystemof # TCP�o wspassingthrough
a commonlink Q with capacity

�

as shown in Fig-
ure11,exceptfor usingasingle-hopnetwork. In Sec-
tion V, we usea multi-hop network asa generaliza-
tion, andtheresultsarevalid for thatcaseaswell. All



0

0.0005

0.001

0.0015

0.002

0.0025

0.003

0.0035

0.004

0.0045

0.005

50 100 150 200 250 300 350

P
ro

ba
bi

lit
y

RTT (msec)

Pcir
Ppir

Fig. 7. Pcir andPpir

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

50 100 150 200 250 300 350

M
ar

ki
ng

 P
ro

ba
bi

lit
y

RTT (msec)

Green
Yellow

Red

Fig. 8. Marking probabilities

otheraccesslinks haveenoughcapacity, sothatlink Q

is theonly bottleneckfor all �o ws.
A2. All TCP �o ws have the sameparametersexcept for

RTTs,i.e.,each�o w seesadifferentRTT. Weassume
that the systemis in the steadystate(no slow start),
andall TCP �o ws have unlimited datato send. We
alsoassumethat thesystemis under-subscribed,i.e.,
thereis a surplusof bandwidththat canbe allocated
to each�o w.

A3. Without loss of generality, we will usea two-color
versionof theRED dropgateway, calledRIO [5], to
make the proof simplerandtractable,but the results
work for thethree-colorcaseasstatedin SectionV.

A4. Unlike the study in [25], we do not usethe average
queuesizemodelof theRIO. Instead,weassumethat
a typical RIO drop gateway givesa �x ed lossprob-
ability per class(IN and OUT) for all �o ws pass-
ing throughthis gateway. So,all �o ws seethesame
valueof lossprobabilities,���5� � �

% , for IN packets,and
���5� � ���

	

for OUT packets. Note that different �o ws
maystill seedifferenttotal losses,dependingon their
parameters,but weonly assumethatlossprobabilities
in aclassarethesamefor all �o ws. A justi�cation for
this assumptionis givenin AppendixB.

As mentionedbefore, the TCP model in AppendixA does
not have a closed-forminversewith respectto lossprobability

� ; neitherdoestheapproximatemodelgivenin [25], sowe use
numericalmethodsfor this proof anddiscretizetheproblemas
explainednext.

B. Proofof Correctness

Theorem1—Fairness: Forasetof TCP�o ws, � � , � +8� +.# ,
with sameparametersandsametarget rate,CIR, but with dif-
ferentRTTs,
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will getapproximatelythesamegoodputs,
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Proof: Listedbelow arethestepstakenfor theproof.
1) For eachvalueof
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Then,substitutingin Step1 for eachvalueof
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One instanceof the resultsusing thesestepsis shown in
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� g40 g!g g3('( , and RTT is uniformly-distributed from
200msto 900ms. The �gure also shows the throughputval-
ueswithout usingEBM, aswell astheCIR value. The �gure
clearlyshows thecorrectoperationof EBM with respectto the
requiredfairnessamongTCP�o wswith differentRTTs.

C. Convergenceof EBM Iterations

As mentionedin SectionIII-A, Eq. (5) describesa contin-
uousand one-to-onerelationshipbetween

� 	

and � as shown
in Figure 10, where � is plotted as a function of � for dif-
ferentRTTs rangingfrom 0.07sto 0.7s, #

�5$'&)('*,+.-
 � , and
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�
�����

�
1

$)( . We usethe bisectionmethodfor �nding the
inverseof � w.r.t. � numerically[26], andto iteratefor theval-
uesof �

���
� and �
�	�
� , we start from �

� g and �
�

� . These
two valuesboundthewhole scaleof possiblelossprobability,
meaningthat a valid value of

�

can be calculatedby the In-
termediateValueTheorem[26]. However, � is a function of
othervariableslike




��� , # , and
�

�����

, which imposeother
limitationson thethroughputachievedat certain� asshown in
Figure10. So, given somevaluesfor




��� , # , and
� �����

,
thereis amaximumvaluefor thethroughput,

� �����

, thatcanbe
achieved. This is thevaluecalculatedin SectionIII-A to com-
parewith. By de�nition,

� �����

shouldbefoundatverysmall � ,
andthis valueis boundedfor certainvaluesof




��� , # , and
�

�����

. Therefore,we �rst testfor this conditionin the EBM
algorithm,andif therequiredtarget ratesarebelow this maxi-
mumvalue,thenthenumericaliterationwill alwaysconverge.

V. EVALUATION

We usens -2 [27] to evaluatetheperformanceof EBM and
compareit with othermarkingalgorithms.Thenetwork in Fig-
ure11 is usedfor our evaluation.

Differentscenarioshave beensimulatedon this network to
measuretheperformancefor differentparameters.In all these
scenarios#

�
�

g TCP sourcesareusedalongwith two UDP
sourcesasbackgroundtraf�c generators.Thisbackgroundtraf-
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Network link

Fig. 11. Simulationtopology

�c representsthebest-effort traf�c in theInternetandusesCBR
(ConstantBit Rate)andRed-colored(lowest-priority)packets.

Edge routersdo the meteringand packet marking (repre-
sentedasboxesin Figure11) andcoreroutersimplementthe
Multi-RED (MRED) buffer managementasa realizationof the
AF PHB. MRED usesa singleaverage,non-overlapped(stag-
gered)model and hasthe parameterslisted in Table I where
thresholdsrelative to thetotalqueuelength

�

areused.

TABLE I
MRED PARAMETERS

Parameters for Green Yellow Red
Queue length L L L

���������

0.875L 0.625L 0.3125L
�	��
����

0.625L 0.3125L 0.025L
������


0.02 0.05 0.1
��� 0.002 0.002 0.002

EachTCP sourcegeneratesan in�nite FTPbulk datatrans-
fer, with its own target rates,CIR andPIR. The subscription
level of thenetwork is setby properlyadjustingCIRs andthe
backgroundrate.

All accesslinks have a capacityof 100Mbpsanda latency
adjustableto the simulationscenario,while the links between
coreroutershavea 10Mbpscapacityanda10mslatency.

Thebottleneckis madeto occurat thelinks betweenthecore
routers.Unlessotherwisestated,a packet sizeof 576bytesis
used.In all thesimulations,we measurethegoodputachieved
by eachTCP�o w usingtheWeightedMovingAverage(WMA)
techniquewith a1-secondwindow andaweightof 0.5–0.8.We
thencalculatethe averagegoodputover the whole simulation
period.Eachsimulationscenariois repeated10 times,andthen
anaverageis takenoverall runs.Weusethefollowingnotations
in thegraphs:

TCM TokenbucketThreeColorMarker.
TSW TimeSliding Window threecolormarker.
ETSW EnhancedTime SlidingWindow marker.
RPM RandomPacketMarking.
APM AdaptivePacketMarking.
EBM Equation-BasedMarking.
CIR CommittedInformationRate.
PIR PeakInformationRate.
TheEBM usesa 10secinterval betweentwo successive cal-

culationsof � ����� and � �	��� , andan accuracy of 0.005%,while
usingaYScaleof 500andaRScaleof 1000.Thesevalueshave
beensetempiricallyfor thebestperformanceof EBM with the
currentnetwork con�gurationusedin thesimulation.
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A. SubscriptionLevel

In the �rst scenario,we investigatethe effect of the net-
work subscriptionlevel, or load,on theperformanceof EBM,
comparingit with other marking schemes.The subscription
level is changedfrom a light load (45%) to a heavy overload
(200%),andtheresultsareplottedin Figure12. A CIR valueof
500Kbpsanda PIR valueof 700Kbpsareusedfor all markers,
andby changingthebackgroundrate,we achieve therequired
subscriptionlevel in thenetwork.

Fromthe �gure, we seethatEBM hasbetterprotectionand
adherenceto CIR thantheothermarkingschemesunderabroad
rangeof network loads.Of course,undera very light load,all
the markers can achieve good throughput,as thereis a large
surplusof capacityin thebottlenecklinks. On theotherhand,
for heavy network loads,EBM is superiorto othersin protect-
ing the AF traf�c from backgroundtraf�c to sustainsits CIR
andget asmuchbandwidthasthey canfrom the extra capac-
ity towardsPIR. To show the fairnessamongdifferent �o ws,
Figure13 plots the goodputper �o w for a 120%subscription
level. All markingschemeshave thesamefairnessin this case
for similar �o w parameters.

Note that APM also yields similar performanceon a large
time scale,but ona smalltime scale,APM causesmore�uctu-
ationsin theachievedthroughputthanEBM. Thischaracteristic
is alsoexperiencedin all otherscenarios.
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Fig. 15. Goodputvs. RTT — over-subscription

B. RTT

Using a rangeof RTTs from 100msto 1520msfor differ-
ent TCP �o ws, by changingthe latenciesof accesslinks, we
evaluatethefairnessandperformanceof EBM againsttheother
markingschemesin moderately-andheavily-loadednetworks.
Theresultsareplottedin Figures14and15 for 80%and130%
load,respectively.

One can see form these�gures how EBM equalizesthe
throughputamongdifferentTCP�o wswhile satisfyingtheCIR
requirementunderbothconditions,whereastheothermarking
schemescannot even reachCIR underheavy loadsandlarge
RTTs.

C. Target Rate

TCP�o wswith differenttargetratesshouldgetproportional
sharesof excessbandwidthin under-subscribednetworks [7],
[19]. WeevaluateEBM for thiscaseusingarangeof CIR from
0.5Mbpsto 2.3Mbpsanda PIR equalto twice the CIR. Each
�o w hasa differentCIR and PIR values. A link capacityof
20Mbpsis usedbetweencoreroutersinsteadof 10Mbps. Re-
sults are plotted in Figure16 for 80% load and in Figure 17
for 120%load. Onecanseethat EBM provideseachconnec-
tion its proportionalshareof excessbandwidthfor bothunder-
subscribedandover-subscribedcases.
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D. Packet Size

We now evaluatethe performanceof EBM along with the
othermarkingschemesfor �o ws of differentpacket sizes.We
usea rangeof packet sizesfrom 100 bytesto 1500bytesand
show theresultsfor 65%load(under-subscribed)in Figure18,
and120%load (over-subscribed)in Figure19. CIR andPIR
valuesare1Mbpsand1.5Mbps,respectively, andweusea link
capacityof 20Mbpsbetweencore routers. Again, EBM suc-
ceedsin providing the requiredfairnessamongthe heteroge-
neousTCP �o ws providing almostan equalbandwidthfrom
thenetwork for equaltargetrates,CIR andPIR.

E. Overhead

We evaluatethe overheadcausedby the operationof EBM
which is expressedastwo terms.The�rst is thepacket classi-
�cation andmarking,andstatevariableupdates.Thisoccursin
all otherpacketmarkersandis notuniqueto EBM.

Thesecondoverheadis for thecalculationof � ����� and ��� ��� .
We measuredthis overheadto be 1.5 to 2mson a PentiumII,
450MHz processorwith 192MB RAM machine. This calcu-
lation is performedevery 10 secondsresulting in 0.015%to
0.02%overhead.

VI . CONCLUSIONS

In this paperwe introduceda new markingalgorithmcalled
EBM thatcanbeusedto serve theAF serviceclassin theDiff-
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Servframework. The EBM markingschemesolvesthe prob-
lemsassociatedwith previous schemesregardingfairnessbe-
tweenheterogeneousTCP �o ws andprotectionof target rates
underdiversenetwork conditions. We evaluatedthe perfor-
manceof EBM throughsimulationdemonstratingits superior
performanceto theothermarkingschemes.

Thedynamicsof theEBM operationneedto beevaluatedin
order to make surethat therewill be no large �uctuations in
theperformance.Thedif�culty associatedwith this analysisis
thatwe have to modelall systemsinvolvedusingpropertrans-
fer functions,including the randomdrop module,in order to
analyzethetransientanddynamicoperationof EBM quantita-
tively. Thebehavior of EBM with short-livedTCP�o wsshould
be alsoconsidered.Theseissuesaremattersof our future in-
quiry.
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APPENDIX

A. TCPModel
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where
�W	

: is thesendingrateof theTCP�o w in bits/sec.
# : is theaveragepacketsizein bits.

� : is thelossprobability(i.e.,probabilityof loss).



�$� : is theaverageround-triptime.
��� : is the typical value of the retransmittimeout (typically
5




��� ).
�

�����

: is themaximumreceiver window sizeenforcedby the
receiver in packets.

* : is theaveragenumberof packetsacknowledgedby anACK,
(usually2).

B. Justi�cation for theRIOAssumption

In RED and similar Active Queue Management(AQM)
schemeslike RIO, the drop rate is a linear function of the
averagequeuesize. So, for example, for a two-color drop
gateway basedon RIO, the drop probabilities(or drop rates)
aregivenasfollows. For theIN packets:
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wherey

: is themaximumqueuesizeor buffer size.
z

{

�

% : is theaveragequeuesizefor the IN packetscalculatedas
WMA of theinstantaneousqueuesamples.
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: are the RIO parametersfor IN
packets.

A similar formula exists for OUT packetsobtainedsimply by
replacingevery in with out.

The loss probabilities, ���5� � �

% and ���5� � ���

	

, will be in the
range
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, respectively. It is impor-
tant to note that the calculationdoesnot dependon per-�o w
information,sopacketsfrom different�o ws will seethesame



instantaneousvaluesof lossprobabilitiesfor IN andOUT pack-
etsasfunctionsof thesameaveragequeuesize.However, total
lossesfor IN andOUT packets for each�o w dependson the
numberof IN and OUT packets in the �o w's packet stream,
which is directly relatedto the marking techniqueused. The
valuesof ���5� � �

% and ���5� � ���

	

are proportionalto the average
traf�c loadon this gateway. If the loadis high, the lossproba-
bilities will behigh;andif theloadis low, thelossprobabilities
will below, but will still becon�ned in range
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