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Abstract— Multi-homed mobile hosts in physical proximity
may spontaneously team up to form a community and run
high-bandwidth applications by pooling their low wir elesswide-
area network (WWAN) bandwidths together for communication
with a remote application sewver. Utilizing their high-bandwidth
wir eless local-area network (WLAN), the thus-teamed mobile
hostscan aggregateand distrib ute the application contentamong
themsehes. This paper rst justi es the needfor such a mobile
collaborative community (MC?), or a community, to improve
user-perceived network bandwidth and utilization. Then, existing
one-to-onecommunication protocolslik e TCP are shown to suffer
signi cant performancedegradation due to frequentout-of-order
packet deliveries. To addressthis TCP problem, we propose
a proxy-basedinverse multiplexer, called PRISM, that enables
TCP to efciently utilize the community members' WWAN
connectionswhile avoiding the performance degradation. PRISM
runs at the proxy's network layer as a routing componentand
stripes eachTCP o w over multiple WWAN links by exploiting
the transport-layer feedback information. Moreover, it masks
a variety of adverse effects specic to each WWAN link via
an intelligent ACK-control mechanism.Finally, PRISM enables
TCP to respondcorrectly to dynamically-changing network states
thr ough a sendersideenhancementof congestioncontrol. PRISM
has been evaluated with experimentation on a testbed as well
ns-2based simulation. Our experimental evaluation has shown
PRISM to improve TCP's performance by up to 310% even with
two collaborative mobile hosts. Our in-depth simulation study
has also showvn that PRISM delivers a near-optimal aggregated
bandwidth in the community, and impr oves network utilization
signi cantly .

Index Terms— Mobile collaborative community, multi-homing,
bandwidth aggregation, TCP, out-of-order packet delivery

I. INTRODUCTION

S wirelessnetworks becomeomnipresentmobile users

are gaining accessto the Internet via a variety of
wireless networks. To keep pace with this trend, a mobile
hostis becomingmulti-homedwith multiple wirelessnetwork
interfaces(e.g., GPRS,IEEE 802.11x,and Bluetooth).Based
on the network and technologydiversity, several approaches
have beenproposedo enhancenetwork availability, focusing
on concurrent(or alternatve) use of multiple wirelesstech-
nologies available on a host [18], a mobile user[12], or a
designatednobile center[26]. Even thoughtheseapproaches
improve the network availability and performancethey only
considerthe use of a single individual multi-homed entity,
realizing only partial bene ts from the technologydiversity.

It is important to note that collaboration among multi-

homedmaobilehostssigni cantly improvesbothuserperceved
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bandwidth and overall wireless network utilization. Mobile

hostsin closeproximity canspontaneouslform a community
connectedria a high-speedVLAN interfaceandsharingtheir
WWAN link bandwidthswith other membersin the com-
munity. Each memberwithin the samecommunity receves
a subsetof contentsfrom an Internetsener and sharesthe
contentswith the other members(contentsharing. On the
otherhand,one memberusesthe other members'bandwidths
when it needsmore bandwidth than its own WWAN link

for applicationslike music/video le downloading and Hi-

De nition TV live cast(bandwidthsharing.

We thereforeadwocateformation of a mobile collaboratve
community (MC?) that is a userinitiated network model in
orderto make thebestof WWAN diversity Currently amobile
hostis forcedto usea single WWAN link at a time andthus,
suffersseverallimitationsin capacity coverage andhardware.
By contrast,in the mobile community mobile usersinitiate
new virtual WWANSs thatovercomesuchlimitationsby sharing
their WWAN interfaces.Moreover, by adopting an inverse
multiplexer [14], the community effectively aggreyatesand
usests membersWWAN bandwidthsoy inverse-multiplging
trafc over the sharedinks.

However, existing transportprotocols,suchasthe Transmis-
sion Control Protocol (TCP), are optimizedonly for a single
link and wastethe available bandwidth of multiple links in
the mobile community Frequenbut-of-ordemaclet deliveries
due to the heterogeneityof multiple WWAN links generate
duplicateacknavledgmentACKs), which, in turn, causethe
TCP senderto over-reducehis congestiorwindow size.There
are several transport-layerapproachego aggreyation of the
bandwidthsof multiple wirelesslinks, suchasthosein [17],
[18], [20]. However, their basicdesignconsidersaggrayation
of the interfacesof only a single host or user and requires
supportfrom the network layerto routetraf ¢ to/from agroup
of multi-homed mobile hosts. Moreover, the development
and deployment of a whole new transportprotocol requires
signi cant efforts on both contentsenersand mobile clients,
and their operationincurs a high computationaloverheadto
resource-constraineobile hosts.

To solve theseproblems we proposea proxy-basednverse
multiplexer, called PRISM that enableseachTCP connection
to utilize the entire communitys aggreyate bandwidth.As a
protocol complementaryto TCR PRISM consistsof (i) an
inversemultiplexer (PRISM-IMUX) at a proxy that forwards
TCP's data trafc through different WWANs and controls
duplicateACK traf c, and(ii) a new congestiorcontrolmech-
anism(TCP-PRISM)atthe sendethatexpeditedossrecovery.
PRISM-IMUX stripesTCP trafc intelligently over multiple



WWAN links using up-to-datelink stateinformation suchas
link weight, the numberof in- ight paclets,anda roundtrip
time on eachWWAN link. Also, it masksthe effects of out-
of-orderdelivery by identifying spuriousduplicateACKs and
re-sequencinghemsothatthe TCP senderecevescorrectly-
sequenced\CKs.

The secondcomponentin PRISM, TCP-PRISM, is the
senderside congestioncontrol mechanismthat reducesthe
loss-recwery time and accuratelyadjuststhe congestiorwin-
dow size of TCP by using the loss information provided
by PRISM-IMUX. It immediatelydis-ambiguateseal paclet
lossedrom out-of-orderdeliveriesthroughnegative lossinfor-
mation, and reducesthe loss recovery time. Its proportional
adjustmentstratgy of the congestionwindow size further
improveslink utilization by minimizing the effects of partial
network congestionon un-congestedinks.

We evaluatethe performanceof PRISM using both experi-
mentationand ns-2basedsimulation.PRISM is implemented
as a Linux-basedloadablemodule and extensvely evaluated
on a testbed.Our experimentalevaluation shavs PRISM to
improve TCP's performanceby 208% to 310% even with
two collaboratve mobile hostswith heterogeneounk delays,
loss rates and bandwidths.Moreover, our simulation study
shaws that PRISM effectively reduceghe needfor reordering
paclets and delivers a nearoptimal aggreyatedbandwidthin
the communitythat consistsof heterogeneousobile hosts.

The rest of this paperis organizedas follows. Sectionl|
presentghe motivationandthe contributionsof this work, and
Sectionlll providesan overview of the PRISM architecture.
SectionsIV-VI give detailed accountsof PRISM. Section
VIl describeur implementatiorand experimentatiorexperi-
encesSectionVIll evaluateghe performancef PRISMusing
ns-2basedsimulation. Relatedwork is discussedn Section
IX. Finally, SectionX discusses few remainingissueswith
PRISM and concludeghe paper

Il. MOTIVATION

We rst presenimotivationsfor a mobile collaboratve com-
munity. Then, we discussbasicfunctionsfor the community
to work. Finally, we identify the problem of TCP in the
communityand introduceour approachto the problem.

A. Whya Mobile Community?

Wirelessnetwork servicesarebecomingavailableanywhere
and arytime. 2.5G and 3G wide-areacellular networks, such
as GPRS,UMTS, and CDMA, are being deployed for more
bandwidthandwider coverage Moreover, WLANS (e.g.,IEEE
802.11x) can provide high-speedwireless network services
in small areas At presentdifferentwirelessinternetService
Providers (ISPs) are co-locatedwith different network tech-
nologiesor frequeny channels,and end-usersare equipped
with variouswireless(e.g., WWAN, WLAN, and Bluetooth)
interfacesand can selectthe bestinterface/channebvailable
at a given place/time.

Although there exist various choices(i.e., different ISPs,
technologies,and channels)in the current wireless network
ervironment,they arenot utilized ef ciently dueto the current

Fig.1. TargeternvironmentTheernvironmentincludesvariousWWAN
network servicesavailable and multi-homedmobile hostsequipped
with both WWAN and WLAN interfaces.Mobile hostsin a WLAN
rangeform a mobile community and collaborateto simultaneously
usemultiple WWANS.

ISP-centricservicemodel. That is, most mobile usersshould
use the same network, technology or a single frequeng
channelfor their connectvity. As a result, they suffer from
variousservicelimitations as describedbelow.

L.1 Capacitylimitation: Mobile usersmay experiencea low data

rate from its own ISP while other ISP networks in the samearea
areidle or underutilized.

L.2 Coverage limitation: A usermay nd no servicenearbyfrom
his own ISP while the otherISPs' servicesare available.

L.3 Hardware limitation: A user cannot accessa newv service
through his own interfaceswhile other nearbyuserscan access
the serviceby their new interfaces.

Let us considerthe following scenarioto have a feel for
the above limitations. Sam is waiting at an airport for his
ight, and wantsto download his favorite movies to watch
during his long ight. First, he tries to use his own WWAN
interface, but nds that it will take longer than his waiting
time for the ight (capacitylimitation). Next, he decidesto
use his WLAN interface. However, the nearestWLAN hot-
spotis too far away for him to returnin time for the ight
(coveragdimitation). Finally, he nds anotheraccessetwork
with high capacity but his device doesnot supportthe access
network's technology (hardware limitation). Therefore,Sam
will not be ableto download and watch the movies. Instead,
Sam searchesther nearby mobile userswho are willing to
sharetheir interfacesfor certain“rewards’ He nds several
mobile hosts whose interfaces have capacity use different
frequeng channelsor supporta high-ratewirelesstechnology
like IEEE 802.16.With the help of other mobile hosts,Sam
candownloadmaoviesin time,andenjoy themduringhis ight.

To realizea scenaridik e this, we constructa userinitiated
collaboratve wirelessnetwork model, called a mobile collab-
orative community(MC?). As shown in Figure 1, the com-
munity is composedf multi-homedmobile hostsin physical
proximity. Communitymembersare connectedo the Internet
via differentWWAN ISPs(e.g.,m1; m,) or differentchannel$

1We assumehat the communityis formedin sucha way thatits members
have mutually exclusive frequeng channelsto make bandwidthaggr@ation
practicalif they subscribeto the samelSP



of the samelSP (e.g.,m3; m4), andlocally communicatewith
eachothervia WLAN interfacesin ad-hocmode.

B. How Doesa Mobile Community\ork?

For an MC? to work, it requiresthree basic functions:
collaboration,multiplexing, andindirection.

1) Collaboration AmongMobile Hosts: The mobile com-
munity requiresusersto collaborateby sharing/poolingtheir
communicatiorchannelsHowever, whataretheincentivesfor
usersto collaborateVhen only one host or a small set of
membersvantto receve the contentsat others'expenseswill
the other membersbe willing to contribute their bandwidths
to enable the small set of membersto achieve statistical
multiplexing gains?

A somavhat related debateis undervay with regard to
“forwardingincentves” in ad hoc network routing [11], [27],
[34]. In ad hoc networks, the communicationbetweenend-
points outsideof the radio transmissiorrangerelieson inter-
mediatenodeson the pathto forward packetsfor them.Some
researchersuggestuse of credit-basedpr reputation-based,
schemedo stimulate cooperation[11], [22]. Game-theoretic
argumentshave beenusedto shav thatcollaborationon paclet
forwardingamongall participatingnodesmaximizesnetwork
throughput[5].

Forwarding in ad hoc networks, however, is somavhat
differentfrom the collaborationwe considerhere.In ad hoc
networks, nodesrely on eachotherto communicateamongst
themseles.In a mobile community nodesrely on eachother,
not for basicconnectvity but for performanceémprovements.
As we will seein Sectionlll, a node completely controls
accessto its sharedcommunicationresourcesand revokes
accessf its communicationneedsare not met by the com-
munity. Ultimately, it is the ability to opt-in to achieve better
performancendthe ability to opt-outwhennecessarymaking
link sharinga viable option. Nonethelesscommunitiesare
morelikely to be formedwithin domainswherea pre-&isting
trust (or cost-sharing)relationship exists. For example, an
individual with multiple devices(e.g.,cell phone PDA, laptop)
interconnectedvith a personalareanetwork canbene t from
resourcesharing,as in the caseof teamsof peopleworking
together

2) Multiplexing: Given sharedlinks, how can the mobile
communityaggreatelink bandwidthdor a higherthroughput?
An inverse-multipleer is a popularapproachthat aggreyates
individual links to form a virtual high-rate link [14]. For
example,aninversemultiplexer stripesthetraf ¢ fromasener
over multiple wirelesslinks of the communitymembersgach
of which thenforwardsthe trafc to the recever. Finally, the
forwardedpaclets are meiged and assembledn the recever
at the aggreyaterate.

An importantissueis then whereto put the inversemul-
tiplexer. The inverse multiplexer can be placed at (1) a
performance-enhancir@roxy (PEP[10]) by a network access
provider, a wirelesstelecommunicatiorserviceprovider, or a
contentdistribution network operatorfor downstreancommu-
nications,and (2) one of community membersfor upstream
communications.

Within a proxy or a host,themultiplexer canbe placedatthe
network layer asa routing componentith an ef cient trafc
Itering functionasin the Network AddressTranslation(NAT)
service Or, theinversemultiplexer mightrun asanapplication
like in an overlay network. However, multiplexing inherently
requiresresponsie network stateinformation, and additional
paclet-processingverheadsat the applicationlayer limit the
performanceof the inversemultiplexer [18].

3) Indirection: Trafc from aninversemultiplexerto com-
munity membersis tunneledvia Generic Routing Encapsu-
lation (GRE) [15]. The inversemultiplexer encapsulateshe
trafc via GRE and routesit to the community members'
WWANSs. Upon its reception,eachmemberde-capsulatethe
tunneledtrafc, andforwardsit to a destinationvia WLAN.
Sincethe destinationis obliviousto which memberforwarded
thedatapaclets,no additionaldatareassemblyunctionality is
requiredat the recever. FurthermorepecausesRE tunneling
is supportedy mostoperatingsystemge.g.,Linux, FreeBSD,
the Windows), no system modi cation of mobile hosts is
required.

C. Challengsin MC?'s Use of TCP

Our primary contribution in this paperis to enableone-to-
many-to-onecommunicatiorfor a TCP connectionto achiese
high-speednternetaccessn an MC?. While traditional one-
to-onecommunicatiorof TCP limits its bandwidthto a single
link's capacity in an MC?, we enablea TCP connection
to achieve the members' aggregate bandwidth by inverse-
multiplexing its paclets over all available members'WWAN
links.

In this communicatiormodel, however, we encounterses-
eral challengesFirst, schedulingtrafc over wirelesslinks re-
quiresexactlink-stateinformation,suchasdatarateanddelay
which varieswith time andis usually expensve to obtainin
mobile environments.Second sinceWWAN links suffer from
high andvariableroundtrip times(RTTs), burstinessaandout-
ages.a large numberof out-of-oder paclet deliveries—which
occur frequently and generatespurious duplicate ACKs—
degrade TCP's end-to-endperformancesigni cantly. Finally,
TCP's congestion contol mechanismdoes not fully utilize
multiple links' bandwidthsbecausét interpretsa paclet loss
asthe overall links' congestionmaking over-reductionof its
congestionwindow size. Also, frequent spurious duplicate
ACKs with positve ACKs causethe senderto delay loss
detection/receery.

D. Improving TCP Performancein an MC?

To overcomethe above challengeswe proposea proxy-
based inverse multiplexer, called PRISM that effectively
aggrgatesmembers' WWAN links bandwidthsfor a TCP
connection.Speci cally, we

C.1 deviseanadaptve schedulingnechanisnthatef ciently stripes

trafc without ary link-statemeasurementverheadsvhile main-
taining full links utilization (SectionlV);

C.2 constructan ACK-control mechanismthat effectively masks
the effects of out-of-orderdelivery without sacri cing end-to-end
performancgSectionV); and
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Fig. 2.

PRISMarchitectue. PRISM consistsof an inversemultiplexer at the proxy (PRISM-IMUX) and a sendefside congestioncontrol

mechanism(TCP-PRISM).PRISM-IMUX schedulesdata paclets over multiple WWAN links of the community members(ADAS), and
masksadwerseeffects from out-of-orderpaclet deliveries (RPC). TCP-PRISMhelps TCP accuratelyreactto partial link congestion.

C.3 proposea nen congestion-controimechanismthat (i) is a
senderside optimizationtechniqueand (ii) improves link utiliza-
tion by expeditingloss recovery (SectionV1).

Therestof this papemrovidesa detailedaccouniof PRISM.
The following assumptionsare madefor the basic designof
PRISM and mobile community: (1) each mobile host has
multiple (especiallyWWAN and WLAN) interfacesthat can
be used simultaneouslyfor a single application connection;
(2) a mobile host usesPRISM mainly for downstreamcom-
munication$ suchasmusic/videole downloads;(3) amobile
community is formed via an application-layerdaemonas in
[30]; (4) an inverse multiplexer is locatedat PEPsof each
3G's accesqetwork; (5) for eachPRISM o w, a PEPowned
by the ISP thata recever of the o w belongsto is chosenfor
inverse-multiplging traf ¢, andit handlesprior agreementsn
how to shareother3G's accessetworks (e.g.,accesontrol
andpricing), asin the roamingof ATM networks; (6) inverse-
multiplexedtraf c from theproxyto mobilehostsmaytraverse
differentISPs'infrastructurenetworks, but it is mainly dictated
by bottleneckWWAN links asassumedn [13], [29]; and (7)
GRE is enabledat eachmobile host as default; and (8) both
the senderandthe receiver supportTCP-SACK.

I1l. THE PRISM ARCHITECTURE

Figure 2 providesan architecturaloverview of PRISM and
its operationalervironment. PRISM consistsof a network-
layer inverse multiplexer (PRISM-IMUX) at the proxy
and a network-assistectongestion-contromechanism(TCP-
PRISM) at the senderside. PRISM interactswith a mobile
community of multiple multi-homed mobile hosts through
multiple WWANS.

A. PRISM-IMUX

PRISM-IMUX is the routing componentin a proxy that
handlesboth the forward (data)and backward (ACKs) trafc
of a TCP connectionusing up-to-date wireless links-state
information. As shown in Figure 2, PRISM-IMUX captures

2This is for easyexpositionof the PRISMarchitectureWe will extendthis
for upstreamcommunicationsn SectionX.

the datatrafc from a senderin the proxy's network layer?
and determinesthe best WWAN link for the next hop via
the Adaptive Schedule(ADAS). It alsocapturesand controls
ACK paclets to mask the adwerse effects of striping over
multiple WWAN links via the ReversePath Controller(RPC).
Finally, PRISM-IMUX maintainsa WWAN-links-statetable,
is equippedwith a buffer for temporarily storing ACKs that
needto be re-sequencedand supportsGRE for indirection.
We will detail ADAS in SectionlV, andRPCin SectionV.

B. TCP-PRISM

TCP-PRISMis a new sendessidecongestion-contrainech-
anismthatworkswith PRISM-IMUX to expeditelossrecovery
andto improve network utilization. TCP-PRISMreducesthe
lossrecovery time via the nggative ACK information shipped
by RPC at the proxy to detecta paclet loss. Also, it adjusts
the congestionwindow size basedonly on the congested
link bandwidth,thus preventing wasteof uncongestedinks'
bandwidth.This will be detailedin SectionVI.

C. Mobile Community

A mobile communityis formed voluntarily and incremen-
tally. When a newv mobile node wants to join an existing
community it rst searchesfor communitiesnearby using
the Service Location Protocol [30]. After determiningthe
community of most interestto itself, the mobile joins the
community and works as either a relay node or a recever.
Thenoderecevespacletsfrom PRISM-IMUX via its WWAN
link, andforwardspacletsto the recever, throughits WLAN
interfacein ad-hocmode. Or, the node receies paclets via
multiple communitymembersWWAN links, andsendsACKs
to the senderthroughone of the WWAN links.

IV. SCHEDULING WIRELESS LINKS:ADAS
A. Overviav

SchedulingTCP paclets over heterogeneouwirelesslinks
requiresexact link-stateinformation for a recever to achiee

3Note that a magni ed proxy in the gure shaws only the PEP of a
recever's ISP (i.e., differentPEPsareusedby differentISPs),anddirectlinks
betweena proxy and basestationsare logical links that consistof multiple
hopsvia differentISPs' accessetworks.



the optimal aggreyatebandwidth,and obtainingthe informa-
tion is expensve, especiallyin mobile ervironments,due to
the uctuating trafc rate and wirelesslinks' dynamics.As
shawvn in Figure 3, the typical TCP traf ¢ rate uctuatesasa
resultof its congestiorand o w control. Similarly, the output
rate varies due to the heterogeneityof wirelesslinks and/or
the processingpower of each memberdevice in a mobile
community Although it is possibleto measurea channels
condition and report it to the proxy, frequent changesin
the channelconditionwill incur signi cant report-processing
overheadand transmission-pwer consumptionto resource-
limited mobile hosts.

ADAS is anew paclet-schedulinglgorithmthatis adaptve
to dynamicinput/outputrates,and that incurs the least cost
in obtaining link-state information. ADAS maintainsup-to-
date link-state information—whichis obtainedby RPC (to
be discussedn SectionV) without incurring any reporting
overheadto mobile nodes—anddaptvely schedulegaclets
over the bestavailablelinks usingthe stateinformation. Also,
it usespaclets' expectedarrival timesover eachlink not only
to reduceout-of-orderpaclet deliveries, but alsoto increase
the end-to-endhroughput Finally, ADAS adaptvely reactsto
the congestiorof a link via a TCP's AIMD-lik e traf ¢ control
mechanism.

B. Algorithm

ADAS consistsof three schedulingrules and a dynamic
link-weight adjustmentmechanism.Algorithm 1 describes
ADAS's schedulingrules. Rulel is to give retransmissions
priority in schedulingpacletson aWWAN link. UnderRule2,
ADAS chooseghe link with the mostavailable bandwidthby
using a normalizedNIP (seebelow). Under Rule3, if there
aremorethantwo links with the sameNIP, then ADAS picks
the link that hasthe smallestexpectedarrival time (hRTT).

1) Normalized Number of In-ight Pacdkets (NIP): NIP
enableADAS to utilize multiple links fairly soasto maximize
aggregjate bandwidth. NIP; is derived from the Weighted
RoundRobin (WRR) schedulingor its fairnessWRR divides
the time into rounds in eachof which paclets are assigned
to alink basedon its proportionalbandwidth(or weight), and
thus,all links areutilized fairly. Likewise, ADAS usesthelink
weight for link utilization, thus achieving long-term fairness
asWRR does.

However, ADAS usesa different de nition for fair link
utilization: while WRRkeepstradk of how manypadetshave
beenscheduledso far on ead outgoinglink, ADAS consides
how manypadketsare currently in- ight on the link givenits
link-weight Becauseexisting staticschedulingalgorithmslike
WRR assumeaccuratelink-state information, using only the
link weightin schedulingpaclets over wirelesslinks cannot
captureand adaptto network dynamics.Hence,in addition
to the link weight, ADAS exploits the actual NIP, which
automaticallyre ects unexpecteddelay or loss of a link in
orderto determipethg bestavailablelink. Thereforewe de ne
anduseNIP = \’,\‘T' , whereN;j is the NIP over *j, and W;
(link weight) is the ratio of the link bandwidthto the least
commondenominatorfctorof all links' bandwidthsN; can

Algorithm 1 ADAS_Scheduling(P acket)

1. if Packet is a retransmissiorthen

2: /I Rulel: retransmitlost padets over a fast link
3:  lnext isthelink with minimumhRTT in S

4: else

5. Spexx = fli: links with minimum NIP; from Sg
6: |f j&ext J =1 then

7: /I Rule2: useNIP;

8: Ihext is thelink (in S) with minimum NIP;

9: else

10: /I Rule3: usean expectedtime of arrival and NIP;
11: lnext is the link with minimumhRTT in Spext
12:  endif

13: end if

14: UpdateN;, NIP; for lpext , andS
15: return lnex

hRTT; RTT from a proxy to a recever over WWAN;
N; Numberof in- ight paclets (NIP) on

Inext WWAN link which a paclet is scheduledo
NIP; NormalizedN; with respecto link weight
S A setof communitymembers'WWAN links
Shext A setof links with the minimum NIP

be derived from scheduledpaclets' information and ACK-
controlinformationwithout incurring any additionalcost,and
W, is givenwhenmemberi joins the mobile community

Let'sconsiderCaseA in Figure3 to seethe effectivenesof
usingNIP. Theratio of theweightof link *; to thatof link ",
is assumedo be 1:2. ADAS scheduleshethird paclet (p3) on
"2 becausavhenps arrivesat the proxy, ADAS knows from
an ACK paclet (az) that p, hasleft “,, so "5 still hasmore
available bandwidththan *;. In caseof WRR, it assignsps
to "1 becausdhe quantumof ", hasalreadyexhaustedoy p;
and pz, wastingavailable bandwidthof " 5.

2) ExpectedArrival Time (hRTT): ADAS usesexpected
arrival time (RTT/2 or hRTT) along with NIP to further
improve the overall link utilization and minimize the need
for paclet reordering.When more thanonelink (S) have the
samelowestNIP, ADAS selectsthe link that hasthe smallest
expectedarrival time in that subsetof links (Rule.3). Due
to a WWAN link's varying transmissiondelay or forwarding
nodes'randomprocessinglelay links with a similar utilization
might experiencedifferent short-termrates or delay uctu-
ations which might not be immediately re ected into NIP.
Using hRTT ensuresthat ADAS transmitspaclets on the
fastestlink in a greedyfashion,thus not only increasingthe
overall short-termlink utilization, but also reducing out-of-
order paclet deliveriesat the recever.

One might questionwhy we do not use only hRTT or
only NIP without ooring (i.e., \’;\l/_.) Using only hRTT in-
creaseshort-termlink utilization andavoids uctuating links.
However, its long-termperformances limited by the capacity
of the link that has the smallestRTT but low bandwidth
becaus®f frequentpaclet dropsat a bottleneckqueue Onthe
otherhand,usingonly NIP contritutesto adaptatiorto long-
term fair link utilization, but it is not responsie to random
short-termdelays,reducingaveragelink utilization. We will
comparethe performanceof thesetwo variantswith that of
ADAS in SectionVIII-C.2.
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Three ADAS scheduling snapshotdor different input/outputrates. The left graphshaws the uctuation of input rate from a TCP

senderTheright threewide gures are snapshot®f ADAS schedulingfor differentinput/outputrates.CaseA shavs Rule.2 (basedon the
numberof in- ight paclets), CaseB shavs Rule.3(basedon RTT aswell asNIP;), and CaseC shavs dynamicweight adjustments.

Let's considerCaseB in Figure 3 to illustrate the effec-
tivenesof usinghRTT alongwith NIP. Until p;, ADAS has
paclets scheduledon eachlink with the samesequenceas
WRR does.However, atty, hRTT of 5 increasesandwhen
ps is to be scheduledthe expectedarrival time of pg via
2 becomedonger than that via ~;. Besides,since the NIP
valuesof both links are same,ADAS schedulegsg on ";. If
the paclet is scheduledon “, as WRR does,then pg might
arrive laterthanpg, and™; couldwasteits bandwidthuntil the
transmissiorof pg begins.

3) Dynamic Link-Weight Adjustment: ADAS adapts to
each link's congestionwithout separatelinks-state probing
or congestion-noti cationmessage$rom the network by dy-
namically adjustingthe congestedink’ s weight. ADAS uses
the loss information obtainedby RPC (to be explained in
the next section),and adjuststhe link weight to approximate
its instantaneoudandwidthby adoptingthe TCP's Additive
Increaseand Multiplicative Decreasg(AIMD) strateyy [16].
If thelink experiencesongestion ADAS cutsthe congested
link's weight by half. Subsequentlythe link's NIP; becomes
larger, and no new paclets are assignedto the link until it
recovers from the congestion.This link weight is increased
additively eachtime an ACK arrives on that link, without
exceedingthe original weight. Speci cally,

(i) Whenapacletlossonlink i, *i, is detectechy RPC,thelink's
original weight; is storedas W;. Then, weight; is reducedto
weg i (or weight; = 1 if 229N < 1);

(i) Whena new datapaclet traversed’; is acknavledgedby the
recever, weight; isincrementedy ﬁ eachtime correspond-
ing ACK arrives, without exceedingW; ; and

(i) Wheneerweight; is updatedtheNIP of *; is recalculatecand
usedto immediatelyre ect link-stateinformation into the paclet
scheduling.

CaseC in Figure 3 depictsADAS's reactionto both delay
uctuations and paclet lossesWhen pg is scheduledat to, "1
experiencesdncreasechRT T. However, ADAS schedulegs
on "1 basedon NIP to maintainmaximumnetwork utilization
even thoughit might causepaclet reordering.On the other
hand,right beforeschedulingp;1, ADAS detectsandidenti es
thelossof pg on *». It adaptvely reduceghe”,'s weightusing
the link-weight adjustmentalgorithm, and assignsp;; to "
basedon the newly-computedNIP.

C. Compleity

The main computationacompleity of ADAS comesfrom
the sortingof links to nd the bestlink. SinceADAS usesan
orderedlist, it requiresO(log n) time compleity wheren is
the numberof available links. Usually, n is lessthan 10, so
its overheadis not signi cant. ADAS requiresconstantspace
complity. ADAS maintainsa link-state table as shown in
Figure 2. It independentlystoresperlink information which
includesonly four variables(i.e., NIP;, hRTT;, W; andN;).

V. HANDLING SPURIOUS DUPLICATE ACKS:RPC
A. Overviev

Even though ADAS tries to minimize the needfor paclet
reordering, data paclets are sometimesscheduledout-of-
sequencententionally to fully utilize networks (e.g., CaseC
in Figure 3). Moreover, dueto the delay uctuations resulting
from the aggressie local retransmissiormechanismof 3G
networks or a community members processingdelay there
could be unexpectedout-of-order paclets. In both cases,a
recever blindly generatesduplicate ACKs, which we call
“spurious'duplicateACKs, as a falsesign of link congestion,
andtheseACKs, unlesshandledproperly, signi cantly degrade
TCP performance.

The ReversePath Controller (RPC)is an intelligent ACK-
control mechanismthat hides the adwerse effects of out-of-
order paclet deliveriesto the recever. RPC exploits TCP's
control information which is carriedby ACKs, to determine
the meaningsof duplicate ACKs and correct them, if nec-
essary Moreover, along with a schedulinghistory, RPC also
infersthelink conditionsuchasits pacletloss,delay andrate.
Finally, becauseRPC maintainseachlink's stateinformation
(including loss and instantaneougapacity),it provides such
informationto the senders congestion-contromechanismso
asto preventone pipe from stalling other uncongestegipes,
thus enhancingnetwork utilization.

B. Algorithm

RPC consistsof three ACK-controlling mechanismsACK
identi cation, ACK re-sequencingand loss detection.RPC
rst determinesthe meaning of an arrived ACK. Then, it
decideswhetherthis ACK needsto be re-sequencedr not.
Finally, it differentiatesduplicateACKs causedy real paclet



lossesfrom spuriousduplicateACKs, and detectsary paclet
loss.

1) ACK ldenti cation: In orderto determinethe meaning
of ACKs, this mechanismdenti es the sequence&umberof a
datapaclet that actually arrives at the recever and causesan
ACK to be generated Assuming that the recever supports
the TCP-SACK mechanism,RPC tracesthe meta-stateof
the recever buffer through SACK blocks and a cumulatve
ACK number and nds the latestupdatedsequencenumber
of the recever buffer via the newly-arrived ACK. Because
TCP-SACK corveys information of up to three datablocks
whenthereare holesin the recever buffer, andits rst block*
containsthe sequencenumber of the recently-arwved data
paclet[23], RPCcaninfer the stateof the recever's buffer as
follows.

A.1 SACK blodk matdiing: If an ACK delivers SACK information,

RPCsimply matcheghe SACK block(s)with the meta-statéuffer

and nds sequenc&umber(sthatis newly coveredby this SACK
block.

A.2 CumulativeACK numberscanning:If an ACK sequence&um-
beris greaterthanthe meta-luffer's cumulatve sequencenumber
RPC scansa region betweenthe two numbers,and nds the
sequencaumber(s)hat hasnot beencoveredbefore.

Figure 4 shavs a series of snapshotsthat describethe
two schemeof identifying a sequenceumber For example,
snapshotsl, I, and IV shov the SACK block matching
scheme Snapshotdll andV illustrate how cumulatve ACK
numbersare scanned.Each snapshotcontainsthe circular
buffer representinghe meta-stateof the recever buffer.

2) ACK Re-sequencingAfter identifying the meaningof
ACKs, RPC determineswhetherto releasethis ACK to the
sender or to hold it for re-sequencingas follows. If the
identi ed sequenc@umberproceedsowardsa new unACKed
sequenceumber RPC startsreleasingACKs-on-holdinclud-
ing the onejust arrived (e.g.,snapshotdll andV).

If arrived ACK paclets are duplicates, then RPC re-
sequenceshem in two different ways. First, if thereis not
ary congestedink, then RPC holds the ACK paclet in the
slot of the wrapped-aroundequencenumberin the circular
ACK hbuffer. Since RPC knows the meaningof eachACK,
it correctsthe cumulatve ACK sequencenumber with the
identi ed numberof the ACK pacletandstoresit in the buffer
(e.g.,snapshots, I, andIV).

Second,if there exists congestedlink(s), RPC releases
ACKs-on-holdin their original form becausauplicateACKs
have really resultedfrom pacletloss(es)andbecauseeleased
duplicate ACKs can help the sendercalculatethe numberof
pacletsthat have left the network.

3) Loss Detection: The remainingquestionson the ACK
re-sequencingmechanismare how to detect paclet losses
from congestionand how to differentiateout-of-orderpaclet
arrivalsfrom real paclet losses Assumingthat pacletssched-
uled on a link are delivered to the recever in order RPC
detectyacletlossesf thereareholesthatarenot sequentially
acknavledged in a list of scheduledpaclets on the link.
SnapshotVl shavs an example of loss detectionof RPC.
Sincepaclets 26, 28 were sentback-to-backvia link 1, RPC

41t could be the secondblock whena DSACK option is used[33].
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Fig. 4. Snapshotdor ACK identi cation and loss detectionmed-

anismin RPC. RPC determineshe meaningof eachACK through
SACK blocks (Snapshot, IlI, and V) or cumulatve ACK numbers
(Snapshotll, V). Also, it detectspaclet lossesusing the identi ed

sequencenumbersand schedulinghistory (Snapshow/1).

determinesfrom the arrival of ACK 28, that paclet 26 is
lost. This is different from the loss detectionmechanismof
TCP whoseduplicateACKs' thresholdis 3. However, a more
sensitve reaction on each link is desirablesince it helps
all connectionsavoid disrupting one another Moreover, ary
threshold can be set basedon the network characteristics.
Paclet lossescan also be attributed to wire-line congestion.
RPCdetectssuchwire-line pacletlossesrom an ACK paclet
whose correspondingsequencenumberin the circular ACK
buffer is neitherschedulechor ACKed (called No Data).

As shown in the abore example, the loss-detectiormech-
anism and its accurag dependon the information of ACK
identi cation and schedulinghistory. Given the accurately-
identi ed ACK sequence&umbers,nding a holein eachlink
just requiresone more comparisorandis a clearindication of
pacletlossesOnthe otherhand theloss-detectiomechanism
may raisefalsealarmsif therearemorethanthreeconsecutie
ACK lossespecaus@CK identi cation cannotfully construct
the meta-statedue to the limited numberof SACK blocks
carriedby ACKs. However, threeconsecutie lossesof small-
sized ACKs rarely happen—throughouwll of our evaluation,
we have not obsered it—and by using cumulatve ACK
numberscanning,ACK identi cation can also completethe
meta-stateof the recever's buffer and can quickly recover
from a falsealarm.

C. Compleity

RPCs complity strongly dependson the number of
duplicate ACKs. When there are no duplicate ACKs, RPC
doesnot incur ary overheadexcept for updating link-state



variables(NIP;, N;). However, if there are duplicate ACKs

resulting from either out-of-orderdelivery or paclet losses,
thenRPCneeddimeto gure outthe ACK's sequencaumber
and spaceto re-sequenceACKs. First, for computational
compl«ity, ACK identi cation mainly consumegomputation
resourcesand its sequencecomparisonincurs the computa-
tional overheadwhich is linear in the number of duplicate
ACKs. However, this overheadcan be minimized using an
optimization technique,such as a hash function and a bit-

operation,whosetime compleity is constant.

In the worst caseof spacecompleity, RPC may have to
storeall ACKs of a ow for ACK re-sequencingSince the
number of ACKs is limited by the numberof outstanding
pacletsin the network, BW-RIT S, is the maximum
requiredACK re-sequencinguffer size.For example,assum-
ing that aggregatedbandwidth(BW) and averageRTT are
5 Mbps and 120 ms, respectiely, and a maximum segment
size (M SS) is 1.5 KB and the size of ACK (Sack ) is 60
bytes, the maximum spacerequirementis 3 KB. Note that
even thoughthe spacecompleity is linear in the numberof
o ws, it cansupporta large numberof PRISM o ws (hence
scalable).For instance,only a 60 MB footprint is necessary
to support20,000simultanecus?RISM o0 ws which deliver a
100 Gbpsbandwidth.

V1. EXPEDITING PACKET L0OSS RECOVERY:TCP-PRISM
A. Overviav

Along with ACK re-sequencingand loss detection, fast
recovery from paclet loss(es)and appropriate congestion
control are critical to the overall TCP performanceAlthough
mary end-hosttongestion-contrainechanismssuchasReno,
New-Renoand SACK, have beenproposedfor a single path
congestioncontrol, they are not optimizedfor multiple paths
duemainly to the following two reasonsFirst, TCP's positive
ACK mechanism(e.g., SACK block) consumesnoretime to
detect/receer paclet loss or out-of-orderdelivery from mul-
tiple and heterogeneoupaths,resultingin frequenttimeouts.
Secondthey overreducethe window size uponcongestiorof
one of multiple paths,reducingthe overall link utilization.

In addition to the end-hostapproachesthere are other
approachesto control congestion/channel-relateldss at a
basestationor a proxy via local retransmissiori8] or split-
connection[7]. Local retransmissiorusing anothercopy of
each paclet at the base station can handle channel-related
lossesut it cannoteffectively handlepartial link congestion
due to over-reduction of the window size at the end-host.
Besides,jt needsto storea copy of eachdatapacket, causing
a scalability problem.On the otherhand,the split-connection
schemecan handle both congestionand paclet loss, but it
violates TCP's end-to-endsemantics[18] and requires an
entirely new transportprotocol at both the proxy and mobile
hoststo supportthe useof multiple links.

To effectively recover from paclet losseswhile fully uti-
lizing multiple links, PRISM takes an end-hostcongestion-
control approachand removes the limitations of existing
solutionswith the following mechanismsThe rst mechanism
providesexactloss/congestioimformationin a negative form

Fig. 5. Statemadine of RPC. Boxes with capital lettersindicate
statesof RPC, and boxes with small letterslist operationsin each
state.

to the TCP sender The secondis a sendesside congestion
controlmechanisnfTCP-PRISM) which understandaegative
ACK information from networks and expeditesloss recovery
upon congestionof a link in one of multiple paths.Finally,
TCP-PRISMis a simplied versionof TCP-SACK, soit is
easyto implementand deploy with other congestion-control
mechanisms.

B. Algorithm

This algorithm is invoked by RPC and the senderside
TCP when there is a paclet loss(es).On detectionof ary
paclet loss, RPC ships loss information on ACKs. Using
this deliveredinformationat the senderits congestion-control
mechanisnquickly reactsto paclet losses.

1) Delivery of LossInformation: Figure5 shows the state
machineof RPC that describedoss information delivery in
eachstate.In NORMAL and OUTOFLOSSstatesRPConly
updatesstatevariablesas describedin SectionV. In LOSS-
DETECT state,RPC sendsthe lossinformationto the sendey
and switchesto LOSS state.RPCin LOSS statereleasesll
duplicateACKs until all lossesare recovered.

RPC provideslossinformationto the senderthat includes:
(i) which datapacletis lost, (i) which channelis congested
to adjust the congestionwindow size, and (iii) how mary
pacletshave left the network. Oncea paclet lossis detected,
RPC sendsthe lost paclet's sequencenumberto the sender
in the form of negative ACK. In addition, RPC ships the
congestedink's bandwidthinformation that is computedas
the proportion (p) of congestedink's bandwidth over total
bandwidth(i.e.,p= 1 5‘%, wherei is the congested
channellD, B; the bandwidthof channelj, and n the total
number of actve channels).Finally, after sendingthe loss
information, RPC begins releasingACKs-on-hold,if ary, so
thatthe sendercancalculatethe exactin- ight paclketnumber
in ate the congestiorwindow size,andsendmoredatapaclets
via otheruncongestedinks.

2) Congestion-Contol Mechanism: TCP-PRISM makes
two majorenhancementsf existing congestion-contrainech-
anisms.First, it reducesthe fastretransmittime given partial
link's congestiorby usingthelossinformationdeliveredfrom
the proxy. TCP-PRISMjust extracts lost paclets' sequence
numberdrom the informationandretransmitghe correspond-
ing data paclets immediately It does not wait for more
duplicate ACKs, nor doesretransmitall paclets which are
ambiguouslybelieved to have beenlost.

Second,it makesfastrecovery accuratelyreactto conges-
tion, and thus, improves network utilization. TCP-PRISMre-



ducegthe congestiorwindow sizeonly by the proportion(p)—

we call this adjustmentAdditive Increaseand Proportional

Decreasg(AIPD). This adjustedvindow sizeallowsthesender
to transmitmoredatavia uncongestedinks. If thereare other
congestedinks, TCP-PRISM performsthe sameprocedure
asthe above. Otherthan the above two enhancements[CP-

PRISM works exactly the sameway as the standardTCP-

SACK.

C. Compleity

The compleity of TCP-PRISMis lower than that of the
standardTCP-SACK thanksto the lossinformation available
from RPC. TCP-SACK's scoreboardmechanismmaintains
positve ACK information basedon a SACK block(s) from
a recever and thenidenti es lost sggmentsby comparingit
with a senders outstandingpaclet list. Thus, TCP-SACK has
to keep ACK informationin the scoreboarduntil it receves
full ACKs. Eventhoughthe sizeof the scoreboards bounded
by the number of in-ight paclets, in the worst case, it
hasto repeatedlysearchits scoreboardo nd lost sgments
upon receving a SACK block(s). By contrast, TCP-PRISM
simpli es the scoreboardnechanismby using negative loss
information shipped by RPC, thus saving spatial (storage
of positive ACKs) and computational(comparisonof SACK
blocks) costsin TCP-SACK.

VIIl. IMPLEMENTATION

We have implemented,and experimentedwith, PRISM.
This section rst presentour implementationdetailsof each
PRISM component.Then, it describesour testbedsetupand
presentgshe experimentalresults.

A. ImplementatiorDetails

1) PRISM-IMUX: PRISM-IMUX is implementedisaload-
able kernel modulein the network layer using Net Iter [1].
Net Iter provides a hook for paclet Itering at the network
layer, and henceallows usersto dynamicallyregister or un-
register paclet Iters. Thatis, PRISM-IMUX is implemented
asa lter with a back-endagentwhich includesADAS and
RPC.

Within the network layer, there are three places
to register the PRISM-IMUX Ilter: at entrance,
NF_IP_.PREROUTING; in the middle, NF.IP_LOCAL_OUT;
and at exit, NFIP.POST.ROUTING. The lter is registered
at the layer's exit becausesuch a placementminimizes the
numberof functionsthat PRISM-IMUX should incorporate,
and also avoids the need for system modi cation. When
PRISM-IMUX transmits multiple paclets from its buffer,
it can make a direct call to an interface function of the
link layer, so it need not go through all the remaining
network-layer functions.

Finally, the lter agentmay sometimeseedto storepack-
ets, and thus, stop the remaining paclet-processingchain
in the network layer There are two options (NF.DROP and
NF_STOLEN) from Net lter to silently store a paclet, and
PRISM-IMUX usesNF_STOLEN as it does not incur ary
overhead suchasthe buffer copying requiredin NF_DROP.

2) TCP-PRISM: We implementedTCP-PRISMin a Linux
kernel-2.45 TCP protocol stack,and installedit in a sener.
As statedin SectionVI, we have implementeda simpli ed
scorebardmechanismas an extensionof TCP-SACK, while
preservingthe original TCP-SACK. Speci cally, TCP-SACK
maintains sack-taginformation in the scoreboardwhich is
initially cleared,and becomes*'SACKED” when the corre-
spondingsackinformation arrives. Basedon the information
of an un-sacled paclet, TCP-SACK decideson paclet loss.
We modi ed this sack-tagmechanismso that the exact loss
information provided by PRISM-IMUX is re ected imme-
diately into the scoreboardbypassingmechanismsfor the
scoreboardmaintenanceand the paclet loss decision. TCP-
PRISM is enabledthrough a soclet option, and the normal
TCP-SACK is performedif this optionis disabled.

B. TestbedSetup

To evaluate our PRISM implementation,we have built a
testbedthat is composedof an Internet infrastructure,and
a mobile community as shovn in Figure 6. For the Internet
infrastructure we useone sener (Pentium-1V1.64 GHz CPU
with 512MB memory),oneproxy, oneWWAN emulator(both
are a Pentium-111 865 MHz CPU with 256 MB memory),
and one Ethernet switch. TCP-PRISM and PRISM-IMUX
are installed on the sener and the proxy, respectiely. The
emulator has NISTnet [2] to emulate WWAN networks of
eachmember The Ethernetswitch works asa WWAN access
point and splits traf ¢ from the emulatorto eachcommunity
member The sener, the proxy, the emulator and the switch
areconnectedn arow via 100 Mbps Ethernetcablesbetween
adjacentcomponents.

For the mobile community we use three Dell latitude
laptops(Pentium-Ill 865 MHz CPU with 256 MB memory)
which have both built-in Ethernetinterfaces (Realtek) and
IEEE 802.11b(Orinoco)interfaces EachEthernetinterfaceis
connectedo Ethernetswitch's 100 Mbps cablesandis used
asa WWAN link. An ad-hocmodeWLAN interfaceis used
for communicationwithin the community

All machinesin the testbeduse Redhat9.0, and an ftp
application betweenthe sener and a recever is used to
measureend-to-endthroughputby transferringa 14 MB le.

Fig. 6. Testbedsetup.The testbedis composedof Internetinfras-
tructure (a sener, a proxy, a WWAN emulatorand a switch) and
mobile community (threelaptops).Note that even thoughwe shav
directlinks betweencomponentsn wired netwtorksto simplify our
testbedthe links could consistof multi-hop links.
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(c) Effectsof link heterogeneity

Experimentalresults.We ran PRISM on our testbedand comparedits performancewith that of vanilla-TCP Figure 7(a) shaws

PRISM's robustnesso delay disparity amongthe links aggreyated.Figure 7(b) also shavs PRISM's robustnesgo loss disparity Finally,
Figure 7(c) shavs PRISM's effectivenessin aggregating heterogeneousnembers'WWAN links.

C. ExperimentalResults

We present three experimental results, demonstrating
PRISM's TCP performanceimprovementin the presenceof
delay disparity loss-ratedisparity and links heterogeneity

1) Effectsof delay disparity: We evaluatedthe robustness
of PRISM's performanceto WWAN links' delay disparities.
We usetwo communitymembershat have different WWAN
link bandwidths(1800, 600 Kbps) but initially have the same
link delay 500ms(averagedelay from the UMTS trace with
the paclet size of 1.4 KB) 5. While increasingthe delay
of the secondmembers link up to 1000 ms in increments
of 50 ms, we measurethe end-to-endthroughput. For a
bettercomparisonwe alsorun vanilla-TCPwith and without
SACK.®

PRISM effectively masksthe effectsof WWAN links' delay
disparitiesby usingthere-sequencingnechanismandprovides
an aggr@atedbandwidth.As showvn in Figure 7(a), PRISM
achieves a throughputequal to 95% of the total aggreyate
links capacitywhen the delay disparity is lessthan 400 ms.
Beyond that point, it shavs a little degradationbecauseof
deep-liffering for increasingduplicate ACKs. Vanilla-TCP
suffers a signi cant performancedegradationdue to spuri-
ous duplicate ACKs. Furthermore,vanilla-TCP with SACK
performsworsethanthat without SACK becauseghe detailed
SACK informationdeliveredto the sendercauses signi cant
numberof falseretransmissions.

2) Effectsof loss-mte disparity: We measuredhe robust-
nessof PRISM's performanceto the WWAN links' loss-rate
disparitiesln acommunityof two membergwith WWAN link
bandwidthsof 1080 and 360 Kbps), we x the link delay of
bothmembersat 300 ms (averagedelayfrom the UMTS trace
with 1KB paclet size)andmeasurghe end-to-endhroughput
while varying the lossrate from 0.001%to 1% of the second
member(1% is a typical maximumlossrate of WWAN links
[18]).

PRISM's fast-recoery mechanismindeed expeditesloss
recovery and increasedlink utilization even at a high loss
rate. As shown in Figure 7(b), PRISM provides throughput

5We usethe on-line sourceof [26].

6Note that vanilla-TCP refers to TCP implementationin Linux kernel-
2.4.20.Vanilla-TCPwith (without) SACK meansthe useof the original TCP
implementationwith a SACK (NewReno)option.

equalto 94% of the aggregatedlinks' capacitywhenlossrates
arelessthan 0.8%. At the point of 0.8% or higher PRISM's
throughputdecreasedecausethe achievable link throughput
also degradesdue to frequent paclet losses. Vanilla-TCR
however, experiences severerperformancelegradation Even
thoughit shaws a relatively good performancei.e., 90%) at
a low loss rate, vanilla-TCPS performancedegradesas the
lossrateincreaseslueto the long loss-recoery time for one
congestedink and blockageof the uncongestedink.

3) Effectsof link hetepgeneity: We evaluatedPRISM's per
formancegain evenin the caseof heterogeneousommunity
membersWe constructa mobile communitythat consistsof
threemembersall having differentWWAN link characteristics
(i.e., bandwidth,delay and loss rate) as follows: memberl
(M1) hasa reliable but slow link (360 Kbps, 300 ms, 0%);
member2 (M2) hasa fast but unreliablelink (1080 Kbps,
100 ms, 0.6%); and member3 (M3) hasa fasterlink (1800
Kbps, 100 ms, 0%) than others,but its bandwidthdifference
from M1'sis large (5 times).Initially, M1 andM2 collaborate
until 40 secondsbut encountedifferentdelaysandlossrates.
Then,M2 leavesthe community(at 40s).At 60s,M3 joins the
community and collaborateswith M1, but they have a large
bandwidthdisparity

PRISM achieves the aggregatedbandwidthof all WWAN
links evenin caseof heterogeneouink characteristicsigure
7(c) shavs the sequencenumber progressionof a senders
transportlayer for both PRISM and vanilla-TCP As shown
in the gure, PRISM canachiere 310%throughputcompared
to vanilla-TCP in the presenceof both loss-rateand delay
disparities(from Os to 40s) thanksto its fast loss-recoery
mechanisn(seethe magni ed graphin Figure7(c)). Further
more, PRISM yields a 208% performancemprovementover
vanilla-TCPin caseof a large bandwidthdisparity (ranging
from 60s to 90s) using its effective schedulingmechanism
and ACK re-sequencingnechanism.

VIll. PERFORMANCE EVALUATION

We also evaluatedPRISM via in-depth simulation for di-
verseervironments.We rst describeour simulationmodels
andthenevaluatePRISM with respectto bandwidthaggreya-
tion, paclet reordering,network utilization, andfairness.



Fig. 8. Simulationnetworktopolagy. Si (sener), Hostsr (back-
groundtrafc generator)a PEPof arecever's ISR, B; (basestation),
my (communitymembers)andR (recever)

A. SimulationModels

We use ns-2 [3] for our simulation study The network
topology in Figure 8 is used for all simulation runs and
consistsof Internet, WWAN and WLAN networks. First, the
Internetis composedof x ed seners (senderS;), Internet
routers,a performanceenhancingproxy (PEP),andotherhosts
(H osts=r ) for generatingbackgroundrafc. The bandwidth
betweeneachhost and its edgerouteris 20 Mbps, and the
bandwidth betweenlInternet routersis 10 Mbps. Next, for
WWANS, we use the Universal Mobile Telecommunication
System(UMTS) ns-2 extension[6]. B; is a WWAN access
network thatis connectedo a coupleof WWAN accesgoints.
Then,for WLANS, we usethe IEEE 802.11bimplementation
in ns-2 and addthe NOAH [32] routing protocolto simulate
peerto-peer communicationsamong community members.
Finally, for eachcommunitymembem; , includingarecever,
we usean extendedns-2 mobile nodewith multiple wireless
interfaces.

Giventhe above topology we implementedl CP-PRISMat
the senders transportlayer and PRISM-IMUX at the proxy's
network layer as explained in Section Ill. For indirection
betweerthe proxy andeachmobile node,we usedencapsula-
tion/decapsulatioomodulesin ns-2 Finally, we implemented
a simple servicelocation protocol [30] for bootstrappingthe
mobile communityandfor initiating the PRISM o w atmobile
nodes.

We usedthe following parametersettingsthroughoutthe
simulation.First, we use TCP-SACK asa recever's transport
protocolasit is. Secondwe useUDP o ws with a pacletsize
of 1000 bytesas backgroundtrafc. Finally, we run an FTP
application(s)for 150-500secondsand averagethe resultsof
10 runsunlessspeci ed otherwise.

B. Achieving BandwidthAggregation

We measuredPRISM's aggreyated bandwidth gain while
increasinghe numberof WWAN links. Thebandwidthof each
link is randomlychosenfrom the range[400Kbps,2.4Mbps].
We rst run an FTP sessionbetweena sener (S;) and a
recever (R;) for 300 secondsunder PRISM, and then run
the sameexperimentwithout the proxy (‘No Proxy"). For a
bettercomparisonwe also run the sameexperimentundera
weighted-round-robifWRR) stripingagentwithout the ACK-
control mechanism.

PRISM achieves bandwidthaggreyation (i.e., summingthe
bandwidthsof all links), andits performancescaleswell with
variouscommunitysizes.Figure 9 plots PRISM's bandwidth
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aggregation gain, and con rms the performancegain and
scalabilitywith upto ve communitymember$. By contrast,
using the WRR striping agent, TCP performancedegrades
to the one that is worse than a single community members
throughputdueto frequentout-of-ordempaclet deliveries.Note
that the “Ideal” caseis de ned as the sum of vanilla-TCP
throughputsachieszed via all WWAN links.

C. Minimizing Needfor Padket Reodering

ADAS minimizes out-of-order paclet deliveries by using
link utilization and RTT. We show its effectivenessin the
presenceof bandwidthdisparity and rate/delay uctuations.

1) Bandwidthdisparity: We evaluatedhow much ADAS
reducesthe need for paclet reorderingin the presenceof
disparity of WWAN links' bandwidths.We use three com-
munity memberswvhoselinks bandwidthdifference(say d%)
increasedrom 0 to 70%, and measurdhe achieved aggreyate
throughput.We initialize the WWAN bandwidthof all mem-
bersto 1.4 Mbps andthenincreaseone members bandwidth
by d% of 1.4 Mbps and decrease¢he bandwidthof one of the
remainingmembershy the samepercentageWe disableRPC
to isolatethe performancebene t of ADAS, andrun PRISM
with other existing schedulingalgorithmsaswell as ADAS.

ADAS reducesthe number of paclets delivered out-of-
order by sensingbandwidthdisparity and achieves an up-to-
280% improvementof link utilization over other scheduling
algorithms (especially randon). Figure 10 shavs the per
formance gain by reducing the need for paclet reordering
undervariousschedulingalgorithms.Thex axisrepresentshe
bandwidthdisparity andthey axisis the achieved throughput
which is normalizedby the ideal total bandwidthof WWAN
links. Although the maximum ratio is belonv a half of the
ideal bandwidthdueto the absenceof RPC,the gure showvs
that the throughputunder ADAS improves as the bandwidth
disparity increasedy selectvely using high-bandwidthlinks,
i.e., ADAS reduceghe numberof out-of-orderdeliveries.

On the otherhand,sinceother schedulingalgorithms,such
as WRR, RR and Random, blindly assign paclets to all
availablelinks without ary regardto their bandwidthdisparity
their performancés degradedby a signi cant numberof out-
of-order deliveriesthat result from the use of low-bandwidth
links.

2) Rate/delayuctuations in WWAN links: We also evalu-
atedADAS's adaptvity to rate/delayuctuationsby examining
the end-to-endthroughputgiven dynamically-changingpack-
groundtraf c. For a systemwith three community members
(whose WWAN bandwidthsare 600, 900 and 1200 Kbps,
respectiely), we run one PRISM ow and two ON/OFF
backgroundrafc o ws (onevia the rst members WWAN
link with 400 Kbps, and the other via the third members
WWAN link with 800 Kbps).We usea burst-timeof ON/OFF
traf c asthe parameteof rate/delayuctuations with a Pareto
distribution anda one-secondtle-time. In this experimentwe
enableRPCto shav the overall performanceamprovement.

“Note that we limit the maximum community size to 5 since the IEEE
802.11bprovidesup to 6 Mbpsin termsof end-to-endthroughput.
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Fig. 12. Effectsof congestion

ADAS adaptsto the rate/delay uctuations of WWAN
links and reducesthe needfor paclet reordering.As we will
seein SectionVIII-D.2, the thus-reducechumberof out-of-
orderpaclet deliveriesimprovesthe end-to-endhroughputso
we measuredhe throughputachieved by several scheduling
algorithms while increasingthe rate/delay uctuations. As
shawvn in Figure 11, ADAS outperformsthe otherscheduling
algorithmsby 12-47%and achieves 97.1% of the ideal per
formancein the presencef maximumbackgroundraf c. The
“ideal” caseis the sumof vanilla-TCPS throughputsachieved
via all WWAN links with the samebackgroundraf c.

On the other hand, WRR performs worse than random
scheduling in the presenceof large uctuations. hRTT-
only schedulingperformsworse (1.48 Mbps) than the others
becausethe fast (i.e., small RTT) but low-bandwidth link
limits the overall performanceéby droppingmary paclets.The
NIP-only schedulingalgorithm performssimilarly to ADAS
in a stablelink state.However, as the rate/delay uctuates
more, the NIP-only schedulingbecomesless responsie to
short-term uctuations than ADAS which adaptsitself to
the uctuations by using RTT, thus achiezing only 88% of
ADAS's throughput.

3) Congestionover a path from a proxy to basestations:
Although we have focusedon characteristicof WWAN links
(assumedo be abottleneck)we alsoevaluatethe effectiveness
of PRISM over intermittentcongestiorin a pathfrom a proxy
to base stations.We use the same community settings as
the previous experiment,and run UDP o ws with a Pareto
distribution to generatecongestiorover pathsfrom a proxy to
every basestationas shavn in Figure 8. As we increasethe
level of congestionby adjustinga bursttime and a peakrate
of the distribution, we measurethe throughputof a PRISM
o w. We also measurethroughputsof PRISM with NIP and

Bandwidth disparity (%)

Fig. 13. Performancegain by RPC
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Figure 12 plots ratios of PRISM's achieved throughputto
the“ideal” throughputanddemonstrateis effectivenessven
in different levels of congestion.First, when the burst time
(BT) is small (e.g.,1s-ON/10s-OFF)PRISM achie/es 96.1%
of the ideal throughputon averagethanks to its adaptve
weight adjustmentand fast recovery. On the other hand, as
the burst time increaseg10s-ON),PRISM experiencesslight
performancedegradation(e.g., 91.3%) due to the increased
numberof simultaneoupacket drops.Next, whenabandwidth
congestiorlevel, whichis de ned asthe percentagef WWAN
link's bandwidthby which backgroundrafc congestsrises,
PRISM shaws a slight performancedegradation,but it still
performsbetterthanthe otherschedulingalgorithmsasshavn
in line points in Figure 12. NonethelessNIP-/WRR-based
approacheshow performancesimilar to ADAS thanksto fast
lossrecovery in RPC.

D. MaximizingNetworkUtilization

We shav how mucheachcomponenbf PRISM contrikutes
to the improvement of network utilization. We rst shav
RPCSs gain through ACK controls, and then shav ADAS's
contribution by reducingtraf c burstiness.

1) Performancegain by RPC: We evaluatedthe RPC's im-
provementof network utilization underthe samesettingasin
thebandwidth-disparitgxperimentandcomparedhreecases:
PRISM without RPC, PRISM with only ACK re-sequencing
(partial RPC), and PRISM with full RPC (including loss
detectionandfastlossrecovery).

By effectively handling spurious duplicate ACKs, RPC
maximizesnetwork utilization which, in turn, enablesPRISM
to achive a close-to-idealaggreyate bandwidth. Figure 13
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Congestion Window Size Progression
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Fig. 15. Bandwidthfairnessof PRISM.We introducea variousnumberof PRISM o ws to vanilla-TCP o ws (the total numberof o ws is 20), andmeasure
(a) per o w averagethroughputand (b) its covarianceto shav the TCP bandwidthfairness Also, we run multiple PRISM o ws in a communityand (c) plot
the congestiorwindow size progressiorof each o w to shaw fair-shareamongmultiple PRISM o ws.

plots the performancegain by RPC. PRISM with the full
RPCindeedachiazesmaximumnetwork utilization evenin the
presencef large bandwidthdisparities By contrastPRISM's
performancewithout RPC is shavn to be less than 50% of
the ideal bandwidth. PRISM with a partial RPC makes, on
average only a 50% performanceémprovementsinceit should
dependonly on timeoutsfor paclet-lossrecovery.

2) Minimizing trafc burstiness: We evaluated ADAS's
improvementof network utilization by measuringthe degree

of traf ¢ burstinesghatdepend®ntheschedulingnechanism.

We usefour communitymembergwhoseWWAN bandwidths
are620,720,720,and860 Kbps),and measurehe sizeof re-
sequencingouffer in PRISM-IMUX while running a PRISM

o w underADAS. We run PRISMwith WRR for comparison.

ADAS reducestrafc burstinessby minimizing out-of-
orderdeliveries thusimproving the overall network utilization.
Figure 14 shavs the progressiorof the re-sequencingdpuffer
sizewhich is de ned asthe distancebetweenleft and highest
of the re-sequencingpuffer. The averagebuffer size required
by ADAS in the lower gure is 1.5 times lessthan that by
WRR, meaningthat ADAS generatesessout-of-orderpaclet
deliveriesthan WRR. Also, the ADAS's smaller buffer size
requiremenimplies lesshursty trafc becausPRISM-IMUX
releaseonly a small numberof storedACKs to the sender
Our experimentalresultsshav thatthe throughput(2.9 Mbps)
for lessbursty trafc (scheduledby ADAS) improves by up
to 16% over that (2.5 Mbps) for bursty trafc (scheduledoy
WRR).

E. Maintaining BandwidthUsage Fairness

We showv that PRISM maintainsbandwidth fairnesswith
other trafc and amongPRISM o ws. We study the effects
of introducingPRISM on othervanilla-TCP performanceand
alsothe fairnessamongmultiple PRISM o ws.

1) Co-&istencewith TCP: We examinedthe fairnessof
PRISM with vanilla-TCPfor the network topologyin Figure
8. We introduce multiple independentTCP o ws between
H osts; andH ostri , and PRISM o ws betweenS; and Mj
(thetotal numberof o wsincluding TCPandPRISMis x ed
at 20), and compareper o w throughputand its covariance.
Note thateachcommunitymemberusesonly its own WWAN

link, andeach o w competesvith otherPRISMandTCP o ws
on a sharedbottlenecklink (10 Mbps, 30 ms)in the Internet.

PRISM traf ¢ co-exists well with (and hence,is friendly
to) vanilla-TCP traf ¢ without stanation or preemptionon
a sharedlink of the Internet. Whenever there is a shared
bottleneckon a wired link, TCP-PRISMworks exactly in the
sameway asthe vanilla TCP (3 duplicateACKs and halving
the congestionwindow), and thus, is friendly to the vanilla
TCP Figure 15(a) shavs per ow throughput,and Figure
15(bf shaws the covariance of throughputas the number
of PRISM ows increasesWhile per ow throughputand
its covariance uctuate for the rst 5 secondsdue to the
TCP'sslow start,they quickly corvergeto theiraveragevalues,
demonstratind®RISM's fairnesswith vanilla-TCP

2) Fair-share amongmultiple PRISM ows: We alsoevalu-
atedthe fairnessamongmultiple PRISM o ws wheremultiple
receversin a communityinitiate their own “aggregated”con-
nection.We usefour communitymembergwhosebandwidths
are 600, 900, 1200, and 1500 Kbps), and run three PRISM
ows (from S;, Sy, andS3 to Ry, R», andR3, respectiely).
Three PRISM-IMUX agentsare invoked for each ow, and
sharefour WWAN links.

PRISM preseresthe end-side o w control,andits schedul-
ing mechanismsupports fairness among multiple PRISM
o ws. Figure 15(c) shows the progressionof eachsenders
congestiorwindow (CW) size. Thethree o ws' CWs uctuate
with average sizes of 19.5, 18.4 and 21.8, and standard
deviationsof 4.6, 4.4 and 5.9, respectiely.

IX. RELATED WORK
A. Bandwidthaggregation in mobile hosts

Bandwidthaggregationin multi-homedmobile hostsis con-
sideredby several researcherpTCP[18] is a new transport-
layer protocol that is a wrapperarounda slightly-modi ed
versionof TCP (calledTCP+). pTCPmanageshe sendbuffer
acrossall the TCP-vconnectionanddecoupledossdiscovery
from congestioncontrol, performsintelligent striping of data
acrossthe TCP-v connections,and does data reallocation

8Note that we reversetime progressiorfor clarity. Also, we sampledata
once every secondfor the period of rst 10 secondsandthenonceevery 5
seconds.



to handle variancesin the bandwidth-delayproduct of the

individual connections.R>CP [17] is also a transport-layer
protocol that is a recever-centric transportprotocol that ef-

fectively addresseshe wireless last-hop problem such as

seamlesdiandof and sener migration as well as bandwidth
aggreation.

MOPED [12] is a framework to enable group mobility
suchthat a users set of personaldevices appearas a single
mobile entity connectedto the Internet. MOPED provides
the lightweight routing architecture (called MRCAP) that
supportsmultipaths betweenthe home agentand a recever
(network-layer approach)and also includesa new transport-
layer protocol to aggreyatethe bandwidthsof multiple links
(transport-layemapproach).

All of theseapproachesre ef ciently enhancingmobile
hoststo get betterand more bandwidth.However, in PRISM,
we extend bandwidth aggreyation of multiple links from a
single hostto multiple collaboratingmobile hosts.

B. Padket reordering

Paclet reorderingis a major problemin multi-path routing
ervironments DSACK [33] is adetectiormechanisnof spuri-
ousretransmissionsn pacletreorderingfor TCP. In DSACK,
a senderreceves spuriousretransmissionnformation from a
recever andreactsto it by restoringits congestiorwindow to
its value prior to the spuriousretransmission.

TCP-Door [31] is anotherschemefor improving TCP in
a MANET ervironment, which usesan additional sequence
number called TCP padet sequencenumber to detectout-
of-order paclets by countingevery datapaclet including re-
transmissionsUpondetectingout-of-orderpaclets,the sender
either temporarily disablescongestioncontrol or restoresthe
state prior to enteringthe congestionavoidanceif it is in
the congestion-goidance phase. These approachesaddress
occasionalout-of-order paclet arrivals. However, they are
reactve (as opposedto proactve) to out-of-order paclets,
and thus, channel bandwidthscan be wasted on spurious
retransmissionsT his problembecomesevererwhenthereare
persistenbut-of-orderarrivals.

TCP-PR[9] addresseghis problem using a timeout as
an indication of paclet loss insteadof duplicate ACKs. It
maintains to-be-acled’ with timestampsand detectspacket
lossif the currenttime t exceedghe paclet's timestampn the
list plusanestimatedmaximumpossibleRTT. However, TCP-
PR may still suffer from falsetimeoutsthat resultfrom large
RTT uctuations. TCP-PRmayincreasanaximumtimestamps
to reducefalsetimeouts,but it alsorequiresa large buffer size
to accommodateutstandingpacletsduring sucha long time.

C. Sdedulingdisciplines

Schedulingpaclets acrossmultiple links is a well-known
problem for which several solutions have been proposed.
First, the round-robin (RR) schedulingguaranteedong-term
fairness,and is of low compleity. Surplus RR [4] adopts
the weighted RR mechanismwith a virtual buffer which
resequencesut-of-orderpaclets. This approachis simple to
implement,and provides long-termfairnessamongthe links.
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However, like otherRR mechanismsit causesurstinessand
signi cant paclet reorderingmay requirea large resequencing
buffer.

Second, the fair queueing attemptsto approximatethe
GeneralizedProcessSharing (GPS) to achieve fairnessand
boundeddelay and there are several well-known solutions
such as PGPS, WFQ, WF?Q. However, these approaches
assumethat the exact bandwidthsof eachinput and output
link areknown.

Third, a hybrid approachtakes advantageof both RR and
fair queueing.The stratied RR [25] classies links into
several groups basedon their aggreyate weight, and uses
both earliest-deadline- rstand RR. This algorithm removes
the compleity of thetimestampapproachHowever, they also
assumethat the servicerate and weight are x ed, and it is
not desirableto changeclasswheneer the link bandwidths
change especiallyin a mobile ervironment.

Finally, a wirelessfair queueingapproachaddresseursty
errors and location-dependentosses. The authors of [24]
evaluated various instancesof wireless fair queueing and
presenteda uni ed architecture.Even thoughall of the in-
stanceswork well in a wirelesservironment,they selectvely
require differentiatedservices(e.qg., lagging and leading), a
compensatiomodelfor fairnessandchannelmonitoringand
prediction mechanismsAll these requirementsneed close
interactionswith basestations,incurring signi cant message
exchange(with a proxy) and processingoverheads.

X. DIscussION AND CONCLUSION

We rst discussa few issuesassociatedvith PRISM that
have notbeencoveredin this paper Then,we make concluding
remarks.

A. Discussion

PRISM caneasily supportupstream(from a mobile hostto
asener) trafc by placingPRISM-IMUX at a mobile nodein
the community One mobile memberin the community can
work as the proxy and inverse-multiple trafc over other
communitymemberslt mightincur overhead$o mobilehosts,
but, as shavn in SectionslV, V, and VI, the computational
complity of PRISM increasesonly on a log-scale,and its
spatialcompleity is alsoreasonablg¢3KB). Most of all, fast
transmissionsat an aggreate high data rate via members'
collaboration contritute to the savzings of a basepower of
mobile hosts.For example,let's assumeBob needsto upload
alO0OMB le from hislaptop,andAlice nearbyBob is reading
an article in her laptop. If Bob usesown WWAN card (600
Kbps), the uploadingtakes 134 secondsconsumingl1,275J
(= (1.29watt (WWAN) + 8.23watt (systempower)) 1345s)
of enegy (basedon measurements [21], [28]). On the other
hand,by usingAlice's WWAN (600 Kbps) togethey Bob can
not only reduceuploadingtime to 67 s, but also reduceits
enegy consumptiorto 731J (= (1.29+ 1.4 (WLAN) + 8.23)

67 s). Finally, he will pay for Alice's bandwidth-related
enegy costof 180J (= (1.29+ 1.4) 67 s) plusa premium
for sharinga basepower.



We also considertwo different security-relatedssues:(i)
what if the paclet headeris encrypted?and (i) what if
a community member behaes maliciously? Since PRISM
exploits TCP information, it is critical for PRISM to extract
the headerinformation from each paclet. As was done in
[27], if we considerthe proxy as a trusted party and let it
hold the secretkey for eachconnection,then the proxy can
extract the headerinformation from encryptedpaclets. This
mechanismalso helps prevent members'maliciousbehaiors
from tamperingwith, or extracting datafrom, a paclket. The
other approachto the members'malicious behaior problem
is to have a reputationand punishmentsystemasin [11] to
discouragesuchbehaiors.

B. ConcludingRemarks

In this paperwe rst motivatedthe needfor amobilecollab-
oratve community:it improvesthe userperceved bandwidth
aswell asthe utilization of diversewirelesslinks. Then,we
addressedhe challengesn achiezing bandwidthaggreyation
for a TCP connectionin the community Striping a TCP
ow over multiple wireless WAN links requiressigni cant
schedulingefforts dueto heterogeneouand dynamicwireless
links, createsthe need for frequent paclet reordering due
to out-of-orderpaclet deliveries,and causesnetwork under
utilization dueto the blind reactionof the TCP's congestion-
control mechanismTo remedytheseproblems,we proposed
a proxy-basednversemultiplexer, called PRISM that effec-
tively stripesa TCP connectionover multiple WWAN links at
the proxy's network layer, maskingadwerseeffects of out-of-
orderpaclet deliveriesby exploiting the transport-layeinfor-
mation from ACKs. PRISM alsoincludesa newv congestion-
control mechanismthat helps TCP accurately respondto
the heterogeneousetwork conditionsidenti ed by PRISM.
Through experimentalevaluation on a testbedand in-depth
simulations,PRISM is shavn to opportunisticallyminimize
the needfor paclet reordering effectively achiese the optimal
aggregjatebandwidth,and signi cantly improve wirelesslinks
utilization.
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