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Abstract lock freedom. As part of the DARPModel-Based Integration

of Embedded SoftwaifdoBIES) Program, an end-to-end tool-
As the complexity of real-time embedded software grows, it ishain [2] has been developed collaboratively by researchers from
desirable to apply formal verification techniques to achieve a higfanderbilt University, Southwest Research Institute, and Univer-
level of assurance. We discuss application of model-checkirgity of Michigan. The MoBIES tool-chain covers the entire sys-
to verification of component-based real-time embedded softwatems development life-cycle, including modeling, code genera-
based on CORBA Event Service, with the Avionics Mission Comtion and analysis, and provides a more automated and integratec
puting software as an application example. We first use the tldevelopment process than the current industry practice. The cen-
process algebra FSP to formalize specification of software cormal repository of information in the tool-chain is tiEsmbedded
ponents and system architecture, previously only available in ti&ystems Modeling Langua¢geSML) [3], a domain-specific lan-
form of natural language and prone to misinterpretation and miguage for modeling the AMC software using the Generic Mod-
understanding. We then use model-checking to verify systemling Environment (GME) [4] from Vanderbilt University. The
level concurrency properties. Finally, we discuss effective tec=SML meta-model [3] defines a comprehensive modeling lan-
nigues for improving scalability. We have applied our modelingiuage that captures essential aspects of the embedded syster
and analysis techniques to several application scenarios with satluding software architecture, timing and resource constraints,
isfactory results. execution threads, execution platform (processors and network)
information, allocation of components to threads/processors, etc.
We have developed a tool AIRES [5] to perform various static
) analysis tasks on ESML models, such as dependency, timing,
1. Introduction schedulability and automated component allocation.

The publish/subscribe model of computation, as implemented A limitation of ESML is that _it ma_inly focuse§ on tm‘?‘“c
in CORBA Event Service [11], has been widely adopted in tructuralaspects while largely ignoring tldynamic behavioral
variety of application domains, including both real-time embed@SPects of AMC software. As a result, ESMF models_ar(_aexet
ded systems and enterprise distributed systems. One exampl qgtable In order to perform deeper semantlc_ analysis, it would
the Avionics Mission Computin¢AMC) [1] software, which is e necessary to ConStrlﬂeCutgbIe mo.delzwmch enables the
the embedded software onboard a military aircraft for control/S€ 0fSimulationor model-checkingp verify system correctness.
ling mission-critical functions, such as navigation, target trackin ne prominent exampl_e of executable models is Har?'s State-
and identification, weapon firing, etc. The software architectu _art [6]. _Model-checkmg can _be viewed as exhaustive simu-
of AMC is also commonly referred to as tB®ld Stroke Frame- lation, which works b_y exhaustively explorlng the sy_stem state
work. It is modeled with UML, but manually coded with C++, SPace to prove certain correctness properties. In this paper, we
The UML models mainly serve in a documentation role that th#S€ the process algebFénite State E’rocessééSP) [7],'devel—.
engineer refers to while writing code manually. Therefore, thQPEd by Jeff and M_a_gee Kramer, W|th_formal semantl_c_s d_efmed
link between model and code is weak and easily broken in ﬂ)(gth Labe_lled Trar!smon Systent® provide formal specification
process of system maintenance and evolution, when code is mg&_dlynagnllc (tj)ehaV|qrfiI aspects of the AMC software, and use the
ified or enhanced without making the corresponding changes La ele Transmon_ -Sys.tem An_aly@ﬂf_SA) [7] to analyze_
the model, or vice versa. Furthermore, UML has little suppo e resulting FSP sp§C|f|cat|on py simulation or model-che_ckmg.
for analysis that is relevant for embedded systems, such as rd |r_nodel-check|ng_ fails, L_LSA gives us an error trace Ie_ad_lng to
time and concurrency properties, such as schedulability and dead- error state. It IS possi le to reconstruct the scenario in more

user-friendly notations such as the UML Sequence Diagram.

«  The work reported in this paper was supported in part by DARPA under con- Although our work is initially targeted towards the AMC soft-

tract F3615-00-1706, by ARO under grant DAAD19-1-1-0473, and by ESware, it is applicable to more general component-based real-time

CHER. embedded software with event-triggered interaction style. The




AMC software architecture is very similar to ttf@ORBA Com-

ponent Mode(CCM) [8], which was originally designed for en- Facet Reg\.\taﬂ'e

terprise applications, but has been recently extended to be real- Publisher Eif, _Invocation _ _ 11 subseriber
time and QoS-enabled by researchers from Washington Univer- Component Component
sity to produceComponent-Integrated ACE ORBIAO) [9]. In L ( Event) ]

fact, there are plans to migrate the next-generation of AMC soft-
ware to the CIAO platform. Vanderbilt University has developed Publish Port - Subscribe Port
a model-based tool-chaldomponent Synthesis with Model Inte-
grated ComputingCoSMIC) [10] for applying Model-Integrated
Computing to design and configuration of applications based on
the CIAQO platform. Our approach could be easily adapted to ap-

ply to general CCM applications, for example, by generating FSP ) )
models from CoSMIC instead of ESML. downstream component. The two styles are functionally equiv-

This paper is structured as follows. Section 2 provides a bri@ent' but control-push/data-pull has been adopted as the conven

introduction to AMC. Section 3 provides an introduction to thé'_On in order to maintain some level of uniformity in system de-

modeling language FSP. Section 4 describes modeling of AMTIN-

with FSP. Section 5 discusses the specification of correctness

properties for verification. Section 6 presents techniques for in®, Introduction to Finite State Processes

proving model-checking scalability. Section 8 discusses related

work, and Section 9 draws conclusions. We only provide a very brief description of FSP, and refer the
interested reader to [7] for more details.

Figure 1. The control-push/data-pull style of inter-
action.

2. Introduction to the Avionics Mission Comput-

ing Software
g SWITCH o
The AMC software consists of components interacting with
each other using the publish/subscribe paradigm with Real-Time
CORBA Event Service [11] as its underlying communications off

substrate. Event publisher components push events through the
event channel to event consumer components, whose execution is Figure 2. A simple FSP model for a light switch.

triggered by the arrival of events. The system runs at a number

of different rates driven by timer event publishers, such as 40Hz,

20Hz, 10Hz, 5Hz, and 1Hz. This corresponds to $eenario- Primitive componentare defined as finite-state processes us-
based multi-threadinfl 2] approach, where each end-to-end sceing event prefix> , choice| and recursion. Ik is an event and
nario triggered by a timer is assigned its own thread. Thread pi-a process, the(x->P) describes a process that initially syn-
orities are assigned rate-monotonically, that is, higher frequenciironizes with the event and then behaves exactly as prodess
threads are assigned higher priorities. Rate Monotonic Analf-igure 2 shows a simple FSP model for a light switch, which tog-
sis [13] is used to make real-time guarantees. gles between the off and on states:

Components are composite objects with ports, interacting W@\NITCH
one another either through event triggers or method invocations.
Some terminologies fror@ORBA Component Mod6CCM) are  We can write an equivalent specification using recursion:
adopted. Each component can have the following types of portgwrrcH

= (on->off->SWITCH).

= OFF,

e Publish Portto publish events. OFF = (on->ON), ON = (off->OFF).

e Subscribe Porto subscribe to events. If x andy are events, the(‘x->P|y->Q) describes a pro-

e Receptacléo issue method invocations. cess which initially synchronizes with eitheror y, and the sub-
i i sequent behavior is described Byr Q, respectively. For exam-

e Facetto accept method invocations. ple, a model for a drinks machine is:

Component interaction typically (b_ut npt always) follows theDRINKS = (red->coffee->DRINKS
control-push/data-pulstyle, as shown in Figure 1. The data pro—| blue->tea->DRINKS).
ducer component publishesCmtaAvailable event from its
publish port indicating that it has fresh data; when the data colf-the red button is pressed, it dispenses a cup of coffee; if the blue
sumer component receives the event from its subscribe port, it lsdtton is pressed, it dispenses a cup of tea.
sues dGetData() call fromits receptacle to the producer’'s facet The alphabet of a process is the set of events it can synchro-
to retrieve the data. Even though control-push/data-pull is theze with. The interface operat@is used to specify the set of
predominant interaction style by convention, there are some lesgent labels that are visible at the interface of the component and
common cases Wheralata-puststyle is adopted. That is, instead thus may be shared with other components. The alphabetic exten-
of a DataAvailable event followed by aGetData() call, sion operator + is used to specify extension of process alphabet tc
the upstream component directly invok8stData() on the include a set of event labels.



Primitive processes can be composed with the parallel com- Similar naming conventions hold for “SetData()” calls such
position operatof| to form acomposite proces®rocesses in- asissueSDCall , receiveSDCall , issueSDReply and
teract via synchronization on common event labels in the tradieceiveSDReply
tional style of process algebra. That is, if processes in a composfi—u DeviceComponeris used to simulate a device that generates
tion have a common shared event, all processes must synchronjge,yn gata (as in sensor reports). Upon receiving a Push(), this
on the shared event at the same step. For example: component does a Push() if it is specified as an event supplier. In

MAKER = (make->ready->MAKER). a typical scenario, this component is specified as an event con-
USER = (ready->use->USER). sumer of interval timeouts, so as to simulate the device generat-
IMAKER_USER = (MAKER||USER). ing information on a periodic basis.”

The MAKER process and USER process share a common evéiviceComp = (inEvt->outEvt->DeviceComp
ready , so they must synchronize on that event while the othdfeceiveGDCall->issueGDReply->DeviceComp).

events can be interleaved. We can usiabelingto model syn-  “DisplayComponeris used to display information to the con-
chronization between events with different names. For examplgsle window. It is used to simulate any output device in a system.
an equivalent specification is: Upon receiving a Push(), this component does a Get() on each

component specified in its receptacles. This component then dis-

MAKER = (make->done->MAKER). plays the results on the console.”

USER = (ready->use->USER).

|IMAKER_USER = DisplayComp =
(aMaker:MAKER||aUser:USER) (inEvt->issueGDCall->receive GDReply->display
/{aMaker.done/aUser.ready}. ->DisplayComp).
“ClosedEDComponei closed in the sense that other compo-
4. Modeling AMC with FSP nents cannot alter its data via Set() operati@i3stands foevent
driven Upon receiving a Push(), this component does a Get() on
4.1. Modeling of Component Types each component specified in its receptacles. This component ther

generates a Push() if it is specified as an event supplier.”
The AMC software is compongnt-bgsed with many dn‘fere'n(t:k)sedEDC(Jmp -
types of components, each with its unique functionality and iningyt->issueGDCall->receiveGDReply->0utEvt
terfaces, acting as basic building blocks of a complete systemclosedEDComp
The documentation provided by Boeing [14] provides detailed dgreceiveGDCall->issueGDReply->ClosedEDComp).

scriptions for the various component types in natural language. ., . .
However, these descriptions are not formal and prone to misin- OpenEDComponeris open in the sense that other compo

terpretation or misunderstanding. We use FSP to provide an ur}]e_nts can setits data. Upon receiving a Se(), this component doe:

: - a Get() on each component specified in its receptacles. This com-
ambiguous, formal description for each comportgpebased on e i
the natural language descriptions, and instantiate each compono%rt":':,m then generates a Push() if it is specified as an event sup
instanceto form a system architecture. In what follows, we deP"e"
scribe each component type by excerpting its description fro@penEDComp =
the Boeing documentation, and then presenting its corresporfthEvt->issueGDCall->receiveGDReply->outEvt
ing FSP specification. Note that this is not an exhaustive list of affOpenEDComp.
component types, but only includes those needed for understaff§ceiveGDCall->issueGDReply->OpenEDComp
ing the rest of this paper, plus a few other interesting ones from§ceveSDCall->issueGDCall->receiveGDReply
. . . ->issueSDReply->0outEvt->OpenEDComp).
modeling viewpoint.
The following naming conventions are used. “LazyActiveComponerig used to simulate delayed response
to acquiring data. As an optimization strategy, if a component is
e inEvt denotes action of the subscriber component to reppdated more than it is read, the Lazy Active pattern may be used
celve an Input event. to only update the data is a request is made. Upon receiving a
e OUtEVt denotes action of the publisher component to issu8USh0) this component flags its data as invalid. When this com-
an output event. ponent’s Get() is called this triggers a the LazyActiveComponent
to call Get() on the components attached to the receptacles of the
e issueGDCall  denotes action of the caller component ta_azyActiveComponent.”

issue &GetData call. . ,
0 LazyActiveComp = (inEvt->outEvt->DataStale

e receiveGDCall  denotes action of the callee componentreceiveGDCall->issueGDReply->LazyActiveComp),
to receive &GetData() call.

DataStale=
e issueGDReply denotes action of the callee component tqreceiveGDCall->issueGDCall->receiveGDReply
issue aGetData() reply. ->issueGDReply->LazyActiveComp).

e receiveGDReply denotes action of the caller component “ModalComponenis used to alter the flow of events. The
to receive &GetData() reply. component can be enabled and disabled via the facet methoc



ChangeMode(). When it is enabled, it will update and generat®mmponents happen instantaneously without the delays intro-
an event when it receives an event. When it is disabled, it will n@luced by the middleware infrastructure. This is very different

update or generate an event.” from its meaning insynchronous formalismsuch as Es-
terel, which describes a time-triggered system with a global
ModalComp = Enabled, clock tick, commonly found in hardware and safety critical soft-

. . . ware systems.
Disabled = (enable->Enabled|disable->Disabled

[inEvt->Disabled), 4.2.2. Input Event Correlation When a component subscribes

to multiple events, there may be two synchronization patterns:
Enabled = (enable->Enabled|disable->Disabled ANDsynchronization means that the component must receive all
[inEvt->issueGDCall->receiveGDReply->outEvt input events to be triggere@Rsynchronization means that the
->Enabled _ component only needs to receive one of the input events to be trig-
|receiveGDCall->issueGDReply->Enabled). gered. In order to modé{NDsynchronization, we add a new pro-

cess type callethputANDCorrelator , as shown below and
4.2. Modeling of Component Interactions in Figure 3:

) Event(ID=1) = (inEvt[ID]->GotOne),
4.2.1. Control-Push/Data-Pull Below is the FSP model for the GotOne = (inEvt[ID]->GotOne |
control-push/data-pull interaction style discussed in Figure Hatched->Event).

Section 2.

. ) [[InputANDCorrelator(Numinputs=2) =
Publisher = (outEvt->Publisher | (if(NumInputs>0) then
receiveCall->issueReply->Publisher). (forall [i:1..Numinputs] Event(i))).
Subscriber = (inEvt->issueCall->receiveReply
->Subscriber). mEvt[1] B ]
||ControlPushDataPull =
(pub:Publisher||sub:Subscriber) inB[1] B[]
/{pub.outEvt/sub.inEvt, sratched ratched

sub.issueCall/pub.receiveCall,

sub.receiveReply/pub.issueReply). Figure 3. The correlator for two input events with

This modeling approach treats the interaction between an event”ND synchronization.
publisher and an event subscriber @gchronousthat is, the
outEvt of the publisher synchronizes with theEvt of the
subscriber directly. This is not entirely accurate, since in the phys-
ical system the published events go through the CORBA event

service and are buffered at the input port of the subscribe compo- nEwi[l] mExt[2]
nent. We can obtain a more accurate model by using separate pro-

cesses to model the queues/buffers in the middleware infrastruc-

ture, and decouple the interactions to make them asynchronous, ratched[1] satched[Z]

but that will have a significant impact on scalability in terms of

the maximum size of the system that we can check. Our focus is Figure 4. The correlator for two input events with

on verification ofapplication-levelconcurrency properties when  gr synchronization.

the application is operating under normal conditions, assuming

that the middleware behaves correctly, with no buffer overflows

or deadline misses (see Section 4.2.3 for more details on this as-

sumption). This synchronous modeling style has turned out to It models parallel composition ofNumlnputs num-

be at an adequate level of abstraction for the types of concuier of processe&vent , which all synchronize on the same

rency properties we are interested in, including deadlock freedomyentmatched . This ensures that theatched event is emit-

event reachability, sequencing constraints, and progress propetéd only when all input eventsEvt[i..NumInputs] occur.

That is, adopting a more detailed modeling approach would n@he eventmatched event is in turn used to trigger the down-

change the verdict of the model-checker on these properties. Thtseam subscriber component.

may not be generally true if we expand the range of properties Input events may arrive at different rates. For example, a com-

to include other properties involving the middleware, for examponent may subscribe tmEvt[1] arriving at 20Hz rate,

ple, buffer overflow detection. and inEvt[2] arriving at 1Hz rate. Only 1 out of ev-
The words synchronousand asynchronousare overloaded ery 20inEvt[1]  is paired up with linEvt[2]  to generate

terms with different meanings to different people. Here w@ matched event; the other 19 are silently discarded, as mod-

use the wordsynchronousto mean that pairwise interac- eled by the self loop in state 1.

tions, such as event delivery and method invocation, between ORsynchronization is simpler, shown below and in Figure 4.




Event(ID=1) = (inEvt[ID]->matched[ID]->Event). correlator.matched/timer20hzDone
I3

InputORCorrelator(Numinputs=2) = L . .
l(lif(lgumlnputs>0) th(en P ) There may beaperiodicand sporadicexternal interrupts that

(forall[i:1..Numinputs] Event(i))). act as thread triggers in addition to periodic timers. For spo-
radic interrupts, there is a bound wfinimum inter-arrival time
4.2.3. Real-Time IssuesThe typical way to model real-time in (MIAT) between interrupts, so we make a pessimistic assump-
FSP is to discretize time into uniform segments by using a globgbn and model the interrupt source as a periodic timer with pe-
eventtick shared among all the processes in the system to prod equal to MIAT, as is commonly done in real-time scheduling
vide a system-wide heartbeat. The typical component executigRalysis. For aperiodic interrupts, we make the interrupt source
time in an AMC system is fairly small, in the range of microsecnotsynchronize with the global evetitk , meaning that the in-
onds, while the typical period of execution is fairly large, in thaerrupts can happen at arbitrary points in time without any tim-

range of milliseconds or even seconds. If we model quantitatiRg constraints, which is exactly the definition of aperiodic inter-
time accurately by using a fine-grained partitioning of time oRypts.

the microsecond scale, the system state space will quickly ex-
plode even for trivial examples. Instead, we only ensure that thez  Anp Example Application Scenario
relative execution frequencies of different rate groups are correct,

e.g., the 20Hz thread should execute 20 times more frequently

than the 1Hz thread. This can be achieved by using a shared evert

tick . If the eventtimeout20hz  is emitted at every tick, then :

the eventimeoutlhz is emitted every 20 ticks. |

The GFZ
corrponert istivne
triggered at 40H

Timer20hz = (timeout20hz->tick->Timer20hz).

Timerlhz = (timeoutlhz->Delay20[1]),

Delay20[t:1..20] = (when(t==20)tick->Timerlhz 11":”9“0
| E

[when (t < 20) tick->Delay20[t+1]). DWT A _Aal LAB

Note that the global evetick is only shared among all the
timers, not the application components. Therefore, even thou¢ = GetData(F
the periodic timer triggers synchronize to a system-wide hear
beat, application components interact with each other in an asy 2 Uphateo 5. paste

chronous fashion.
Even though we cannot model quantitative time, we make th r * PUZO { i

assumption that the systemsshedulablei.e., all threads meet _

their deadlines. Without this assumption, we would have a muc B C:loasI:cllaErE)znmgonent el Bt EMLQ @,{CI:O E:gonent
larger state space due to deadline misses, an error condition tl 5. Ew
should never arise in a production system, without gaining any
additional insight into the system’s normal operation. We can
achieve separation of concerns by using real-time scheduling the-

ory to verify the schedulability assumption, using for example ) ) ] o

AIRES [5], and model-checking to verify concurrency proper- AS an illustrative example, we consider tfasic Single-
ties. We encode this assumption in the model by adding an éxfocessorapplication scenario in Figure 5. At a 40Hz rate,
plicit synchronization between the timer and taeminal events 1€ System must update navigation displays with timely air-
the leaf events of the event dependency graph rooted at the tinf@me Position information using inputs from navigation sen-
out event, in order to ensure that the niixteout  eventwillnot  SOrs- Triggered by the 40Hz timer, thgps component
occur until all events belonging to the current execution fram@Ushes @DataAvailable event to theairframe  compo-
have been processed. For example, timer-triggered sensor 48t Which updates its state by getting data frgps. The
may go through some processing stages and eventually triggdframe  component then pushesataAvailable  event
both the Flight Plan Display and the Navigation Display. We int© theénavDisplay ~ component, which then updates the display

sert an AND correlator to make sure that both Display compdy 9etting data fronairframe . The prefixBM_for the compo-
nents have been triggered before the next 20ieout nent types is a naming convention, meaning that these component
types are basiBuilding Blockmodels for any application, as op-

Figure 5. The basic single-processor scenario.

Timer20hz = (timeout20hz->timer20hzDone->tick posed more application specific components sucl®Bis, for

->Timer20hz). Operator Interfacamodels. We omit these prefixes in FSP speci-
fications. Below is the complete FSP specification for this sce-

Thread20hz = (... nario:

|[flitPlanDisplay:displayComp

||navDisplay:displayComp Timer40hz = (timeout40hz->timer40hzDone->tick

||correlator:InputANDCorrelator) ->Timer40hz).

AfltPlanDisplay.display/correlator.inEvt[1],

navDisplay.display/correlator.inEvt[2], DeviceComp = (inEvt->outEvt->DeviceComp |



receiveGDCall->issueGDReply->DeviceComp).

Route GroundPoints NavSteering NavDisplay
ClosedEDComp =
(inEvt->issueGDCall->receive GDReply->0outEvt SetData()
->ClosedEDComp
|receiveGDCall->issueGDReply->ClosedEDComp). SetData()

SetDatal)

DisplayComp =
(inEvt->issueGDCall->receiveGDReply->display SetData()
->DisplayComp).

||Thread40hz = (Timer40hz

||lgps:DeviceComp Figure 6. A deadlock situation caused by a depen-
||airframe:ClosedEDComp dency cycle.

||navDisplay:DisplayComp)
/{timeout40hz/gps.inEvt,
gps.outEvt/airframe.inEvt,
airframe.issueGDCall/gps.receiveGDCall,
airframe.receiveGDReply/gps.issueGDReply,

5.1. Deadlock Freedom

airframe.outEvt/navDisplay.inEvt The most important safety property is deadlock freedom. Let’s
navDisplay.issueGDCall/airframe.receiveGDCall, take an scenario of four components forming a chairlath-

navDisplay.receiveGDReply/airframe.issueGDReply, pushinteractions, as shown in Figure 6. For illustration purposes,
navDisplay.display/timer40hzDone }. we artificially introduce a deadlock situation by adding an ex-

tra method call frommavDisplay  toroute , as shown in Fig-
h itin £ ionall ; imulati ure 6. When theoute component'sSetData() call is in-
LTSA has a built-in functionality to perform simulation as,oeq it is still blocked waiting for its method invocation to

user-controller animation. Once the models are developed, we G&iy ngpoints  to return. This is the classic deadlock situation
use interactive simulation to gain deeper understanding of the sys; o by a circular dependency.

tem dynamics, or model-checking to verify concurrency proper-
ties. We will not elaborate on simulation due to space limitations:

Instead, we will focus on model-checking in the following sec- ' trackl
tions. Tlm\vut :ClosedEDComp

In order to integrate model-checking into the MoBIES tool- ' _
chain [2], we have developed a model interpreter with C++ us- | rackSensorl ANp| tEcSieering =, tacDisplay
) . :DeviceC :ClosedEDC :DisplayC
ing a set of APIs provided by GME to translate an ESML model evicezome o omp pIy=omp
into its equivalent FSP model. The resulting FSP model consists track2

of two parts. The first part is the fixg@teamblewith FSP spec- :ClosedEDComp
ifications for all possible component types, as discussed in Sec- -
tion 4.1. This information is not contained in the ESML model, Figure 7. A fragment of the 20Hz thread in the
and exists as a form of library that is inserted into every FSP pediumSP application Scenario.

model. The second part is generated from the ESML model, con-

taining composition of components instantiated from component
types contained in the preamble.

Another possible cause of deadlock is when a component
subscribes to multiple input events witkND synchronization,
but for certain reasons not all of the input events are available.
e . Figure 7 shows an example application scenario. Component
5. Specification of System Properties trackSensor is triggered periodically by the 20Hz timeout,
and issues an output event that is subscribed to by tbatk1

: andtrack2 . ComponentacSteering subscribes to output
There are two types of properties that can be checsatity events of botlirackl andtrack2 with ANDsynchronization,

and liveness A safety property asserts that nothing bad hapé\nd issues an event to triggercDisplay . LTSA reveals no
pens, and a liveness property asserts that something good evgll;qiocks in this scenario. Here is the FSP specification:
tually happens. We consider the following safety properties: _ . _

deadlock freedom event reachabilityand sequencing con- 'merlhz = (timeoutlhz->timerlhzDone->Timerlhz).

straints We consider one liveness property relategptogress
Besides these generic properties, it is possible to specify and v
ify other application-specific properties, for example, a certai
component method is only invoked after a number of other congrjpsedeDComp = (inEvt->issueGDCall->outEvt
ponent methods are invoked for a specific number of times and #closedEDComp|receiveGDCall->ClosedEDComp).

a specific order.

De_viceComp = (inEvt->outEvt->DeviceComp
ﬁéceiveGDCaII->DeviceComp).



DisplayComp = (inEvt->issueGDCall->display
->DisplayComp).

Event(ID=1) = (inEvt[ID]->matched->Event).
|[InputCorrelator(Numinputs=1)=
(if(NumlInputs>0) then (forall[i:1..Numinputs]
Event(i))).

||System = (Timerlhz||trackSensorl:DeviceComp
||track1:ClosedEDCompl||track2:ClosedEDComp
||correlatorTS:InputANDCorrelator(2)
||tacSteering:ClosedEDComp
||tacDisplay:DisplayComp)
/{timeoutlhz/trackSensorl.inEwvt,
trackSensorl.outEvt/trackl.inEvt,
trackSensorl.outEvt/track2.inEvt,
trackl.issueGDCall/trackSensorl.receiveGDCall,
track2.issueGDCall/trackSensorl.receiveGDCall,
trackl.outEvt/correlatorTS.inEvt[1],
track2.outEvt/correlatorTS.inEvt[2],
correlatorTS.matched/tacSteering.inEvt,
tacSteering.issueGDCall/trackl.receiveGDCall,
tacSteering.issueGDCall/track2.receiveGDCall,
tacSteering.outEvt/tacDisplay.inEvt,
tacDisplay.issueGDCall/tacSteering.receiveGDCall,
tacDisplay.display/timerlhzDone}.

C.m is reachable, we introduce a propemMotReachable
stating that the ever€.m never occurs. If this property holds,
then C.m is indeed not reachable; otherwise, LTSA returns a
counter example showing the path of execution leading to the
eventC.m. For example, if we would like to check that the ac-
tion navDisplay.display is executed/reachable, we add the
following:

property NotReachable = STOP+{reachable}.

||[CheckReachability = (System || NotReachable)
HAnavDisplay.display/reachable}.

Checking this property for the MultirateSP scenario
yields this chain of events that lead to the triggering of
navDisplay.display

Trace to property violation in NotReachable:
timeout40hz
gps.outEvt
airFrame.issueGDCall
airFrame.receive GDReply
airFrame.outEvt
navDisplay.issueGDCall
navDisplay.receive GDReply
navDisplay.display

For illustration purposes, let's make a change to the system By,is means thabavDisplay.display is indeed reachable,

letting trackSensorl  publish two types of eventsutEvtl
and outEvt2 , choosing non-deterministically which event to

which is the correct behavior.

output at runtime. This could be used to model a modal compo-
nent which outputs different events depending on its active mod®:3. Sequencing Constraints

DeviceComp = (inEvt->outEvtl->DeviceComp]|
inEvt->outEvt2->DeviceComp
|receiveGDCall->DeviceComp).

||System = (Timer20hz||trackSensorl:DeviceComp
||track1:ClosedEDCompl||track2:ClosedEDComp
||correlatorTS:InputANDCorrelator(2)
||tacSteering:ClosedEDComp
||tacDisplay:DisplayComp)
/{timeout20hz/trackSensorl.inEwvt,
trackSensorl.outEvtl/trackl.inEvt,
trackSensorl.outEvt2/track2.inEvt,

L)

Certain events should happen in sequence. For example, the
events in a linear chain of event triggers should happen in the or-
der of precedence relation from the head to the tail of the chain.
Below is the property specification used to check the correct or-
dering of events in the 40Hz thread:

property SeqConstraint =
(evtl->evt2->evt3->evt4->SeqConstraint).
||[CheckSeqConstraint = (SYSTEM]||SeqConstraint)
/{timeout40hz/evtl, gps.outEvt/evt2,
airframe.outEvt/evt3, navDisplay.display/evt4

}.

LTSA reports no violations for this property. Suppose

This change results in a deadlock situation sincge change the sequencing order @ps.outEvt and
tacSteering can only receive one of its two input events.gjrframe.outEvt

LTSA outputs this trace to deadlock:

Trace to DEADLOCK:
timeout20hz
trackSensorl.outEvtl
trackl.issueGDCall
trackl.outEvt

5.2. Event Reachability

Each component should be triggered/invoked at least once dur-

property SeqConstraint =
(evtl->evi2->evt3->evt4->SeqgConstraint).
||[CheckSeqConstraint = (SYSTEM]||SeqConstraint)
Htimeout40hz/evtl, airframe.outEvt/evt2,
gps.outEvt/evt3, navDisplay.display/evt4}.

Then, LTSA produces an error trace:

Trace to property violation in SegConstraint:
timeout40hz
gps.outEvt

ing each execution cycle. Otherwise, the component is redun-
dant, which could signal a design error or inefficiency that wastes If some events may happen in parallel, that is, the events form
system resources. In order to prove that a component’s methageneral graph instead of a linear chain, then we can only specify



those events that do form a linear chain, since LTSA does not @nprove scalability of model-checking, as explained in the fol-
low non-determinism in property specifications. For demonstrdswing sections. After applying these techniques, we were able to
tion purposes, assume that there is no precedence relation bempose and check this scenario.

tweenairframe.outEvt andgps.outeEvt , but both must

follow timeout4Ohz  and preced@avDisplay.display » 6.1. Exploiting Domain-Specific Constraints

then we should write the sequencing constraint as follows:

property SeqConstraint = We can take advantage of certain domain-specific const_raints
(evtl->evt2->evta->SeqConstraint). to simplify the model. Normally method calls are modeled with a
l|CheckSeqConstraint = (SYSTEM||SeqConstraint) two-way synchronization between 'gballer component and the
/{timeout4Ohz/evtl, gps.outEvt/evt?, calleecomponent, as shown below in the FSP model:

navDisplay.display/evt4}. Publisher = (outEvt->Publisher|receiveGDCxall

->issueGDReply->Publisher).
property SeqgConstraint2 =

(evtl->evt3->evt4->SeqConstraint2). Subscriber = (inEvt->issueGDCall->receiveGDReply
||CheckSeqConstraint2 = (SYSTEM]||SegConstraint2) ->Subscriber).

/{timeout40hz/evtl, airframe.outEvt/evt3,

navDisplay.display/evt4}. ||CtriPushDataPull =

(pub:Publisher||sub:Subscriber)
Hpub.outEvt/sub.inEvt,
sub.issueGDCall/pub.receiveGDCall,
sub.receiveGDReply/pub.issueGDReply).

LTSA reveals no violations of these sequencing constraints.

5.4. Progress Property

The properties discussed so far aresaflety propertieghat is, However, for all practical purposes we can treat the
they can be verified by detecting if a bad state is reached giveri3¢tData() ~ call and reply as an atomic operation, and
finite execution sequence. On the other hdivéness properties °Mit the synchronization action on the method call reply:
can only be verified for an infinite execution sequence. A gerpublisher = (outEvt->Publisher
eral treatment of liveness involves using a temporal logic to spefteceiveGDCall->Publisher).
ify liveness properties. A restricted class of liveness properties is

theprogressproperty in the form oprogress P =al,a2,..., Subscriber = (inEvt->issueGDCall->Subscriber).
an, which asserts that in an infinite execution of a system, at least
one of the actional, a2, ..., an will be executed infinitely of- ||CtPushDataPull =

ten. It is useful for verifying that a system does not contain stafp“bgpufgs?/erlEgbést’bsc”ber)

yation _of certain act_ions. Itisa str_onge_r assertion than reachabiup;is'gzecf‘/Dzua”'/'gug_r‘eceiveGDCa”).

ity, which only requires that certain actions are execuaeleast

onceduring the system’s lifetime. This optimization may not be generally applicable to all method
For example, in order to check that the +display+ methods eflls, only to theGetData() call in thecontrol-push/data-pull

both Flight Plan Display and Navigation Display are executed irinteraction style, where there is no action in between the Get-

finitely often in any infinite execution of the MultirateSP scenariopata() call and reply. This involves modifying definition of each

we can add this to its FSP model: component type. After applying this optimization, the state space
progress P1 = {fitPlanDisplay.display} of Thread1lhz has been reduced considerably. However, this is still
progress P2 = {navDisplay.display} too large for LTSA to handle on our PC workstation.

Note that this is different from:

progress P1 = {fitPlanDisplay.display, 6.2. Compositional Analysis

navDisplay.display} Construction of the global state space of an application usu-
which states that at least oneftPlanDisplay.display ally causes state-space explosion. We can take advantage of in
andnavDisplay.display are executed infinitely often. herent modularity within the application to compose and check
the system hierarchically, instead of composing the entire system

6. Scalability Improvements state-space all at once. This is the typical divide-and-conquer ap-

proach. The compositional analysis technique allowed us to suc-

Perhaps the single biggest impediment to industry adoption oéssfully compose and check the MediumSP scenario consisting
model-checking is lack of scalability due to state-space explof Threadlhz and Thread20hz.
sion. We have constructed the FSP model forteglium Single- LTSA has a built-in capability fo€ompositional Reachability
Processor(MediumSP) scenario, which consists of two threadé&nalysis(CRA) [7]. After a set of components have been checked
running at 20Hz and 1Hz. Since there is no synchronization b&s be correct, we can abstract and reuse them in other contexts by
tween Thread20hz and Threadlhz , we can compose and hiding irrelevant events and only exposing those events that may
check each one separately. Let's focusTanmeadlhz , shown be of interest to other surrounding components, resulting in a sim-
in Figure 8. This scenario causest-of-memoryerror on a state- plified and minimized automaton. We can then reuse this automa-
of-the-art PC workstation. We have applied some techniques tion as a module in other contexts.
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Figure 8. UML model for the 1Hz thread of medium single-processor scenario, taken from Boeing documen-

tation [14].

Looking at the 1Hz thread in Figure 8, we can see that there (imerlhz |learthModel:PushDataSourceComp

a natural separation into three groups of components:

1. earthModel

route ,

wayPointl

legl ,leg2 ,leg3 ,leg4 ,leg5 .

2. pilotControls
navSteering
fltPlanDsply

3. timerlhz

We can compos&roupl and Group2 individually while

, groundPoints

, WaypointSteering ,
, havDisplay2

wayPoint2
wayPoint3 , wayPoint4 , wayPoint5 , wayPoint6
wayPoint7 , wayPoint8 , wayPoint9 , wayPoint10 |,

fltPlan
pilotPref

|lwayPointl:PassiveComp||wayPoint2:PassiveComp

|lwayPoint3:PassiveComp||wayPoint4:PassiveComp

||correlatorLeg2:InputCorrelator(3)
||correlatorLeg3:InputCorrelator(3)
||correlatorLeg4:InputCorrelator(3)

||correlatorLeg5:InputCorrelator(2)

minimizing each group by hiding events that are not relevarifoute:OpenEDComp
to the surrounding components, and finally composing them tficorrelatorRoute:IinputCorrelator(5))

gether with the 1Hz timer. For example, fGroupl , we have:

minimal || Groupl =

/{...event equivalence specifications omitted}

|lwayPoint5:PassiveComp||wayPoint6:PassiveComp
|lwayPoint7:PassiveComp||wayPoint8:PassiveComp
|lwayPoint9:PassiveComp||wayPoint10:PassiveComp
|[legl:LazyActiveComp||leg2:LazyActiveComp
||leg3:LazyActiveCompl||leg4:LazyActiveComp
||leg5:LazyActiveComp
||correlatorLegl:InputCorrelator(3)




/IOnly three interface events are exposed Not surprisingly, we have found no errors in these application
@{earthModel.inEvt, route.outEvt, scenarios, which are fragments taken from a mature, tried-and-
route.receiveGDCall}. true production system. However, we believe the model-checking

The minimized state machine is quite simple consist?pproaCh can act as a valuable debugging tool for uncovering sub-
ing of only three states. Intuitively, the whole group of com-le concurrency bugs dl;nnlg early design stage of a new system,
ponents behaves like a single component that accepts a tin9&.maintenance stage of a legacy system.

out trigger that synchronizes witrarthModel.inEvt , does
some internal processing that is hidden from outside view, is:
suesroute.outEvt  , and finally, receives a GetData() call%- Related Work

from its downstream component. The FSP specification for

Group?2 is similar and is omitted here. The overall system spec- Cadena[15]is an an integrated development, analysis, and ver-

ification is: ification environment for CORBA Component Model (CCM) sys-
o tems, also using AMC as the application example. The model-
|IThread1hz = (Timerlhz||Group1||Group2 checker Bogor [16] is integrated with Cadena for verification

|correlator:InputANDCorrelator)
/{timeoutlhz/earthModel.inEwvt,
timeoutlhz/pilotControl.inEvt,
route.outEvt/groundPoint.inEvt,
groundPoints.issueGDCall/route.receiveGDCall,

of system functional properties. Garlan [17] described a model-
checking framework for publish/subscribe systems. The key fea-
ture of this framework is a reusable, parameterized state machine
model that captures pub-sub runtime event management and dis

route.outEvt/fltPlan.inEwvt, patch policy. Generation of models for specific systems is then
fitPlan.issueGDCall/route.receiveGDCall, handled by a translation tool that accepts as input a set of com-
navDisplay2.display/correlator.inEvt[1], ponent descriptions together with a set of properties, and maps
fltPlanDisplay.display/correlator.inEvt[2], them into the framework where they can be checked using the
correlator.matched/timerlhzdone}. model-checker SMV [18]. Compared to [15] and [17], our mod-

ing approach adopts a higher level of abstraction and ignores
tails related to the internals of middleware such as queuing and
%patch policies. This significantly reduces system state-space,
d has turned out to be adequate for our purpose of verify-

However, there is one drawback to the compositional analys?
approach. Since internal events are hidden inside of each gro
of components, we cannot check for end-to-end sequencing ¢

straints that span multiple groups and involves internal even L ) .
from these groups. We can only check constraints that involve iff!9 application-level concurrency properties, assuming that th,e
terface events that are exposed by the component group, or th3d dlewqre behaves porrectly ' W‘? also take .advantage of LT.SAS
that involve internal events of a single group. All the other pro gompqsmonal analys_ls functionality to help improve scalability,
erties are not impacted. y\{hlch is not present in [15] gnd [17]. Sqme of the property spec-
ifications, such as sequencing constraints and progress property
are also unique to our approach.
7. Performance Evaluation There are a number of interesting approaches on using
model-checking for real-time scheduling analysis. ACSR [19]
We have applied model-checking successfully to a numbé& a resource-aware real-time process algebra for specifica-
of application scenarios. The experiments were performed ortian and formal verification of distributed real-time systems.
PC workstation with 512MB of memory and Pentium IV pro-Main features include the ability to specify resources and their us-
cessor running Windows XP. Obviously, using a more powerfudge by system components, and prioritized execution that allows
computer with lots of memory would help with the scalabilityto express different preemptive and non-preemptive schedul-
problem. The scenarios range from the Basic Single-Processog policies. Madl [20] developed automated translation from
scenario (BasicSP) with 3 components, to the Medium Singl&SML to Timed Automata, in order to use the model-checker UP-
Processor scenario (MediumSP) with more than 50 componenPAAL [21] for verification of real-time properties. One limita-
However, scenarios larger than MediumSP are still beyond thien of their approach is that they can only modeh-preemptive
reach of the model-checker despite our state-space reduction testheduling within a single rate group/thread, but pegemp-
nigues. Model-checking generally finishes within seconds or &ive scheduling between threads, due to lack of expressive
most a few minutes when the main memory is large enough, othewer of the Timed Automata formalism. The preemption ef-
erwise the computer goes into virtual memory thrashing modects of higher priority threads obviously have an impact on
and eventually gives out thmemory exhaustetiessage. We be- the timing behavior of the lower priority threads since they
lieve 50+ components is already a reasonable size to make this apare the same CPU. As discussed in Section 4.2.3, we be-
proach useful. A realistic Avionics system has up to hundreds &éve a more practical approach is to use real-time scheduling the-
thousands of components, and no model-checker is expected talpg to prove timing and schedulability properties [22] [5], and
able to scale up to that size. We will have to rely on the designerse model-checking to prove concurrency properties. Li [23] de-
manual work to separate out fragments of scenarios that are releloped meta schedulera middleware framework for imple-
tively isolated from the rest of the system and model-check thementing custom real-time scheduling algorithm on top of a
individually. This is a very reasonable thing to do, as the curreROSIX-compliant operating system, and used UPPAAL to for-
application scenarios are just fragments taken from a productiamally verify its correctness. According to our understanding, this
system. modeling approach also seems to be limited to non-preemptive
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scheduling.

veloped inReal-Time Object-Oriented Modelif@OOM) [29],

Karamanolis [24] used LTSA to model and verify workflowwhich bears some similarity to the model of computation in AMC
schemas by mapping the Workflow Definition Language into FSénd CCM. An interesting question to ask is, can we not give up
models. There are some similarities between the computatiorsl UML and develop custom, proprietary modeling notations, but
models of workflow schemas and AMC software. Both consist deverage the body of work from the UML community to develop
components interacting with events sent and received from outgapls based on standards? One argument for preferring a custon
and input ports. However, there are also important differences dowdeling approach to UML is that we can achieve better domain-
to the different application domains. For example, AMC softwargpecificity by customizing the meta-model, which is more power-
typically contains several threads executing periodically, whilél and flexible than the UML profiling mechanism. Another ar-
the life-cycle of a workflow schema only consists of one execigument is that embedded systems are so diverse that it is next tc
tion from start to finish. The different execution frequencies ofimpossible to have one standard notation that is suitable for all ap-
multiple threads cause the state space of an AMC application pdication domains. We plan to investigate these interesting issues
be much larger than a workflow schema specification with sinin our future work.

ilar complexity. From a modeling perspective, a self-loop has to

be added to each legal terminating state in [24] in order to avoiQe,ferenCes

false alarms when checking for deadlocks, while this is not nec-
essary for AMC since it is a reactive system that should never term
minate.

9. Conclusions and Future Work [2]

In this paper we have used the model-checking for formal ver-
ification of component-based real-time embedded software baseig]
on CORBA Event Service. The documentation provided by our
industrial partner describes the application components and sce-
narios with natural language, which is prone to misunderstand-
ing and misinterpretation. Using the FSP modeling language, wey)
were able to formally model the application, and use the LTSA
model-checker to verify concurrency properties such as deadlock
freedom, event reachability, sequencing constraints and progress
property. We also applied effective techniques to cope with thg5]
state-space explosion problem. First, we exploit domain-specific
properties to reduce the call-return two-way synchronization into
a one-way synchronization, thus reducing the number of states
of each component. Second, we take advantage of inherent mot$]
ularity within the application scenario, and use the divide-and-
conquer approach to compose the system hierarchically. These
techniques showed significant benefits in reducing system state-
space, and allowed us to check relatively complex applicatior’]
scenarios on a PC workstation with a relatively modest memory
size of 512MB. When the system size is too large for the model{8l
checker to handle, the designer can at least use simulation to gain
some insight into system behavior. 9]

As mentioned in the introduction, the UML models for AMC
mainly serve in an informal documentation role that the engi-
neer refers to while writing code manually. This is one of th
major motivations for developing domain-specific modeling lan-
guages and tools to replace UML, such as the MoBIES tool-
chain [2], Cadena [15], VEST [25], Time Weaver [26] and CoS-
MIC [10], in order to have a more formal, automated and int 11
grated software development process. However, there has b erl
recent progress on making UML more formal and suitable for
modeling real-time embedded and component-based software.
Some examples include the UML Profile for Scheduability, Peg; )
formance and Time [27] and the UML Profile for CORBA Com-
ponents [28]. UML 2.0 has adopted the conceptayfsulesom-
municating with message passing throygtrts originally de-
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