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Abstract—A new in-vehicle phone localization scheme, called DAPL (Detection and Alarming of in-vehicle Phone Location), is

proposed to determine the locations of smartphones inside a moving car, with the goal of preventing smartphone-distracted driving.

DAPL operates on commodity smartphones and cars, and does not require additional special/dedicated hardware to be installed inside

the car, making its deployment easy and attractive to users and carmakers. Even when a phone is moved from one location to another

inside a moving car, DAPL will detect this movement, acquire the sensor data, and estimate the phone’s destination location. DAPL

captures the trajectory of each phone movement, the change of magnetic field, and the RSSI readings from the Bluetooth transceiver

built in most cars, and then estimates the phone’s destination location by matching the trajectory with the variation of magnetic field and

the Bluetooth RSSI readings. Our extensive experimentation has shown DAPL to achieve an average of 91.71% accuracy of in-car

phone localization at low energy overhead, i.e., <2.5% reduction of actual usage (screen-on) time.

Index Terms—Applications, mobile computing, distracted driving, mobile sensing, in-car phone localization

Ç

1 INTRODUCTION

WHILE embracing the convenience brought by mobile
devices/apps, people use their mobile devices wher-

ever they go and whenever they want. Phone-distracted driv-
ing is an act of using a smartphone while driving a car, such
as texting or browsing web. Recent statistics show that the
likelihood of getting involved in car accidents increases 23x
when drivers are texting [1], making texting one of the top
causes of car accidents [2], [3]. To make things worse, text-
ing while driving is known to be a common behavior of
teenage drivers [4].

Considering its grave danger, how to prevent/reduce
phone-distracted driving has become critically important for
safety. Various solutions have been proposed to mitigate
phone-distracted driving, which can be classified as Detection
or Prevention approaches (Section 2). The former [5], [6], [7], [8],
[9], [10], [11], [12], [13], [14], [15], [16], [17] is designed to detect
the occurrence of phone-distracted driving by monitoring the
driver’s behavior to detect any feature/sign of distracted driv-
ing. If yes, the systemwill warn the driver or disable distracted
functions (e.g., texting, web browsing, notifications, etc.). It
detects the distracted driving caused not only by smartphones
but also by general activities, such as eating.However, it cannot
prevent phone-distracted driving because its detection requires
the behavior of distracted driving to occur at least once.

On the other hand, prevention approaches [18], [19], [20],
[21], [22], [23], [24], [25], [26] aim at disabling the distractive
use of phones if they are in the driver seat. According to

their functionalities, these approaches can be classified fur-
ther as Initial Location Identification (ILI) or Location Tracking
(LT). ILI [18], [19], [20] focuses on monitoring the sensor
data when the phone enters the car, and checks if any fea-
ture associated with a certain seat is detected in order to
determine the phone location. It has the advantage of not
requiring any additional dedicated hardware/device to
operate. However, it cannot track the phone location inside
the car because its detection is based on features that usu-
ally occur only once per trip (e.g., the event of entering car).

Location tracking of phones inside a car is crucial for two
purposes. The first purpose is to automatically mitigate or
prevent phone-distracted driving because the drivers often
retrieve phones from their pocket, purse or bag and then use
themwhile driving. When entering their car, a large percent-
age of people first put their purses/bags (with phones
inside1) in the passenger seat, retrieve phones from their
purses/bags upon hearing a notification sound, and then
read& reply to text messages, all while driving. Also, drivers
often place their phones on a phone stand or cup holder after
entering the car. Upon hearing a notification sound, the
driver usually picks up (or looks at) the phone in the phone
stand or cup holder, and then reads/replies to text messages.
The inability of phone location tracking inside a carwill leave
these common/frequent use-cases undetected, thus endan-
gering safety. These are common (not corner) cases. Further-
more, location tracking allows the system to mitigate the
effect of incorrect initial phone localization.

The second purpose is to ensure user convenience. That
is, the system should allow the use of the phone if/when it
is no longer in the driver seat. For example, the driver may
take the phone out of his pocket or from the phone stand/
cupholder and hand it to the passenger to find information
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1. More than 80% of female users aged 15–40 in Melbourne [27] and
> 60% female users in 11 cities world-wide [28] are reported to keep
phones in their purses/bags when they are not using them.
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or reply to messages on his behalf. If the phone does not
automatically enter/exit the driving mode, the driver may
have to manually perform these actions (or instruct an
accompanying passenger how to do them), causing another
potential distraction.

Techniques similar to in-door localization are utilized for
LT [21], [22], [23], [24], [25], [26] to directly locate the phone
inside a car. Since the phone is in a moving car, they usually
require additional dedicated hardware, which acts as anchor(s)
or reference point(s). Since such hardware is originally not
included in contemporary cars, owners/users need to install
it in their cars. Also, cost-conscious car manufacturers are
not likely to provide the additional hardware for free [29],
[30], thus incurring cost to users [31] and making its deploy-
ment less attractive because those who use phones while
driving are unlikely to purchase a product that will limit
their phone usage. To the best of our knowledge, the only LT
approach [26] that does not require additional hardware can
only determine whether the phone is in the left/right side of
the car, but cannot distinguish between front and back row
seats without upgrading the in-car audio system. Both
deployability and full functionality are the keys to wide
adoption of distracted driving prevention solutions. How-
ever, the solutions proposed thus far can only achieve lim-
ited functionality without relying on dedicated hardware or
modification to the in-car hardware.

Due to the lack of automaticmechanisms that are both easy
to deploy and able to locate the phone in real time, modern
phone OSes or apps [32], [33] still depend greatly on users to
manually enable/disable the driver mode or to connect the
phone to in-car systems . To bridge the gap between deploy-
ability and full functionality, we propose a novel LT scheme,
called DAPL (Detection and Alarming of in-vehicle Phone
Location). Unlike prior LT schemes, DAPL eliminates the
need for additional dedicated anchors/hardware for provid-
ing spatial references to phone location. Instead, DAPL uti-
lizes the temporal features of sensor data induced by phone
movements to determine its destination location. DAPL is
designed to operate on smartphones and the only require-
ment of its deployment is to enable the beacon mode of the
built-in Bluetooth transceiver in a modern infotainment sys-
tem.2 However, we will show DAPL is still capable of per-
forming localization without in-car Bluetooth in Section 4.
By utilizing the commodity hardware of smartphones and
cars, DAPL can thus be deployed with a simple software
installation. Comparison of DAPLwith related approaches is
summarized in Table 1 and discussed in Sections 2 and 4.

The goal of DAPL is to enable phone and app developers
to determine whether the phone is in the driver seat or in
the passenger seats. DAPL exploits the fact that different
phone movements produce different features embedded in
the data gathered from the phone’s inertial measurement
units (IMUs). It utilizes sensor fusion to extract features
from the collected sensor data and estimates the phone loca-
tion by matching the features with a specific movement. To
ensure good user experience, we also develop a mecha-
nism to reduce DAPL’s energy consumption while achieving
good accuracy.

For prevention/reduction (not detection) of phone-dis-
tracted driving, DAPL provides two functionalities. The first
(major) functionality is that DAPL supports phone OSes to
actively disable certain functions (e.g., notification and text-
ing) while the phone is determined to be in the driver seat.
Since a notification sent to drivers can also cause them to
take their eyes off from the road for as long as 5s (e.g., read-
ing a text [35]), DAPL’s automatic activation can also reduce
the “unintended” distracted driving due to text notifications
even if the driver is aware of the danger of distracted driv-
ing and does not use the phone voluntarily. The secondary
functionality is that DAPL can potentially be a tool to pas-
sively help drivers gradually quit the habit of using phones
during driving as a long-term safety effect. Because DAPL

creates a barrier for drivers to use their phones, the drivers
who are aware of the danger of phone-distracted driving
but cannot help it may potentially abandon the use of their
phones and eventually not use them during driving. How-
ever, DAPL is not intended for adversarial scenarios where
users are “determined” to use their phones and evade
DAPL’s detection because there is no incentive for them to
install DAPL or use phones with DAPL in the first place.

Even though DAPL is motivated by prevention of phone-
distracted driving, it is essentially designed to determine
whether or not the phone is in the driver seat. The novelty of
DAPL lies in enabling the functionality of location tracking in
a mobile/noisy environment based only on the existing fea-
tures in the sensor data without requiring any hardware
modification or additional dedicated device (i.e., the barriers
that reduce the incentive of using the system). Wemust meet
the following three technical challenges to achieve this.

C1. Localization in a Mobile Environment. Without the aid
from dedicated anchors, the phone must determine 1)
whether it has moved inside the car or just moved along
with the car, and 2) where it moved to, all in a mobile envi-
ronment (i.e., a non-inertial frame system) where the sensor
readings are affected greatly by the motion of the car.

C2. Enhancement of Noise Resilience. There can be excessive
noise generated by the operation of cars and/or the sur-
rounding environment [36], [37]. Relying solely on one or
two sensor measurements can lead to a large number of
false positives/negatives.

C3. Reduction of Energy Consumption. Since DAPL is
intended to run on a single, standalone phone without requir-
ing any direct network connection, all information gathering

TABLE 1
Comparison of Related Works, Where (✓) Means the Function is
Only Valid When the Phone Stays Still at its Original Location

2. 86% of vehicles shipped in 2018 come with built-in BT [34].
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and calculation are limited to the phone itself. The phone
must be tracked without consuming too much energy to pre-
serve good user experience.

This paper makes the following contributions in meeting
the above challenges:

� Development of phone location tracking, DAPL,
without requiring any additional dedicated device
and direct communication with subsystems in a car
(Section 3):

� (Meeting C1) Development of in-car movement detec-
tion (Section 3.3), and movement trajectory estima-
tion in a mobile environment (Section 3.4).

� (Meeting C2) Development of a noise-resilient scheme
for in-car phone localization (Section 3.5).

� (Meeting C3) Proposal of an energy-saving mechanism
for practical use scenarios (Section 3.6).

The rest of the paper is organized as follows. Section 2 dis-
cusses the prior work related to DAPL. The detailed system
design is then presented in Section 3. We demonstrate
DAPL’s accuracy via extensive experiments (500+ test cases)
in real driving scenarios with 91.71% localization accuracy,
3.80% false positive, and 4.49% false negative rate in Sec-
tion 4. Section 5 describes the evaluation results for the
energy consumption of DAPL. Finally, the paper concludes
in Section 6.

2 RELATED WORK

Existing applications (e.g., AT&TDriveMode [38] and Sprint
Drive First [39]) and built-in driving mode in modern phone
OSes [32], [33] can only determine whether the phone is in a
car (based on themoving speed [32], [33], [38], [39] or connec-
tion to in-car infotainment systems [32], [33]) but cannot
identify whether the phone is used by the driver. Little has
been done to actually detect/prevent distracted driving, and
hence researchers still seek solutions to this problem.

2.1 Detection Approaches

These approaches are intended to detect the occurrences of
distracted driving. They usually require additional devices
to monitor drivers’ motion/posture to determine whether
or not the driver is attentive to driving. Specifically, [5], [6],
[7], [8] utilize smartwatches to capture the hand motion of
drivers to determine whether they are attentive to driving
based on the steering movements. Deshmukh et al. [9] pro-
posed use of electrocardiogram to detect certain features
that indicate distracted driving. Machine learning is used to
analyze drivers’ posture (e.g., head movement) based on
the video recorded by in-car cameras [10], [11], [12], [13],
[14] or Wi-Fi signals [15].

There have been other proposals that do not require
additional hardware, to function. Watkins et al.[16] pro-
posed use of smartphone usage patterns (e.g., typing speed
and gaps between entering each character) to determine
whether the user is driving or not. Driving features [17]
(e.g., how the user steers his/her vehicle) are extracted from
the in-car signals to determine if the driving behavior devi-
ates from the normal/attentive driving pattern.

The detection approaches have the advantage of covering
general distracted driving scenarios, but they require a

certain distracted driving event to happen for detection,
thus limiting their functionality. As a result, they are good
at raising the awareness of distraction, but not designed to
prevent phone-distracted driving.

2.2 Prevention Approaches

2.2.1 Initial Location Identification (ILI)

ILI approaches [18], [19], [20] determine a smartphone’s
location by determining (i) which side of the car the user
enters and (ii) the type of phone user by identifying driver/
passenger-specific features. TEXIVE [18] uses the accelera-
tion and angular speed when the user enters the car, to
determine the direction (i.e., the left side or the right side) of
entering the car. After determining the user’s entry side, it
monitors the acceleration when the car goes through bumps
to distinguish whether the phone is located in the front or
the back row. Similarly to TEXIVE, Chu et al. [19] proposed
an approach to determine the phone position utilizing the
motions of entering the car. Along with the detection of the
pedal pressing and buckling the seat-belt motion, it can
determine whether the phone is in the driver seat or not.
The user’s motion of sitting down and the sound of closing
a door are utilized by Park et al. [20] to detect the event of
entering the car and determine the entering direction. Mag-
netic-field fluctuations caused by starting the engine are
then used to determine whether the phone is in the front or
the back seat.

ILI approaches do not require any additional device to be
installed inside cars, but their detection of phone location is
limited to the phones that enter the car with the user. They
cannot track the phone location if the phone moved from its
initial location after entering the car, e.g., the driver retrieves
his phone from the front passenger seat.

2.2.2 Location Tracking (LT)

These approaches [22], [23], [24], [25], [26] determine a
phone’s location by methodologies similar to indoor locali-
zation. Bluetooth beacons are installed in each car seat to
serve as localization anchors [22]. Phones then estimate
their own location by identifying the largest RSSI readings
from those anchors. Wang et al. [23] proposed to determine
the phone location by comparing its centripetal acceleration
and a reference device installed in the middle of the car
when the car makes a turn. This approach only distin-
guishes whether the phone is in the left/right side of the car
without determining whether the phone is actually in the
front row seat. Wahlstrom et al. [24] proposed to determine
the phone location by fusing data collected from a smart-
phone (with both gyroscope and accelerometer) and at least
1 additional accelerometer acting as the anchor with known
location. Specifically, the system estimates the relative posi-
tions between the smartphone and the anchor accelerome-
ter(s) by formulating the estimation problem as a nonlinear
filtering problem. Wang et al. [25] proposed the installation
of a resistive seat cushion in the driver seat so that the
mobile device will detect the special pattern induced by
capacitive coupling when the driver touches the device.

Sound-based phone localization was proposed in [26],
where the phone is used to control the audio system in the
car and play a different sound from each speaker in the car.

CHEN AND SHIN: IN-VEHICLE PHONE LOCALIZATION FOR PREVENTION OF DISTRACTED DRIVING 3367

Authorized licensed use limited to: University of Michigan Library. Downloaded on May 01,2024 at 17:04:01 UTC from IEEE Xplore.  Restrictions apply. 



Phone location is determined by measuring the time differ-
ence of arrival (TDOA) of different sounds when they were
played simultaneously from different speakers of the car.
However, since there are still only 2 controllerable audio
channels instead of 4 in basic model cars, it can only be
used to determine whether the phone is at the left/right
side of the car. Also, [26] requires direct Bluetooth connec-
tion to the car audio subsystem, which limits the detection
to only the connected phone. Theoretically, one can combine
[26] with another ILI for detecting an event of entering the
car and remove the connection requirement. However, since
the phones without connection will not know when the
sound is emitted, they have to continuously record and pro-
cess the received sound, which, as the authors of [26] stated,
is not their intended design owing to its substantial energy
consumption.

The approaches proposed in [22], [23], [24], [25], [26]
require extra dedicated hardware or premium upgrade to
the audio system for full functionality and, therefore, incur
additional cost and installation efforts to OEMs or vehicle
owners, thus rendering their deployment less attractive
[29], [30]. In contrast, DAPL exploits the detection of users
entering the car and the initial phone location information
obtained from [20], and tracking, in real time, the phone
movements inside the car, without the requirements of prior
LT approaches.

Johnson et al. [21] proposed to identify the phone location
based on the features of roll and pitch measurements when
the car decelerates or makes a turn. [21] is similar to DAPL in
a way that it does not require any dedicated anchor device to
be installed in the car. However, as authors of [21] stated,
their detection is limited to the case when the vehicle is trav-
elling on a flat terrain and the phone is maintaining the same
orientation (e.g., staying still) within the vehicle. This limita-
tion and its detection mechanism (i.e., relying on the occur-
rence of certain vehicle movements for its detection) make
[21] unable to handle the common case where the driver
retrieves (gets) the phone from another seat (person) and
start to use it (i.e., one of the most important/common cases
DAPL is designed to handle). From a functional perspective,
[21] is closer to a detect-then-block scheme after the phone is in
the driver’s hand for a while, but less of a scheme to prevent
drivers from using their phone in the first place.

2.3 Comparison of DAPLWith Prior Work

Table 1 shows a functional comparison between DAPL and
prior work. As a prevention approach, DAPL aims at prevent-
ing occurrence of smartphone-distracted driving based on
location tracking, instead of stopping it after it has already
occurred. It features easy deployment without the limitation
of only one phone per car, nor requirements of extra dedi-
cated hardware, nor hardware modification to the car. From
the technical perspective, DAPL uses temporal features for
location tracking in noisy environments, instead of conven-
tional fingerprinting (i.e., static signatures or spectrum analy-
sis) utilized in prior localization approaches. Specifically,
DAPL exploits the temporal features associated with in-car
movements for determining a potentially coarse-grained tra-
jectory to estimate the phone’s location. That way, the system
will not rely on transient measurements (which are suscepti-
ble to themeasurement environment) for its location tracking,

making it resilient to transient noises. Furthermore, multiple
features are utilized simultaneously (as redundancies) tomiti-
gate the potential failure of feature extraction or absence of
(sensor) data.

Finally, also the most important of all, the goal of DAPL is
to reduce the occurrence of smartphone-distracted driving
by providing the functionality of phone location tracking
with minimum deployment requirements possible. We believe
enabling wide adoption will be more effective than having
a slightly better accuracy with less incentive for deploy-
ment. We will use a simple example to illustrate this con-
cept. Assuming a person may use his/her phone while
driving 10 times per day, a system with 90% accuracy can
prevent 9 times from happening per day. If one more person
will be willing to try DAPL, it can prevent 9 more occur-
rences from happening even if we assume DAPL makes no
performance improvement.

3 SYSTEM DESIGN

3.1 System Overview

Presented below is the fundamental concept of DAPL and its
system architecture. DAPL utilizes the fact that different
phone movements between seats will have different trends/
features embedded in the collected sensor data (instead of
directly using the raw data). DAPL determines the phone
movement between seats (Fig. 1) based on the extracted fea-
tures to estimate the phone’s location. Note that DAPL con-
siders multiple features simultaneously to neutralize the
condition under which some of them may be affected by the
noises. Specifically, DAPL extracts four features from sensor
data: 1) lateral phone movement trajectory (i.e., left-to-right
or right-to-left movement inside a car), 2) front/back phone
movement trajectory, 3) BT RSSI variations, and 4) variations
of magnetic-field magnitude. Since DAPL only utilizes the
beacons broadcast by in-car BT, there is no need to establish
a connection. Specifically, the feature of BT is used to deter-
mine whether the movement is pure front/back direction or
involves lateral movement while the magnetic field is used
to determine whether the movement is from front to back or
back to front.

Note that even though DAPL utilizes similar sensor read-
ings as prior work, DAPL does not utilize them in the same
way. For BT RSSI, while Ho et al. [22] compared the absolute
value of RSSIs fromdifferent anchors,DAPL captures the var-
iation of BT RSSI when the phone is moving.While Park et al.
[20] utilized the transient fluctuation (i.e., high-frequency
variation due to status change of the engine) from the event

Fig. 1. Possible phone movements and in-car zones (Z1–Z4), where
space between front-row seats also belongs to the driver seat (Z1).
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of starting engine, DAPL utilizes the static/low-frequency
components generated by in-car components to capture the
feature of phone movement (i.e., the change of readings are
due to the phone movement). Therefore, unless specified
otherwise, the data considered in DAPL have already gone
through low-pass filters.

To achieve the aforementioned functionalities and to
facilitate its deployment in practice, DAPL’s operation is bro-
ken down into four basic tasks, each of which is performed
by the corresponding component. As shown in Fig. 2, DAPL
is composed of 4 major components — System Initiator,
Motion Detector, Trajectory Estimator and Location Estima-
tor. First, DAPL utilizes System Initiator to monitor whether
the phone has entered a given car, and start the location
tracking process once a phone is determined to be inside
the car (Section 3.2). Second, DAPL determines whether or
not the phone is moving within the car by Motion Detector.
Motion Detector identifies the start and the end of each
movement and passes that information to the subsequent
component (Section 3.3). Third, DAPL calculates the phone’s
movement trajectory utilizing Trajectory Estimator (Sec-
tion 3.4). Finally, DAPL utilizes Location Estimator to deter-
mine the phone’s location after the movement based on the
extracted information (Section 3.5).

3.2 System Initiator

System Initiator determines whether or not the phone enters
a car and obtains the initial phone location based on detect-
ing the motion of entering a car [20]. If the phone enters a
car, System Initiator will then activate Motion Detector to
track the phone location inside the car. Otherwise, it will
keep monitoring if the phone enters a car.

3.3 Motion Detector (MD)

The first step of phone localization is to determine whether
or not the phone is moving inside the car or just moving
along with the car. We propose Motion Detector to deter-
mine the start and end times of each phone’s movement
inside the car based on its angular speed and Magnetic-
Field Changing Rate (MFCR). While the phone movement
will inevitably induce both angular speed and acceleration,
angular speed is chosen over acceleration because the latter
can be continuously affected by the vehicle’s motion, while
the former is much more stable when the vehicle is moving
on a straight road segment. Furthermore, angular speed
will not only capture the phone’s movement, but also the
user’s motion of picking up the phone prior to the phone’s
movement. Based on our preliminary testing, the angular
speed of the latter is usually > 100% greater than the angu-
lar speed caused by the natural vehicle vibration. MFCR is
used as another indicator since the magnetic-field magni-
tude varies with the position [40], [41]. The magnetic-field
magnitude differs between seats because of the location of
mechanical and electrical components inside the car that
induce magnetic field. In particular, there are more such

components around the driver seat, and hence the driver
seat tends to have the strongestmagnetic field. See Section 3.5
for more discussion on themagnetic field inside a car.

Let active period T active be the time duration of a phone
movement. An active/movement period is then determined
by the following basic steps:

Step 1. Mark the recorded data at time t as active if the
angular speed exceeds a parameter THgyro and extend the
active time to ½t� Text; tþ Text�, where Text is a small time
window used for phone’s trajectory estimation (Section 3.4).

Step 2.Mark the recorded data at time t as active if MFCR
exceeds a parameter THmag and extend the active time to
½t� Text; tþ Text�.

Step 3. Combine the overlapped active periods and out-
put ½tact;s; tact;e� as the detected active period. Note that an
active period will be reported only when there is an overlap
between the active periods detected from Steps 1 and 2.

Fig. 3 shows an example of detecting an active period; the
blue solid curve in Fig. 3a is the angular speed magnitude
and the black dotted line is THgyro. Based on Step 1, the orig-
inal active period starts at 445 ms and ends at 3423 ms, i.e.,
T ðangÞ

active ¼ ½445; 3423�. In this example, Text ¼ 200ms, so T ðangÞ
active

is extended to T ðangÞ
active ¼ ½245; 3623�. The use of the extension

time Text will be discussed more in Section 3.4. Similarly, in
Step 2 (Fig. 3b), Motion Detector captures 2 active periods:
T ðmag;1Þ

active ¼ ½444; 1848� and T ðmag;2Þ
active ¼ ½2392; 3572�. Finally,

Motion Detector combines the overlapped active periods
and outputs the final result T ðfinalÞ

active ¼ ½245; 3623�. Motion
Detector will then pass the detected active period T ðfinalÞ

active ¼
½245; 3623� to Trajectory Estimator. Selection of parameters
will be discussed in Section 4.2.

To exclude the false-positive detection due to a vehicle’s
turn, Motion Detector may also determine if the angular
speed and the car location data XcðtÞ obtained from the loca-
tion API of the phone OS (e.g., with GPS/WiFi) match the
”signature” of a vehicle’s turn [42]. If yes, it will discard that
detection. Otherwise, Motion Detector will pass the detected
phonemovement to Trajectory Estimator.

3.4 Trajectory Estimator (TrajEst)

We propose TrajEst (Fig. 4) to calculate the lateral and front/
back trajectories based on the phone’s acceleration a½p�ðtÞ and

Fig. 2. System block diagram of DAPL.

Fig. 3. Example of detecting an active period.
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orientation QðtÞ, the car location XcðtÞ obtained from OS
API, and the active period T active ¼ ½tact;s; tact;e�. Note that
the goal of TrajEst is to capture the direction and pattern
of the movement, but not necessarily to obtain the accu-
rate estimation of phone displacement. To capture the
phone movement inside a car, TrajEst needs to obtain
a½c�ðtÞ, the relative acceleration between the phone and the
car. However, the acceleration a½p�ðtÞ recorded by the
phone is represented in the Phone Body Coordinates
(PBC) and its magnitude is the absolute value measured
in an inertial coordinate system. Coordinate transforma-
tion and offset compensation (i.e., removing the accelera-
tion/motion “offset” caused by car movement) must be
performed to derive a½c�ðtÞ from a½p�ðtÞ.

3.4.1 Coordinate Transformation

To obtain the movement trajectory XðtÞ from the accelera-
tion a½p�ðtÞ recorded by the phone, a½p�ðtÞ needs to be rotated
in the same direction as the Car Body Coordinates (CBC)
and then subtract the car acceleration. Let a½p�ðtÞ denote the
acceleration measured in PBC, a½g�ðtÞ be the acceleration in
Geo-Coordinates (GC), and a½c�ðtÞ as the acceleration in CBC
at time t. TrajEst rotates a½p�ðtÞ from PBC to GC by applying
the rotation matrix Rp2g derived from the phone’s orienta-
tion QðtÞ. TrajEst then rotates it again to CBC by applying
Rg2cðtÞ, which is derived from the car’s traveling direction
using car location data XcðtÞ, yielding

a½c�ðtÞ ¼ Rg2cðtÞ Rp2gðtÞ a½p�ðtÞ � acar½c�ðtÞ (1)

¼ Rg2cðtÞ a½g�ðtÞ � acar½c�ðtÞ (2)

¼ a�½c�ðtÞ � acar½c�ðtÞ; (3)

where a�½c�ðtÞ is the acceleration measurements of the phone
represented in CBC direction.

Normally, the rotation matrix Rp2gðtÞ can be obtained
directly from the phone OSes. However, since the phone
OSes, such as Android, use transient acceleration and mag-
netic field readings to estimate the phone’s orientation in
geo coordinates, Rp2gðtÞ will not be accurate during the
phone movement. Therefore, DAPL uses the Rp2g provided
from the phone OS only for initial coordinate transforma-
tion and estimates the following rotation matrices based on
the angular speed collected by gyroscope based on [43], a
well-known phone-orientation estimation scheme (for PBC-
to-GC conversion) in the case of phone movement. Note
that the trajectory estimation error caused by the car acceler-
ation is bounded by 2d sin 0:5 tan �1 acar=gð Þð Þ, where d is the
actual phone displacement and g is the gravitational acceler-
ation. Since the car acceleration is shown to be less than or

equal to 1 m/s2 for 92.67% of the time,3 the trajectory estima-
tion error caused by the car acceleration will be bounded by
0.0508m, 0.1016m, and 0.2033m when d = 0.5, 1, 2m, respec-
tively.We refer readers to Appendices4 for more details.

3.4.2 Compensation of Movement-Time Offset

After the coordinate transformation, TrajEst performs offset
compensation (i.e., removing the effects caused by car
motion) to obtain a½c�ðtÞ and then acceleration integration to
estimate the moving trajectories. DAPL exploits the fact that
every movement can be partitioned into one or more small
consecutive movements with the pattern of stay still ! move
! stay still. We use this movement characteristic to estimate
acar½c�ðtÞ based on the fact that active periods (i.e., the dura-
tion of the movements) are usually short (i.e., average of
3.02s according to our experimental findings), and therefore,
the car’s acceleration is estimated with a linear approxima-
tion. First, we estimate acar½c�;s, the car’s acceleration at the
beginning of an active period, and acar½c�;e, the acceleration at
the end of the active period. Second, we use an interpolation
to estimate the car’s acceleration for the rest of active period.
Recall that Motion Detector extends the start and the end of
an active period by Text in Section 3.3. Let T s ¼ ½tact;s; tact;s þ
Text� and T e ¼ ½tact;e � Text; tact;e� be the extended period at
the start and the end of T active, respectively, and T m ¼
½tact;s þ Text; tact;e � Text� be the period in between T s and T e

(Fig. 5). Then, acar½c�;s and acar½c�;e are estimated by calculating
themean of a�½c� in T s and T e, respectively.

acar½c�;s ¼ meanða�½c�ðT sÞÞ; (4)

acar½c�;e ¼ meanða�½c�ðT eÞÞ: (5)

acar½c�ðtÞ is then calculated by the following equation:

acar½c�ðtÞ ¼

a�½c�ðtÞ; if t 2 T s or t 2 T e

ðtact;e�TextÞ�t

jT active j�2Text
acar½c�;sþ

t�ðtact;sþTextÞ
jT active j�2Text

acar½c�;e; if t 2 T m

(6)

8
>>>><

>>>>:

Fig. 4. Block diagram of Trajectory Estimator.

Fig. 5. This figure shows the time segments described in Eq. (6) and
demonstrates the application of offset compensation to front/back direc-
tion acceleration.

3. The statistics derived from 110 traces in Safety Pilot open dataset
[44].

4. Link to DAPL’s Supplementary Materials. https://doi.
ieeecomputersociety.org/10.1109/TMC.2022.3141019
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Fig. 5 shows an example of applying the offset compensa-
tion to front/back direction acceleration, where the black
thick curve is the raw acceleration and the orange thin curve
is the acceleration after applying the offset compensation.

After obtaining a½c�ðtÞ, we can perform integration to get
the velocity v�½c�ðtÞ. Similarly, based on the special pattern of
phone movement, we perform the offset compensation to
obtain v½c�ðtÞ=v�½c�ðtÞ � vcar½c�ðtÞ: Finally, we can obtain XðtÞ
by integrating v½c�ðtÞ. Fig. 6 compares the final front/back
trajectory estimations with and without the offset compen-
sation. Without offset compensation, the phone is estimated
to move 2.55m while the actual movement is about 0.8m.

3.5 Location Estimator (LocEst)

We propose the use of 4 features to enable noise-resilient in-
car phone localization. Location Estimator takes the results
from Trajectory Estimator as input and determines whether
or not the phone has beenmoved to a different seat. Basically,
LocEst finds the movement that matches best with the phone
movement. Fig. 7 shows the block diagramof LocEst that con-
sists of Trend Extractor, Case Constructor, andCaseMatcher.
Trend Extractor derives the trend of the results fromprevious
components and passes the derived information to Case
Matcher, which then matches the current movement with
one of the rows (cases) in the table of movement features cre-
ated by Case Constructor and outputs the final result.

3.5.1 Trend Extractor

Trend Extractor determines the data trends of lateral trajec-
tory, front/back trajectory, Bluetooth RSSI, and magnetic-
field magnitude from the processed data. Each data trend is
described by a quadratic polynomial function fðtÞ ¼ aþ btþ
ct2 and active period T active. Coefficients a, b, and c are deter-
mined by applying the ridge regression [45] to the feature
vectors generated from the processed data fðti; xiÞg. The
rationale behind the choice of a quadratic polynomial func-
tion is that it can describe the data variations/trends that
DAPL needs (Section 3.5.2) and its coefficients can be
obtained efficiently using a closed-form solution [45]. Fig. 8a
shows an example of extracting the trend of front/back tra-
jectory. The solid curve is the data input from TrajEst and the
dashed curve is the regression result fðT activeÞ.

3.5.2 Case Constructor

The movement feature table is constructed by Case Con-
structor. Every row in the movement feature table is a possi-
ble movement case. As shown in Fig. 1, we divide the car
into four zones Zi, i ¼ 1; . . . ; 4, where Z1 is the driver seat
and Z2–Z4 are passenger seats. Therefore, there are a total of

16 possible movements between zones. Case Constructor
creates a feature table with parameters, depending on the
car specification with four columns for each row: 1) mag-
netic-field magnitude, 2) Bluetooth RSSI, 3) lateral trajec-
tory, and 4) front/back trajectory. Because most car-makers
have already embedded the model name of the car (e.g.,
[46], [47], [48]) or that of the infotainment system (e.g., [49],
[50], [51]) in the broadcast BT signal, DAPL can not only use
this embedded info to identify the BT signal to be tracked
but also obtain the physical dimension of the car.

Before introducing the possible values of each entry in
the movement feature table, we first define some notations.
For a given trend fðT activeÞ as the example in Fig. 8a, let t0:25
and t0:75 be the timestamps of 25 and 75 percentile of the
movement, which are marked with reverse triangles, and tv
be the timestamp where the vertex of fðT activeÞ is located.
Let x�

s be the initial value of fðT activeÞ and x�
e be the ending

value of fðT activeÞ. Finally, let x�
max and x�

min denote the max-
imum and minimum values in fðT activeÞ. The value of each
entry can then be one of the following values:

� Same level (¼): if jx�
s � x�

ej < TH;
�Not same level ( 6¼): if is not the same level;
� Concave (

T
): if tv 2 ½t0:25; t0:75�, a < 0, and is 6¼ ;

� Convex (
S

): if tv 2 ½t0:25; t0:75�, a > 0, and is 6¼ ;
� Increasing (%): if is not

T
or

S
, and x�

s < x�
e ;

� Decreasing (&): if is not
T

or
S

, and x�
s > x�

e .
The parameters for determining the same level is different

for each column. Let THsmall
mag , THsmall

BT , THlat, and THf=b be the
parameters. We will discuss how to obtain these parameters
automatically in Section 4.2. Here we demonstrate a typical
movement feature table (Table 2), where the BT transceiver is
embedded in the infotainment system. Note that most BT
transceivers are built in infotainment systemmodules located
between the driver seat and the front passenger seat, and are
automatically turned on when the engine is started [46], [47],
[48], [49], [50], [51]. Therefore, if a phone moves laterally, the
BT RSSI will have a

T
trend (Fig. 8d), else it will have a% or

& trend. The magnetic field entries are determined using the
fact that the driver seat has the strongestmagnetic field in gas-
oline-powered vehicles and the front row seats have a stron-
ger magnetic field than back-row seats. This fact is confirmed
by our measurements and also by [41]. Since the values in the
entries can be determined based on the aforementioned rules
and simple laws of physics, we will omit the detail of every
entry. While Table 2 shows the features of common four-seat
cars, we refer readers to Appendices for more discussions on
i) how to adapt DAPL to different car models (e.g., electric
vehicles) based on their in-car environment [41], [52], [53],
[54] and ii) DAPL’s deployment.

3.5.3 Case Matcher

Case Matcher marks the entries to have 1 in the feature table
if the entry matches the corresponding trend; 0 otherwise.

Fig. 6. Comparison between front/back trajectory estimations with and
without the offset compensation.

Fig. 7. Block diagram of Location Estimator.
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After marking all the entries, Case Matcher takes the sum of
each row (case) and finds the one with the highest score to
be the final output. Let us illustrate how Case Matcher
works with an example when the phone was moved from
Z4 to Z1. Fig. 8c shows the magnitude of magnetic field and
its increasing trend. Fig. 8d shows the Bluetooth RSSI and
its concave trend. Fig. 8b shows the lateral trajectory and its
decreasing trend. Finally, Fig. 8a shows the front/back tra-
jectory and its decreasing trend. This trace is a perfect match
of the case of Z4 ! Z1 movement, and therefore, Case
Matcher concludes that the phone was moved from the
right rear seat to the driver seat.

3.6 Energy-Saving Mechanism

Energy consumption of a phone is an important issue that
influences user experience. In theory, we can implement
DAPL as an “always-on” servicewith all the sensors operating

at the highest sampling rate to achieve the best performance,
but doing sowill incur unnecessary and excessive energy con-
sumption. To address this issue, we introduce a three-phase
operating mechanism. Fig. 9 shows the operating states of
DAPL: OFF, SLEEP and ACTIVE. DAPL stays in OFF mode
when the user is not inside a car. After the user enters the car,
DAPL enters SLEEPmodewith only gyroscope turned on and
operating at a low sampling rate only for detecting the start of
amovement. In the current implementation of DAPL, the sam-
pling rate is set to 10Hz. The start of a movement is detected
by checking if the angular speed magnitude exceeds TH�

gyro.
To ensure DAPL will have enough time for the compensation
of offset, TH�

gyro is designed to be smaller than the parameter
THgyro used in Motion Detector. We will discuss more about
the effect of TH�

gyro in Section 5.
Upon detection of the start of a movement, DAPL enters

ACTIVE mode where all the required sensors are operating
at a high sampling rate. The sampling rate is set to Android’s
pre-defined sampling rate “SENSOR_DELAY_FASTEST” in
the current implementation. When the movement ends,
DAPL returns to SLEEP mode. If DAPL determines that the
phone is no longer in the car, it will enter OFF mode. DAPL
determines the phone not to be inside the car when it does
not receive any BT signal from the car. Since there already
exist ways, to determine how the phone entered the car [20],
we will focus on the implementation and evaluation of
SLEEP andACTIVEmodes on a DAPL prototype.

3.7 Refinements

3.7.1 Use of Last Known Location

Since the detection of entering a car [20] also provides the
information of the phone’s initial location Zð‘Þ, DAPL can

Fig. 8. This figure shows an example when the phone was moved from Z4 to Z1, where the vertex boundaries (t0:25 and t0:75) are chosen to capture
the major trend of the value variation with greater than majority (50%) of movement time.

TABLE 2
ATable of Typical Movement Features

Movement Mag. Field BT RSSI Lat. Traj. F/B Traj.

Zi ! Zi ¼ ¼ ¼ ¼
Z1 ! Z2 &

T
% ¼

Z2 ! Z1 %
T
ð%Þiii & ¼

Z3 ! Z4 ¼ ð%Þi
T

% ¼ ð
T
=
S

Þiv
Z4 ! Z3 ¼ ð&Þii

T
& ¼ ð

T
=
S

Þv
Z1 ! Z3 & & ¼ %
Z3 ! Z1 % % ¼ &
Z2 ! Z4 6¼ & ¼ %
Z4 ! Z2 6¼ % ¼ &
Z1 ! Z4 &

T
% %

Z4 ! Z1 %
T

& &
Z2 ! Z3 6¼

T
& %

Z3 ! Z2 6¼
T

% &

The symbols in the parentheses are some features that we included in the evalu-
ation due to practical usage scenarios. The adjustments i and ii are made
because the right back-row seat is found to have a stronger magnitude of mag-
netic field according to our measurements. The inclusion of iii reflects the fact
that drivers tend to put their phones in a phone stand right in front of the info-
tainment system. The adjustments of iv and v are added because there is more
room to move the phone in the back-row seats. Fig. 9. Operating states of DAPL.
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utilize this information as the last known location and con-
sider only those cases starting from Zð‘Þ to enhance localiza-
tion accuracy. If all the cases originating from Zð‘Þ have less
than 2 matching entries, then Case Matcher will conclude
that Zð‘Þ is incorrect, and thus consider all other cases to
find the best match.

3.7.2 Safety-First Choice

Note that it is safe to assume the phone in the driver seat even
if it were not, because this misclassification can only lead to
unavailability of certain functions on the phone. In contrast, it
would be dangerous if the phone is in the driver seat and
DAPL fails to detect its true location (i.e., the driver has full
access to his phone even when he is not allowed to use it). So,
to ensure safety, DAPL will add 1 point to the scenarios that
end in the driver seat (Z1) if the magnetic field strength rises
by twice THsmall

mag as it is a strong indication that the phonemay
have entered the car to the driver seat. This is based on our
preliminary experiments in which the magnetic field mea-
surement is found more reliable than other sensor measure-
ments. Thus, we use the extra 1 point to increase the weight of
this feature when this event occurs. Also, wewill add an extra
0.5 point to the scenarios that end in the driver seat (Z1). That
way,DAPLwill always determine the phone to be in the driver
seat if there is a tie in the case matching without violating the
partial ordering of other scenarios. Due to this Safety-First-
Choice, DAPL will always assume that the phone is in the
driver seat if DAPL cannot tell whether or not the movement
ends in the driver seat. Thismay lead to false positives (which
is safe but may be annoying). Therefore, DAPL also accounts
for strong signatures that the phone has entered a passenger
seat, or specifically, a back-row seat. Since back-row seats are
farther away from the sources of magnetic field and BT sig-
nals, their values tend to be lower than those in the driver/
front-row seats. DAPL adds 1 point to those cases ending in a
back-row seat if the values of magnetic field or BT RSSI read-
ings are smaller than THd

mag and THd
BT , respectively. We will

discuss how these parameters are chosen in Section 4.2.

4 PERFORMANCE EVALUATION

4.1 Experimental Settings

We conducted experiments with Huawei Nexus 6P, LG
Nexus 5X, and Sony Z1 on 3 different cars: Ford Explorer
(SUV), Honda Fit (sedan), and Toyota Corolla (sedan). As
shown in Fig. 12, we tested 8 scenarios each of which repre-
sents a commonly seen in-car phone movement, such as
movement between seats or picking up the phone from the
phone stand or cup holder. In Scenario 1, the phone is
moved between the front passenger seat and the driver seat.
This is the case when the driver moves his phone from the
phone stand or a bag located in the front passenger seat, or
the passenger passes the phone to the driver and in their
reverse directions. In Scenario 2, the driver places his phone
on the phone stand in the left end of front passenger seat
and retrieves it back to the driver seat. In Scenarios 3 and 4,
a passenger in the back row hands his phone to the driver
or the driver hands it back to the passenger. In Scenario 5,
the user moves the phone within the vicinity of the seat,
such as the driver (or a passenger) retrieves/puts the phone
from/to the dashboard, the cup holder, the phone stand, or

his pocket. We do not evaluate the condition in which the
driver directly puts his phone on the phone stand right after
entering the car because this can be prevented by utilizing
the initial location. In Scenarios 6–8, a passenger takes/puts
the phone from/to another passenger seat. See Fig. 1 for
detailed zone definition.

We have conducted experiments while driving around
urban areas (including our campus) and freeways. The
routes we took in urban area include intersections with traf-
fic lights, stop signs, and speed bumps, The tested road con-
ditions include flat and hilly roads with up to 6.7% grade
[55]. We honored the speed limit of 25–35 mph, and main-
tained the speed of cars close to the speed limit, depending
on the traffic. We conducted experiments during 9–11AM
and 4–6PM under different weather conditions, including
snowing, raining, and sunny. Note that our choice of testing
area/routes and time in urban area is to capture the condi-
tion in which distracted driving will be most likely to cause
accidents since the drivers must focus on the road due to
busy traffic and pedestrians crossing roads constantly [56],
[57]. While we also conducted experiments on freeway (�70
mph or 112.65 kph), only the cases without involving driv-
ers were tested on high-speed freeways to ensure the safety
of participants. During the experiments, at least one person
in the car was always monitoring surrounding environ-
ment, and no experiment was conducted when there were
other cars close by to ensure the safety of the participants.
Note that besides the above safety measure, we did not
instruct drivers how to control the vehicles, such as main-
tain a constant speed, or change the way of moving/han-
dling their phones to ensure the realism of test cases.

For each scenario, we tested common use-cases in which
the phones can be rotated along with multiple axes or even
flipped (i.e., 360� rotations) during the movement and can
be moved with different initial/resulting phone orientations
(i.e., how the phone is placed). Fig. 10 shows the statistics of
the phone orientation change and overall (3D) rotation in
the test cases and Fig. 11 shows the statistics of the average
phone moving speed. Also, the traveling distance and bear-
ing change of the car during a phone movement can be up
to 311.36ft (94.9m) and 174� (i.e., a “U” turn), respectively.
The time duration of a phone movement can be from < 1s
to 10s. Since the experiments show consistent results for dif-
ferent conditions and it is infeasible to show all the detailed
settings given the space limit, we do not present them indi-
vidually in this paper. See Appendix-C.1 for more test-
case information, which can be found on the Computer Soci-
ety Digital Library at http://doi.ieeecomputersociety.org/
10.1109/TMC.2022.3141019.

Fig. 10. This figure shows the CDFs of i) change of phone orientation
after a movement represented by a (minimum) quaternion rotation and
ii) the total (3D) phone rotation during a movement in the test cases.
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We use accuracy, false positive rate, and false negative
rate to evaluate DAPL. Accuracy is defined as the ratio of
correctly identified cases to the total number of cases

Accuracy ¼ ð# of Correct CasesÞ=ðTotal # of CasesÞ:
(7)

A false positive occurs when the phone is not in the driver
seat, but DAPL determines it to be in the driver seat. The
false positive rate (FPR) is thus computed as

FPR ¼ ð# of False Positive CasesÞ=ðTotal # of CasesÞ:
(8)

A false negative occurs when the phone is in the driver seat,
but DAPL determines it to be in a passenger seat. The false
negative rate (FNR) is thus computed as

FNR ¼ ð# of False Negative CasesÞ=ðTotal # of CasesÞ:
(9)

4.2 Parameter Training

Motion Detector (MD) and Location Estimator (LocEst) uti-
lize parameters for their detection and the training process
is very simple. The idea of parameter training is to capture
the sensor readings while the phone stays still in the driver
seat. Based on our preliminary testing with 150 moving and
4 stay-still traces, a 5-min drive or a trip of users’ regular

route suffices for automatic selection of the parameters.
DAPLwill determine the parameter as follows.

We first look at the parameters in MD. THgyro and THmag

should be set so as not to trigger MD if the phone stays still
in a moving car. In such a case, the gyroscope will capture
both the motion/vibration caused by vehicle components
and the road condition. Since the high frequency motion of
the former can be eliminated by having the data go through
a low pass filter, THgyro can be determined by identifying
the angular speed caused by the road condition. So, THgyro

is set to the recorded maximum angular speed magnitude
(after low-pass filtering) when the phone stays still. Like-
wise, THmag can be set. TH�

gyro can be chosen differently
according to developers’ choices, and the effect of choosing
different values will be discussed in Section 5.

We now look at the parameters in LocEst. THsmall
mag and

THsmall
BT are set to the maximum variation of the correspond-

ing sensor data recorded when the phone stays still in a
moving car. THd

mag and THd
BT were chosen to be the mini-

mum of sensor readings in the driver seat. THlat and THf=b

were determined by the dimension of the car. THf=b was set
to a value smaller than a half of the distance between the
front and the back seats, while THlat was set to a value
smaller than a half of the distance between the driver seat
and the front passenger seat.

The parameters presented in Table 3 are the settings used
in the performance evaluation (data collected from Nexus
5X with a 5-min trace) and we did not change their settings
for different cars or phones during the basic scenario evalu-
ation. Note that THlat and THf=b used in our evaluation are
based on dimensions of small sedans and they can be
directly applied to larger cars. For the regular sedan and
SUV, these thresholds can be set to the values provided

Fig. 11. This figure shows the statics of the average phone moving
speeds (i.e., the displacement of the phone on the horizontal plane
divided by the movement time).

TABLE 3
Settings Used in the Evaluation

Param. Value Used in Param. Value Used in

TH�
gyro 0.2 rad/s MD THf=b 0.5 m LocEst

THgyro 0.4 rad/s MD THd
mag 40 mT LocEst

THmag 7.5 mT/s MD THsmall
mag 25 mT LocEst

Text 200 ms MD THd
BT -80 dBm LocEst

THlat 0.5 m LocEst THsmall
BT 5 dBm LocEst

Fig. 12. This figure shows the 8 testing scenarios and their evaluation results. The columns with arrows are the number of cases tested in each direc-
tion. FPR, FNR, and ACC are all represented in percentage (%).
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here unless there are some special modifications to the car.
This suggestion is grounded on the fact that even when the
training is performed on a bumpy road (as a worst-case sce-
nario),we have not observed any significant performance var-
iation with different phone-car combinations. If developers
want to adjust the thresholds for better performance at run-
time, they can do so by extracting the car model/make
embedded in the BT signal as discussed in Section 3.5.2 and
prompting a dialog to users to enable the parameter training
process.

4.3 Results

4.3.1 Basic Scenarios

Fig. 12 summarizes our evaluation results. We have col-
lected 579 test cases to evaluate DAPL. The accuracy of
detecting movements between the driver seat and a passen-
ger seat or moving within a specific seat (Scenarios 1–5) is
93.72% and that between passenger seats (Scenarios 6–8) is
86.67%. The overall accuracy of DAPL is 91.71%. As
expected, Scenarios 1–5 have higher accuracy than Scenar-
ios 6–8 thanks to the adoption of Safety-First-Choice policy.
In Scenarios 1–6, the accuracies of SUVs are higher than
those of sedan because the phone’s movement distances are
larger in SUVs and, therefore, the trends of movements are
easier to capture. However, because phones in SUVs have
more space to move, even within a seat, it can lead to more
false positives while the phone is moving between passen-
ger seats. Therefore, Scenarios 6 and 7 of SUV have lower
accuracies than those of sedan.

Note that 92 of the test cases contain small movements (�
20cm) within seats and the accuracies of those cases are
94.57%. This means that DAPL can achieve high accuracy
even if the phone movements consist of several small move-
ments when the phone is moving from one seat to another.
For example, the driver takes his phone out of his pocket
and then hands it to a passenger. Another example could be
that when the passenger wants to hand the phone to the
driver, the driver does not grab the phone immediately, but
takes a few seconds to grab it, or vice versa.

4.3.2 Incorrect Initial Location

We also evaluate how DAPL can improve the existing solu-
tions. Since DAPL utilizes the last known location for location
estimation, we consider the condition under which the last
known location is incorrect.We took the 189 traces (Scenarios
1-4) in which the phone was moved from a passenger seat to
the driver seat and an incorrect initial position was used to
evaluate DAPL’s performance with wrong information. For

every trace, we tested the condition in which DAPL used the
other 2 passenger seats as the initial locations and we com-
pute the expected performance under different initial loca-
tion accuracies. Fig. 13 shows the relation between accuracy
of detection of entering the driver seat and the accuracy of
initial location. DAPL can still achieve good accuracy after a
movement even if the detection of entering a car was incor-
rect. In particular, DAPL achieved 80% of detection accuracy
for the detection of entering the driver seat even if the initial
location was only 72.96% accurate. That is, DAPL is able to
“correct” the result of detection of entering the driver seat
when the initial phone location informationwaswrong.

4.3.3 A Sequence of Phone Movements

Let us consider the performance of DAPL after a sequence of
inter-seat movements. Since DAPL’s localization only
depends on the last known location before the movement
and the sensor readings of the movement, the average accu-
racy after all possible combinations of inter-seat movements
can be derived from a Markov Chain analysis based on the
performance of different single movements. Specifically, if
DAPL has a correct initial location and does not calibrate
between two movements, the expected (average) accuracy
for detecting whether the phone moves to the driver seat is
shown in Fig. 14. As mentioned in Section 4.3.2, since DAPL

has the ability to “correct” the phone location after a move-
ment even if the last known location is incorrect, it is able to
reach a stable/equilibrium state to produce a �85% (aver-
age) detection accuracy after 5 movements.

4.3.4 Phone Movements in Driver’s Clothing

Wenow consider the conditionwhere the phone is kept in the
driver’s clothing and see if DAPL reports (incorrect) inter-seat
movements due to his/her actions (e.g., applying the gas and
brake pedals). Note that since smartphones are all equipped
with proximity sensors, the movements in the driver’s cloth-
ing can directly be filtered out if the phone is detected to be in
a confined place. However, we still conduct experiments to
see whether DAPL can function correctly without this mecha-
nism. Specifically, we tested three most common scenarios
where the phone is kept in i) the left pocket of the driver’s
pants, ii) the right pocket of the driver’s pants, or iii) the
pocket of the driver’s upper body clothing (i.e., jacket and
shirt) while driving in the urban area near our campus where
the traffic was busy and the driver needs to constantly apply
gas or brake pedal. (SeeAppendixC.1 for a test-case example,
available in the online supplemental material.)

Table 4 shows the experimental results. One can observe
that DAPL did detect movements in all three scenarios, and

Fig. 13. Accuracy of entering driver seat detection based on different ini-
tial location accuracies.

Fig. 14. This figure shows the (average) performance when the phone
experiences multiple consecutive movements.
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can still distinguish them (i.e., inner-seat movements) from
inter-seat movements by determining whether the move-
ment has a short movement time or the detected movement
is caused by the car making a turn (Section 3.3). During our
experiments, there is only one (incorrect) detection that
DAPL determines the phone is having an inter-seat move-
ment. However, this detection is not caused by the driver’s
movement but the car travelling on an extremely bumpy
road, making the car shake horizontally (i.e., a rare case). In
summary, even without utilizing the proximity sensor,
DAPL is unlikely to have incorrect detection results in nor-
mal driving conditions when the phone stays still in a con-
fined space (e.g., within a seat or in the driver’s clothing).

4.3.5 Trajectory Trend Under Different Movement

Speeds

Figs. 15 and 16 further show DAPL’s capability of identifying
the (matching) patterns/trends of horizontal and F/B phone
movements, respectively, at different phone-movement
speeds. Specifically, other than the lower performance when
the phone has a F/B movement at 0.4–0.5 m/s speed, DAPL
can consistently achieve > 70% probability of identifying the
movement pattern. Note that even though the above perfor-
mance may seem to be underwhelming due to its reliance
solely on smartphone sensors for trajectory identification,
these movement patterns are still important to enhance
DAPL’s performance; next we will look into DAPL’s perfor-
mancewhen certain features are not available to DAPL.

4.3.6 Absence of Features

When DAPL utilizes only two features, the average detection
accuracy of all combinations is 68.0% and that of three

features is 81.3%. Specifically, DAPL can still achieve 65.28%
and 82.56% accuracy without access to BT and magnetic
field measurements, respectively. The former represents the
condition that there is no built-in BT transceiver in the car.
The latter represents the case when the vehicle is experienc-
ing strong magnetic interference from the environment or
in-car components. The accuracy degrades to 83.94% with-
out the offset compensation and that without the Safety-
First Choice is 80.31%, showing their importance to accu-
racy enhancement.

4.3.7 Comparison With Prior Work

While the built-in driving mode cannot determine where
the phone is being used [32], [33], let us evaluate DAPL’s
performance in comparison with prior work with 93% ini-
tial location detection accuracy in [20]. DAPL is able to
achieve 88+% accuracy even after phone movements, com-
pared to [18] ([19]) that provides 87% (85%) accuracy for
only initial location detection. While both utilize the built-in
BT transceiver, DAPL is able to achieve comparable accuracy
(91+%) as [26] without the requirement of upgrading the in-
car audio system to a 4-channel output. Even though DAPL’s
performance falls short compared to those approaches with
dedicated hardware, such as [23] (80-98+%, depending on
the driving scenarios), [24] (90+%), [22] (95+%), and [25] (99
+%), DAPL has the advantage of easy deployment and no
requirement of installing additional dedicated hardware.
On the other hand, even though [21] does not require addi-
tional hardware for its deployment and reports > 99% accu-
racy, it is only designed to function when the phone stays
still within the car (Section 2). As mentioned earlier, since
our design goal is to reduce the occurrences of distracted
driving, it is our belief that enabling wide adoption will be
more effective than having a slightly better detection accu-
racy with less incentive for deployment. This is grounded
on the fact that while the detection accuracy can only mar-
ginally increase (up to 3-12%) with additional hardware, the
number of deployments or adoptions is likely to increase
much more than that if DAPL is built-in in phone OSes or
can be downloaded from Play/App store directly.

5 ENERGY CONSUMPTION

5.1 Evaluation Settings

Nexus 5X is used to evaluate DAPL’s energy consumptions
in SLEEP and ACTIVE modes. During the evaluation of

TABLE 4
Detection Results When the Phone is in Driver’s Clothing,

Where a Detected Movement can be Filtered by Time, a Turn, or
Both and the Only Incorrect Detection is Caused by the Vehicle
Travelling on an Extremely Bumpy Road With Multiple Potholes

Fig. 15. The probability of identifying the matching horizontal movement
pattern, where k in x-axis indicates that the (average) phone-movement
speed lies in the range of ðk� 0:1; k�m/s.

Fig. 16. The probability of identifying the matching F/B movement pat-
tern, where k in x-axis indicates the (average) phone-movement speed
lies in the range of ðk� 0:1; k�m/s.
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SLEEP mode, only gyroscope, WiFi and Bluetooth stay on,
and both WiFi and Bluetooth are not connected to any other
device. After measuring the energy overheads (i.e., the
additional current drawn from the battery) of DAPL in
SLEEP and ACTIVE modes, we evaluate the effectiveness of
the proposed energy-saving mechanism by measuring the
false negative rate (FNRe) and the false positive rate (FPRe)
of entering ACTIVE mode. FNRe is defined as the ratio of
the time that the phone is moving while DAPL is still in
SLEEP mode to the total time of the phone’s moving:
FNRe ¼ SiT

ðmovingÞ
SLEEP;i

=SiT
ðmovingÞ
i :FNRe indicates the missed

detection time when the phone is moving. Therefore, the
higher FNRe, the lower localization accuracy. Similarly,
FPRe is defined as the ratio of the time that the phone stays
still, but DAPL is in ACTIVE mode, to the total time that the
phone stays still: FPRe ¼ SiT

ðstillÞ
ACTIVE;i

=SiT
ðstillÞ
i : While FPRe

does not have direct influence on the localization accuracy,
it indicates how much energy is wasted due to falsely enter-
ing ACTIVE mode. We utilize the same set of traces used in
Section 4 to calculate FNRe and collect additional 4 traces
that the phones stayed still in the cars to calculate FPRe.

5.2 Results

To assess the DAPL’s energy overhead (OH) under common
phone usage scenarios, we measured the difference between
the discharge current with DAPL in SLEEP/ACTIVE mode
and that with DAPL turned off (Figs. 17 and 18). Table 5 sum-
marizes the results of energy consumption overhead.
“(Screen) On” is the casewhen the phone screen is adjusted to
50% brightness and “(Screen) Off” is the case when the screen
is turned off. We evaluate the energy overhead of sensor data
collection only, indicating a lower bound of overhead, and
the overall energy overhead of DAPL by considering both

sensor data collection and computation, indicating an upper-
bound of energy overhead. The average absolute OH of
SLEEP and ACTIVE mode are 5 and 198mA, respectively.
Compared to the energy consumption with the screen off,
DAPL incurs 6.81% overhead in SLEEP mode and 207.02%
overhead inACTIVEmode.

These energy-consumption overheads may seem over-
whelming, but the overall overhead will be much smaller
when our energy-saving mechanism is used. The time dura-
tion of DAPL operating in SLEEP and ACTIVE modes is sig-
nificantly less than the time in OFF mode. According to the
statistics provided by American Automobile Association
Foundation for Traffic Safety [58], the average driving time
for a driver is 70.2 minutes/day. Assuming that the phone
moves every 5 minutes in a car and each movement lasts 5
seconds, the average energy overhead per day is 0.49%

OHactive Si jT active;ij þOHsleep Sj jT sleep;jj
jT dayj

¼ 0:49%;

where T active;i (T sleep;j) represents the time segments in
ACTIVE (SLEEP) mode and T day equals 24 hours. DAPL
achieves 91.71% accuracy for real-time in-car location esti-
mation with only 0.49% energy overhead per day (a total of
5.49% if entering car detection [20] is included)!

Let us consider the practical scenario when false positive
and false negative of entering ACTIVE mode can occur. We
evaluate the effectiveness of the proposed energy-saving
mechanism by evaluating the tradeoff between energy con-
sumption and localization accuracy with different parame-
ter settings for entering ACTIVE mode. We define the
threshold ratio Ract to be the ratio of the threshold for enter-
ing ACTIVE mode to that used for motion detection:
Ract ¼ TH�

gyro=THgyro: Table 6 shows the evaluation results
of the proposed energy-saving mechanism. We present
FPRe, FNRe, energy overhead, and accuracies when Ract is
set to 0.5, 0.75 and 1, respectively, by adjusting TH�

gyro. The
energy overhead is calculated based on the same settings as
we calculated the ideal case while taking FPRe into consid-
eration. As shown in Table 6, if we set Ract to be a small
value (0.5), DAPL will have high FPRe (23.3%) and low
FNRe (2.7%). That is, DAPL will enter ACTIVE mode more
frequently with higher energy consumption and less miss
detection time. So, DAPL is able to achieve higher accuracy

Fig. 17. Example of electric current in SLEEP mode.

Fig. 18. Example of electric current in ACTIVE mode, where the first
peak in ACTIVE mode is the result of sensor activation, the lower plane
is the state for sensor data recording, and the peak in the end is contrib-
uted by the computation. Note that this current profile was recorded for
illustration purpose. The average duration for DAPL in ACTIVE mode is
3.02s, which is much shorter than the case we demonstrated here.
Therefore, the duration for sensor data recording and computation will
also be much shorter in real-world case.

TABLE 5
DAPL’s Energy Overhead

Mode SLEEP,On ACTIVE,On SLEEP,Off ACTIVE,Off

Sensor Only 0.67% 36.58% 2.89% 158.92%
All 1.57% 66.50% 6.81% 207.02%

TABLE 6
DAPL’s Tradeoff Between Energy Consumption

and Localization Accuracy

Ract FNRe FPRe En. OH En. Saved ACC

0.50 2.7% 23.3% 2.73% 98.68% 91.71%
0.75 5.5% 2.5% 0.73% 99.65% 88.48%
1.00 9.2% 0% 0.48% 99.77% 87.79%
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(91.71%). When Ract increases, DAPL will have less FPRe,
but more FNRe and less localization accuracy. This tradeoff
of energy consumption and localization accuracy is a design
choice. Developers can choose their preference when imple-
menting the system. We recommend setting Ract to lower
than 0.75 to ensure 88+% accuracy. The proposed energy-
saving mechanism is shown to reduce 98.68% energy over-
head (from 207.02% to only 2.73%) per day in a practical
usage scenario. This is only a 7.73% overhead (compared to
phone standing by) per day even when the detection of
entering car is included and it is equivalent to only less than
2.5% (or 17min) reduction of actual phone usage/screen-on
time per day.

6 CONCLUSION

We have proposed a new in-vehicle phone localization
scheme, called DAPL, for mitigation of smartphone-dis-
tracted driving. DAPL is designed to operate on commodity
hardware of smartphones and cars, and it does not require
any additional dedicated devices to be installed in a car, thus
facilitating its deployment. DAPL exploits distinct movement
features to estimate the phone’s location inside a car. It cap-
turesmovements by built-in sensors and extracts their trends
by applying coordinate transformation, movement-time off-
set compensation, and feature extraction. Finally, it matches
the trends to a specific movement for location estimation.
DAPL is shown to be able to achieve 91.71% accuracy at low
energy overhead (< 2.5% reduction of usage/screen-on
time) in practical daily use, making it very attractive to end-
users and carmakers.
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