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Abstract viding different classes of service in the Internet, it mandates

significant changes to the Internet infrastructure. Because

] ] o of this, a more evolutionary approach to provide service dif-

This paper examines the use of adaptable priority mark- ferentiation in the Internet using the type-of-service (ToS)
ing for providing soft bandwidth guarantees to individual bits in the IP header [1,7, 8,18, 19] has recently gained a
connections or connection groups over the Internet. In con- lot of momentum. The crux of these proposals [4, 10, 12]
trast to other proposals for service differentiation which fo- 1 to define a simple set of mechanisms for handling packets

cus on providing firm performance guarantees, the proposedw'th different priorities reflected in the ToS bits in the packet
. . N header. The interior routers use these mechanisms to provide
scheme does not require resource reservation for individual

) > o a very basic ToS architecture, pushing most of the complex-
connections and can be supported with minimal changes tojty to the edges of the network.

the network infrastructure. It uses modest support from the A ToS architecture does away with the problem of main-
network in the form of priority handling for appropriately taining and managing flow states in the core of the network.
marked packets and relies on intelligent transmission con- However, in order to provide firm service assurances, one

trol mechanisms at the edges of the network to achieve thestill needs to provision the network to handle the offered
desired throughput levels. The paper describes the controlload' One way to keep the offered load from exceeding the

hani q luates their behavior i ) " I(provisioned capacity is to assign traffic profiles to users and
mechanisms and evaluates their behaviorin various NeWorknetyorks and then monitor and enforce them [4,6,10,17]

environments. These mechanisms are shown to have severak the user-network and network-network interfaces. Such

salient features which make them suitable for deployment inapproaches that provide firm guarantees on performance re-

an evolving Internet. quire end-to-end signaling in order to communicate the traf-
fic profiles throughout the network. They also require polic-
ing and shaping to enforce the traffic profiles at the network
boundaries. We propose an alternative approach to service

1 Introduction discrimination that provides soft bandwidth guarantees, but
eliminates the need for end-to-end signaling and enforcement
of traffic profiles.

We consider a network service model that is a modest
enhancement to the best-effort service provided by today’s
Internet. More specifically, we assume that the network
supports a one-bit priority scheme with lower loss rates for
higher priority traffic. Similar service models have been pro-

The current Internet offers best-effort service to all traf-
fic. In an attempt to enrich this service model, the Internet
Engineering Task ForcaHTF) is considering a number of
architectural extensions that permit the allocation of differ-
ent levels of service to different users. One of the outcomes
of this effort is an architecture that provides service discrim- posed in a number of recent articles presented inhie

ination by explicit allocation and scheduling of resources in 5 gther forums [12]. As in other ToS architectures, in our
the network. This model, based on the Resource Reservation, el (Figure 1), traffic is monitored at both user-network

Setup Protocol (RSVP) [3, 22] and its associated suite of ser-, 4 hetywork-network interfaces. However, instead of strictly

vice classes [20, 21], is the Internet incarnation of the tradi- allocating and enforcing traffic profiles on an end-to-end ba-

t|o_nal ccht-baged quality C.)f service .archltectulre. While sis, we use a more flexible model that relies on adaptive traf-
this service architecture provides a solid foundation for pro-
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simulations, we show that the proposed architecture adapts
with the traffic dynamics in the Internet to eliminate the risk

of congestion collapse. When used in conjunction with intel-
ligent queue management, it can also identify and penalize
non-adaptive and/or malicious flows and hence provides suf-
ficient incentives for applications to be well-behaved. We
also address the issue of incremental deployment and dis-
cuss how the proposed architecture can be embedded in more
elaborate service differentiation frameworks [5, 11].

The rest of the paper is organized as follows. Section 2
provides the background for the discussion that follows. Sec-
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tions 3 and 4 examine different approaches to adaptive packet
marking. Section 5 addresses the pragmatics of deploying
the proposed scheme in the Internet. We conclude in sec-

Figure 1. Packet Marking Scenarios tion 6.

fic control at the host and at the edges of the network. Inour2 ~ Type-of-Service Architecture

model, the user or network administrator specifies a desired

minimum service rate for a connection or connection group |, this section, we present a brief overview of our service
and communicates this to a control engine located at or nearchitecture. As mentioned earlier, our objective is to de-
the host-network interface. The objective of the control en- ye|op a differentiated services framework without using end-
gine, which we call a packet marking engimev), is to t5.end signaling and without enforcing explicit profiles on
monitor and sustain the requested level of service by settingingividual traffic flows at the network boundaries. Towards
the ToS bits in the packet headers appropriately. By default.thjs end, we assume a network infrastructure that supports
all packets are generated as low priority packets. If the ob-yo traffic types: priority and best-effort. We assume that
served service rate at the I(_)W priority level either meets or e traffic types are carried in the ToS bits in the IP header
exceeds the requested service ratepthe assumes the role  and that by default, all packets are initially sent with their
of a passive monitor. If however, the observed throughputos pits cleared (best-effort). For reasons of simplicity, these
falls below the minimum target rate, thE starts priori-  packets are referred to as unmarked packets. Consequently,
tizing packets until the desired target rate is reached. ONnc&ye refer to the priority traffic as marked traffic. While there
the target is reached, it strives to reduce the number of pri-js no guaranteed service level associated with the priority
ority packets without falling below the minimum requested ¢|ass, it is assumed that the higher priority generally trans-
rate. In our architecture, traffic needs to be monitored and|tes into a better quality of service. In line with the Internet
marked only at the host-networkinterface. However, the end'design philosophy, in our service architecture, most of the
host and network edge mechanisms described in this papefelligence is at the edges of the network. The routers and
are intelligent enough to adapt appropriately in network en- gateways provide only modest functionality to support ser-

vironments where packets are re-marked and/or dropped a{jice discrimination, namely appropriate handling of multi-
the network-network interfaces for the purpose of enforcing priority traffic.

bi-lateral service level agreements between providers. : .-
There are a number of alternative approaches to providing

As with any type of differential service mechanism, we pyiority services in the network. One obvious technique is
assume that the network provides incentives that would pre-tg maintain separate queues for each class and serving them
vent users from continually requesting the highest level of according to their scheduling priority. Another approach is
service. Usage-based pricing is an example of one such inyg yse a commomiFo queue for all traffic and provide ser-
centive mechanism. Many Internet service providers, suchyjice gifferentiation by applying different drop preferences to
users are charged based on link utilization measured ovelpy simplifies the scheduling functionality at the router, it
fixed time intervals. It is rather simple to extend this pric- 5i5o helps maintain packet ordering. Although maintaining
ing model to levy higher prices for the high priority traffic. packet ordering is not a requirement at the IP layer, failure
Such a pricing mechanism would encourage judicious use 0fig go so may have serious performance impacts on transport
priority service based on application requirements and usagdeyrotocols such ascr. We take the latter approach and use
policies. While pricing is not the focus of this study, we note an enhanced version of tep (Random Early Detection)
that one of the key advantages of the proposed architecture iggorithm for providing service differentiation between pri-
thap it can_prowde simple mecha}nlsms for calculating near- ority levels. In classicaReD routers, a singl&iFo queue
optimal prices based on congestion costs [15]. is maintained for all packets. Packets are dropped randomly

In the following sections, we demonstrate the efficacy and with a given probability when the queue lengthcegds a
the robustness of the proposed framework. Using extensivecertain threshold. The drop probability itself depends on the



Every acknowledgement: 3 Source Transparent Marking

pwnd = mprob * (obw * rtt)

if (obw < tbw) A PME snoops on connections passing throughitand mea-
pwnd = pwnd + 1/cwnd sures their observed throughputs. If the measured throughput

else is sufficiently close to the requested target rate, it takes the
pwnd = pwnd - 1/cwnd role of a passive monitor. However, if the observed through-

mprob = pwnd / (obw * rtt) put of a connection is lower than its requested target, the

PME takes a more active role and starts marking packets be-
longing to the connection or connection group. The fraction
of marked packets varies from 0 to 1 depending upon the
measured and target throughputs. Selective marking essen-
tially upgrades a fraction of the packets belonging to the con-
nection to the higher priority level. ThemEe constantly ad-
justs the fraction of packets to be marked in order to sustain
gueue length and the time elapsed since the last packet waa bandwidth close to the requested target rate, while keeping

Figure 2. Adaptive marking algorithm.

dropped. Enhanced Random Early Detect®RED) is a mi- the number of marked packets as low as possible.

nor modification to the originaep algorithm. INERED, the One of the important tasks performed by®E is mea-
drop probabilities of marked packets are lower than that of gyring the throughput seen by connections passing through
unmarked packets. it. This is fed into the packet marking process that has to

Given this service model, our goal is to develop packet adapt to the changes in observed throughput caused by varia-
marking schemes which can be deployed at the host-networkions in network load. While the overall measure of network
interface that will allow an individual connection or a con- performance from an application’s point of view is good-
nection group to achieve a target throughput specified by theput, thePmE used in our experiments only measures the local
user or network administrator. For example, a user may re-bandwidth consumed by a connection. It counts bandwidth
guest a specific target rate for a particular connection or anagainst a connection or connection group when it receives a
aggregate rate for a group of connections. The objective ofpacket from it, even though the packet may be dropped later
the packet marking scheme is to monitor the throughput re-on in the transit path. One of the reasons for measuring local
ceived by the connection or connection group and appropri-throughput, instead of end-to-end goodput, is simplicity. The
ately adjust the packet marking so that the sustained rate iME does not have to understand the transport layer protocol
maintained satisfying all the policy constraints. Due the par- semantics in order to determine whether or not the applica-
ticular nature of the service model, at times it may not be tion’s data was actually delivered. In some cases, even if the
possible to sustain the requested target rate due to over conPME is well aware of the transport layer semantics, it may
mitment of resources. Such lapses may also be caused byot have access to the stream of acknowledgments from the
partial deployment of IP type-of-service or oversubscription. receiver to computgoodput. This may be the case when
A significant part of our effort goes into detecting such casesthe forward and the return paths of connections are differ-
and taking appropriate actions whenever required. ent. The most important reason for counting local through-

We consider marking mechanisms of two different fla- Put is to give incentive for (_and hogts to send packets \(vhich
vors: (1) where the marking engine is transparent and potenhave a good chance of being delivered. Thus, a malicious
tially external to the host, and (2) where the marking engine OF non-adaptive source has its packets cqunted against itself
is integrated with the host. In either case, the packet markingregardless of whether they have been delivered.
engine PME) maintains a local state that includes the target  The most important task of @vE is to adaptively adjust
throughput requested for a connection or a group of connec-the packet marking rate based on the measured throughput.
tions. It passively monitors the throughput or the aggregateln this paper, we consider a probabilistic marking scheme
throughput for a connection or a connection group and ad-where the packets are marked randomly as they pass through
justs packet marking in order to achieve the target through-the PME. The marking probabilityreprob) is periodically
put requested by the user. Placing thek external to the  updated depending on the observed bandwisitta) and the
host has significant deployment benefits since it can be in-corresponding target bandwidttb{). Figure 2 shows a al-
tegrated into the infrastructure without affecting the hosts gorithm that updates the marking probability in a network-
and routers. On the other hand, integratingrie with the friendly manner. It draws on the windowing mechanisms
host protocol engine can provide a solution that adapts betteused inTcp and tries to ensure that the number of marked
with the flow and congestion control mechanisms used at the(or unmarked) packets in the network increases by no more
transport layer. In particular, we consider the integration of than 1 per round-trip time. This is in some sense similar to
the PME and theTcp control mechanisms. In the rest of the the linear increase algorithm for congestion avoidance used
paper, we focus omcp as the transport protocol of choice. by Tcp [13]. As shown in Figure 2, we compute an esti-
However, the proposed schemes can be easily generalized tmated number of marked packets in flightMpnd by taking
any transport protocol that is responsive to congestion in thethe estimated congestion window given as the product of the
network. observed bandwidth and the estimated round-trip tirag (
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Figure 3. Performance of marking algorithm.

and multiplying it by the marking probability. At every up- in Figure 2. As seen from the graph, the marking algorithm
date epoch, if the observed bandwidth is less than the targets very reactive to changes in the network load and hence ob-
rate, pwndis incremented linearly (#vnd). This ensures  served throughput. Consequently, connecti@maintains
that the number of marked packets increases by no more thaman average throughput at or above it #s target most of
one in every round-trip time. Similarly, when the observed the time.
number of marked packets (and hence increase in the numbeyoughputs can be achievede can also meet the through-
of unmarked packets) is limited to one every round-trip time. put target of an aggregation of connections. As in the case
In order to understand the effect of packet marking, we of individual connections, it simply monitors the throughput
simulated a simple scenario using the [16] network sim- of the connection group and adjusts the marking rate based
ulator. As shown in Figure 3(a), the simulated network con- on the observed throughput and requested target. Figure 3(c)
sists of six hodesn0 throughn5, and five links connecting  shows the results of an experiment wherava controls two
them. Each link is labeled with its respective link bandwidth sets of connections sharing aM®s bottleneck link. The
and has a transmission delay ifms. The queues in the first set of connections requires at leadf &s of bandwidth
routers areeRED queues withmin,, of 10 packetsmaz;y, at all times while the other set is simply treated as best-effort.
of 80 packets, and an initial drop probability of 0.05 for un- Inthis simulation, there are 3 identical connections in the first
marked packets. Marked packets have a drop probability twoset and 4 identical connections in the second set. Initially,
orders of magnitude less than that of unmarked packets, bubnly the three connections of the first set are active. Thus, the
use the same threshold values. Additional experiments us-aggregate bandwidth seen is the entire link bandwidth with
ing ERED queues with separate threshholds for priority and each source receiving a third of the bandwidth. Note that
best-effort traffic were also performed and showed similar re- the marking rate for the connection group is zero as there is
sults. We simulate three connections between no@esd enough bandwidth available to meet the target service level.
n5: an infinite best-effortcp connectionC1), a second infi- At ¢ = 100s, one best-effort connection is started. Since an
nite TCP connection C2) with a 4M bs target bandwidth, and  even split of the bandwidth gives eacbnmection approxi-
a thirdTcp connection C3) that toggles between on and off mately 2.91/bs, the three connections in the first set get a
states every 50 seconds, but has a throughput requirement dbtal of 7.5\ bs without any packet marking. At = 200s,
4Mbs when it is on. We assume that the observed through-the other three best-effort connections are started. In this
puts and marking probabilities are updated every4.00 case, an even split of the bandwidth across all connections is

active, the bottle link bandwidth of B@bs is shared evenly ~ Set. Thus, themEe begins to mark packets in order to sustain
between them and thus, no packet marking is required forthe target rate of &bs. As the figure shows, the marking

C2to achieve its target of M'bs. However, wherC3is ac- increases to a level sufficient to maintain the target rate. The
tive, an even share of the bottleneck bandwidth (3/33) best-effort connections then get an equal share of the leftover
C3. ThePME has to mark packets belonging@@ andC3in are terminated. As the figure shows, the best-effort connec-

order for them to obtain the higher throughput. Figure 3(b) tions get the entire 1@ bs with each géing a fair share of
shows the throughput seen by different connections with thelt-
PME implementing the packet marking algorithm presented
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4 Source Integrated Approach
9 PP After every acknowledgment

pwnd = mprob *cwnd
bwnd = (1-mprob )*cwnd
if (obw < tbw)
if (pwnd < pssthresh )
pwnd = pwnd + pwnd/cwnd
else pwnd = pwnd + 1/cwnd
if (ownd < Dbssthresh )
bwnd = bwnd + bwnd/cwnd
else bwnd = bwnd + 1/cwnd

One of the problems with having tiemE external and
transparent to the source is that it has little control on the
flow and congestion control mechanisms excercised by the
source. This lack of control can have detrimental impact
on performance. For example, while a source transpar-
ent PMEis fairly effective in maintaining the observered
throughput close to the target bandwidth, it often marks more
packets than required. In an ideal scenario, a connectione's'e
that stripes its packets accross two pities should eceive
a fair share of the best-effort bandwidth in addition to the
bandwidth received due to priority packets. T&P source
oblivious of the packet marking fails to compete fairly with
best-effort connections for its share of best-effort bandwidth.
Consequently, theme marks more packets than it should bwnd = bwnd + bwnd/cwnd
have, had the connection received its fair share of the best- else bwnd = bwnd + l/cwnd

effort bandwidth. if (pwnd < 0) pwnd = 0

. . cwnd = pwnd + bwnd
Figure 4(a) presents results from an experiment thatmprob = pwnd/cwnd

demonstrates this. In this experiment, we spawn connection
C1lwith a target bandwidth of ®bs, and 5 best-effort con-
nections C2, C3, C4, C5, C6) between nodes0 and n5.
Figure 4 shows the marking rate, the best-effort bandwidth,
and the total bandwidth received 631 along with the to-
tal bandwidth received b2, one of the 5 identical best-
effort connections. As shown in the figui@l gets a much
smaller share of the best-effort bandwidth t1@ Thus, it pyE that is integrated with thecp sender. Figures 5 and 6
must mark a larger portion of its packets than it should in show the new algorithm. In this scheme, the congestion win-
order to maintain the desired level of performance. This phe-qgow (Ewng maintained by arcpsource is split into two
nomenon can be easily explained if we examine the window payts: (1) a priority windowgwnd which is a measure of
trace of the 3/bs connection. Figure 4(b) plots both the pri-  the number of marked packets that are in the network, and (2)
ority and best-effort portions of the connection’s congestion g pest-effort windowlfwnd that reflects the number of un-
window. As the figure shows, when the application requires marked packets that are outstanding. Upon a loss, the sender
additional bandwidth it must send priority packtplaceof getermines whether the lost packet was sent as a marked or an
best-effort packets. Thus, when the connection sends priority,nmarked packet. The loss of a marked packet is an indica-
packets, it cannot compete fairly for the available best-effort tjon of severe congestion in the network. Consequently, both
bandwidth. the priority and best-effort windows are reduced. However,
In order to address this problem, we experimented with athe loss of an unmarked packet is an indication of conges-

if (pwnd > 0)
if (ownd < bssthresh )
pwnd = pwnd - bwnd/cwnd
else pwnd = pwnd - 1l/cwnd
else
if (ownd < bssthresh )

Figure 5. Customized congestion window opening.



took a closer look at the packet marking rate and its deviation
from the theoretically computed optimal marking fat&he
computation of ideal marking rates is quite straightforward.

After every segment loss from dupack
pwnd = mprob *cwnd
bwnd = (1-mprob )*cwnd

if (priority loss) For example, suppose we have a network with a bottleneck
cwnd = cwnd /2 link of bandwidthB. Assume that connections with target
pssthresh =mprob *cwnd rates ofR;,2 = 1,2, ..., n, are passing through it. Let be
bssthresh =(1-mprob )*cwnd the optimal marking rate of the connection with a target rate

else of R;, and leth be share of best-effort bandwidth received by
bwnd = bwnd/2 all connections. A connectiopwith R; < b, is essentially
bssthresh = bwnd a best-effort connection with; = 0. The following set of
cwnd = pwnd + bwnd equations capture the system constraints.

mprob = pwnd/cwnd

ri+b=RHR;
St  rmtnb=B
Figure 6. Customized congestion window closing.

Figure 7 shows the results of an experiment with two con-
nectionsC1 and C2 with target rates of & bs and 2M bs,
respectively, and six best-effort connections sharing a bottle-
neck link of 14 bs. The connection€1landC2start at time
t = 0s, followed by two best-effort connectionstat 100s,
another two at = 200s, and the last two at = 300s. Fig-
ure 7(a) shows the bandwidth received ®§ and C2 and
'three of the best-effort connections. Figure 7(b) shows the
marking rate of botlC1 andC2, as well as their calculated
ideal marking rates. At time= 0s, when only two connec-
tions are on-line, a fair split of the bandwidth satisfies target
rates of bothC1 andC2. Thus, neither source marks any of
their packets and each gets approximately half of thddso
neck bandwidth. At = 100s, two best-effort connections
%re added. At this poinC1 needs to mark at a 0.87bs
rate and each of the sourcdwsild get 2.33/bs of the ex-
cess best-effort bandwidth. Sin@2's share of best-effort
bandwidth is more than its target rate, it need not mark any
of its packets. As Figure 7 shows, the marking rate and total
bandwidth graphs reflect the change.tAt 200s, two more

tion potentially only in the best-effort service class and hence
only the best-effort window is backed off. The procedure
for opening the congestion window is also modified. The
connection keeps track of two additional thresholds values
namelypssthrestandbssthreshwhich are updated whenever
the connection experiences a priority and a best-effort loss
respectively. When a connection is below its target band-
width, it opens up both the priority and best-effort windows.
If either one of the windows is below its respective thresh-
hold (pssthrestandbssthres)y it is in the slow start mode.
Note that the increases are scaled so that the overall conge
tion window does not grow any faster than that in an unmod-
ified TCcP. Scaling these increases is slightly conservative,
since it temporarily hinders the source from growing its best-
effort window as quickly as other best-effort sources. How-
ever, the conservative behavior aids in avoiding congestion

collapse scenarios. When either window is above its thresh- o o0+ connections are added. N@{ has to mark at

h0|d’ it increases ”r!ea”y (i.e. one segment per round-tripa rate of 1.784bs while C2 needs to mark at at a rate of
time). Note that while cwnd grows by two segments every 0.75Mbs. This leaves each source 1M%s of the excess
round-trip time, the best-effort part of the windolw(nd bandwidth. As the total bandwidth graph shows, the best-
only grows as quickly as the cwnd of a best-effort connec- effort connections get about 1.26s while C1 andC2 get
tion. While this modified windowing algorithm is essential their respective target bandwidths. The marking rateS bf

in obtaining a fair share Of. the _best—ef_for_t bandW|dth N & andC2 also adapt to this change, increasing to the optimal
network that supports service differentiation, it essentially marking rates. Finally, at = 300s, the last two best-effort

otk that does not SUppOrendto-end semice differentiation, SOUICeS are added. This i@ needs o mark at 2. W bs
a TCPsource modifiegﬁn this manner may receive twice as’Wh“e C2needs to mark at 1.17bs. Each connection now
y gets 0.831bs of the excess bandwidth. Again, as the graphs

much. bandW|dth as compqrc_ad to unmodiffeck sources. show, both the priority and best-effort connections perform
We discuss additional modifications to address this aspect ¢ expected

in Section 5. Figure 4(c)&(d) shows results from the ex- , ) . ] o
periment presented in Figure 4(a) & (b) using the algorithm To examine the impact that the windowing mod|f|cat|pns
described above. In contrast to Figure 4(a), the amount offave, we performed the same set of experiments with a
best-effort bandwidth received by théfs source closely ~ SOUrce transparemve . SinceTCP windowing algorithms
matches the bandwidth received by the best-effort sourcesrestricts the connectiorS1 andC2 from competing for the
Figure 4(d) shows the priority and best-effort windows of the €xcess bandwidth, in this case, theE consistently over-
3Mbs connection. In contrast to Figure 4(b), the connection Marks its packets. Increased marking can potentially fill the
is able to compete for best-effort bandwidth independent of ERED queue with marked packets, making it behave more

the priority markmg' L We note that when optimal marking is achieved, accurate congestion-
To further examine the issue of fair bandwidth sharing, we based pricing can be done using the marking rate of a connection.
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like a regularED queue. Loss of priority packets causes pe- C1, C2, C3, andC4 spanning the network. The connections

riods of time where throughputs of connectid®$ and C2 ClandC2have a target rate of of#bs each while onnec-

drop significantly below their target rates. tionsC3andC4aim at a target rate of M bs. As the figure
shows, when using the integrated marking scheme, each con-
nection gets a fair share of the bottleneck bandwidth when

5 Deployment Issues the demand exceeds the capacity.

An alternative policy to handle over-subscribscription, is
There are several problems in deploying new service dif- to provide weighted bandwidth sharing depending on the tar-
ferentiation and transport protocol schemes in the Internet. Inget rates or the importance of the connections or connection
this section, we address how the adaptive marking schemegroups. Since the proposed scheme uses only a single prior-
perform when oversubscription occurs, when non-responsiveity bit, it cannot itself be used to provide weighted bandwidth
flows are present, and when only part of the network supportssharing in times of over-subscription. However, it is possi-

service differentiation. ble to implement weighted bandwidth sharing by using addi-
tional priority levels which give the network an indication of
5.1 Handling Oversubscription the connection’s target rate and/or importance.

One of the key advantages of using an adaptive packet>-2 Dealing with Non-responsive Flows
marking scheme is that it obviates the need for a signal-
ing protocol. However, since there is no resource reserva- One of the potential risks in an adaptive approach to ser-
tion, the service guarantees it provides are necessarily softvice differentiation is that proliferation of applications which
When aggregate demand exceeds capacity,cahections  do not adapt to network dynamics can lead to severe perfor-
with non-zero target rates carry only marked packets. Con-mance degradadtion and even congestion collapse. Thus, an
sequently, they only compete for priority bandwidth and the importantissue in deploying the proposed scheme is the pro-
ERED queue at the bottleneck degenerates inRED queue tection of the network against non-responsive flows [9, 14].
serving only priority traffic. In the case of a source transpar- A salient feature of our scheme is that it provides perfor-
ent PME, since the underlyingcpwindowing algorithm is mance incentives for applications to adapt to network dy-
not changed, the requested target bandwidth does not influnamics and help avoid congestion collapse. When used
ence the throughput a souraeceives. Consequently, each in conjunction with intelligent queue management mecha-
source receives an equal fair share of thélboneck band-  nisms, it can also penalize non-responsive flows.

width. Figure 9(a) shows a network configuration which con-
Over-subscription results in the same outcome when thesists of fourTcp connections (T1, T2, T3, and T4) which
PME is integrated within the source. In this case, since the are competing for bandwidth with a non-responsive flow
algorithms for growing and shrinking the priority window (M1) across a 18 bs link. The aggregate target rate for
are independent of the bandwidth demand, the windowingthe TCP connections is ¥ bs. The target rate for the non-
algorithm simply behaves as nornmatp. This adaptationin  responsive flow is 8 bs. Initially, only the TCP sources are
presence of overload prevents possible congestion collapseactive and each competes fairly for the link bandwidth. The
Figure 8(a) shows an example scenario with four connectionsnon-responsive flow starts transmitting @fts att = 100s
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Figure 8. Oversubscription

and at dbs att = 200s. As shown in the figure, the ag- ordinate amount of unmarked packets, the ERED queue
gregate throughput of thecp connections drops when the detects the flow and limits its throughput to a fair share of
non-responsive flow becomes active, but remains at a ratehe best-effort bandwidth. In this case, a fair share of the
close to dbs. At ¢t = 300s, the non-responsive flow in- bandwidth is 24bs. Thus, by sending over its target rate
creases its transmission rate thfbs, thus exceeding its al-  of 3Mbs without regard to congestion in the network, the
located rate of 3/bs. As shown in the figure, the marking non-responsive flow reduces its own observed throughput to
rate of this flow immediately drops to zero and the loss rate 2Mbs. Note that given a fair share of the best-effort band-
increases to approximately the difference between the transwidth, the Tcp flows can now maintain theiribs aggre-
mission rate and the allocated rate. The reason why this hapgate target rate without marking any packets. This is in con-
pens is that themE observes that the non-responsive flow is trast to Figure 9(b), where thecp flows are forced to have
sending packets at a rate which is higher than its given rateall of their packets marked in order to maintain their target
In order to encourage sources to send packets which are derate. Thus, the malicious flow hurts itself while helping other
liverable, thePME counts every packet ieceives for a par-  flows as it sends over its target rate without regard to network
ticular flow against its allocation. The non-responsive flow congestion.
further increases its transmission rate M &s att — 400s.
Again, the throughput observed by the flow remains fairly
constant near its allocated rate dif3s, while the amount of
packets which are dropped increases at the same rate as the
transmission rate. Thus, the non-responsive flow gains little  One of the salient features of the proposed scheme is its
by transmitting any amount above its allocated rate. ability to operate in a network that does not provide service
In the previous experiment, the non-responsive flow does,différentiation. When the@Me is transparent to the source,
in fact, have a negative impact on theP connections. TCPtransmission con_trol mechanisms are not gffect_ed as a
As Figure 9(b) shows, the aggregate marking rate of the €Sult of packet marking. Thus, the lack of service differen-
TCP connections approaches the aggregate transmission ratdiation simply makes the packet marking ineffective and the
since the unmarked packets from the non-responsive flow!CP Sources behave as if they are operating in a best-effort
dominates any of the excess bandwidth available. In ef-N€twork. When themE s integrated with the source, the sit-
fect, the non-responsive flow obtains all of the available best-Yation is little different. In this case, we essentially have two
effort bandwidth while shutting out all other well-behaved €onnections with differing priorities. Hence, in absence of
connections. In order to provide more fairness between con-S€rvice differentiation, this scheme can potentially be twice
nections competing for best-effort bandwidth, we enhanced@S 2dgressive as a regutezp connection. While such be-
the bottleneckeRED queue with additional fairness mecha- havior may be justified when a user is charged for marked
nisms based omRED [14]. Figure 9(c) shows the results pgckets,. It may be desirable to turn off marking when service
of the experiment. As the figure shows, when the non- differentiation is not supported by the network.
responsive flow begins transmitting at a rate higher than To address this, we implemented a simple mechanism for
3Mbs, thePME reduces its marking to zero as described ear- turning off the marking and modified windowing when the
lier. Since the flow does not respond to congestion signalsnetwork does not support end-to-end service differentiation.
given by the bottleneck queue and continues to send an inNote that the bottleneck of a connection may shift from alink
that supports service differentiation to one that does not and

5.3 Dealing with Heterogeniety
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vice versa. Hence detection of service differentiation on aandrl. Since a fair share of the bottleneck bandwidth of
connection path is not a one time process; it requires constaniOM bs does not satisfy the target rates of connectiGis
monitoring. To minimize the cost of monitoring and at the andC2, they both mark their packets at a rate a 2s. From
same time remain reactive to changes in the netwgriam- the equations outlined in Section 4, this is the optimal mark-
ics, we use an exponential back off algorithm to determine ing rate in this scenario. Each connection also receigéés?
monitoring intervals. In particular, the source keeps track of of the leftover best-effort bandwidth. At= 200s, the best-
the inter-drop times for both priority and best-effort packets. effort connection terminates and two new best-effort connec-
In a network which supports service discrimination, the num- tions are started between nodésandr3. At this time, the
ber of priority packets transmitted betweertsessive prior-  bottleneck link is betweer? andr3 which happens to be a
ity packet drops is expected to be substantially greater thandrop-tail queue with no support for service differentiation.
the number of best-effort packets transmitted between suc4n this case, even thougbl andC2 fail to sustain their tar-
cessive non-priority packet drops. When this is not the case,get rates, they back off their marking and revert back to the
the source simply turns off the marking and the windowing original windowing algorithm. Consequently, all four con-
algorithm, reverting back to normaktp. After a preset in-  nections now receive an equal share of thélboeck band-
terval, marking is turned on again and the source monitorswidth of 10Mbs. At ¢ = 300s, the best-effort connections
inter-drop intervals to detect service differentiation. If it fails terminate and a new best-effort connection is spawned be-
to detect service differentiation, it shuts down marking for tween nodes0 andrl. At this point, the bottleneck shifts
twice the duration it had before. If the source observes thatto the linkrO-r2 which supports service differentiation. This
service differentiation is supported by the network, the con- change is detected byl andC2 and they turn on marking
nection continues using the modified windowing algorithm to reach their target rate of\Mbs. Finally, att = 400s, the
and resets the backoff interval to its initial (smaller) value.  best-effort connection terminates, leaving the network in its
The backoff mechanisms used when #nee is integrated  INitial state. The connectior81 andC2 once again turn off
into the source adapt quickly to the changes in the net-their marking since they can support their target throughput
work. This helps the source adapt its windowing and mark- Without packet marking.
ing strategy as the bottleneck link shifts from non-priority to
priority queues in a heterogeneous network. Figure 10(a) .
shows a network with 4 nodes wher@ implements the 6 Conclusions
ERED queueing mechanism whit& andr2 are simple drop-
tail gateways. In this network, we simulate two priority con-

nectionsC1 and C2 with 4Mbs target bandwidths and sev- N this paper, we have proposed and analyzed adaptive
eral transient best-effort connections. We use the transienfacket marking algorithms for providing soft bandwidth
connections to move the bottleneck link fra®r2 to r2-r3. guarantees over the Internet. We have considered marking al-

Figure 10(b) shows the throughputs seen by different sourcegdorithms that are external and transparent to the source, and
as the bottleneck moves from one link to another. We startalgorithms that are integrated with the congestion and flow
with connection€€1 andC2 going fromr0 to r3. Inthe ab-  control mechanisms at the source. Both sets of algorithms
sence of any other connections, they do not have to markhave advantages and disadvantages from the standpoint of
any of their packets in order to achieve their target rates. AtPerformance and deploymentissues. The results presented in

t = 100s, a best-effort connection is spawned betwegn this paper clearly demonstrate that simple service differentia-
tion, when used in conjunction with adaptive source control,
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Figure 10. Effects of heterogeneity.

can be an effective means to provide quality of service inthe [9] K. Fall and S. Floyd. Router Mechanisms to Support End-

Internet.

This work can be extended in several ways. We are cur-

rently investigating the impact of marking packets at multiple
places in the network. Alsander investigation is the inter-
action and interoperability of the proposed schemes with al-
ternative mechanisms to support quality of service in the In-
ternet. Finally, generalization of the two priority ToS scheme
to multiple priorities is also under consideration.
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